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Proposal Summary
Collin County, Texas is pleased to submit this proposal, Automated Sharing of Unstructured Data Based on Assessed Areas of Interest, on behalf of the North Central Texas 16-county region that includes Dallas and Fort Worth.  The project goals are to significantly advance software technology for the benefit of University of Texas at Dallas and the Air Force Office of Scientific Research as well as the hundreds of users of the North Central Texas Fusion System.  The key technologies to be advanced and demonstrated include:
· Automated information sharing based on sharing policies and assessments of areas of interest
· Automated extraction of entities and links between entities from unstructured data 
· Ability to query unstructured data textually or graphically
· Automated assessment of the validity of a data source

The strategies include 1) assigning the architect of the North Central Texas Fusion System and former Raytheon Chief Scientist as the principal investigator, 2) building on the operational North Central Texas Fusion System infrastructure to minimize costs and optimize the time on focused research, 3) building on the University of Texas at Dallas research on policies for information sharing and 4) using the real-world needs of the users of an operational fusion system to guide the research.  
The table below summarizes the 3-year work plan.  Note the following:

· Year 1 would establish the test/demonstration environment such that entities and links can be extracted from unstructured data.  Information sharing would be done by textual querying across the data or by querying entities in the link visualization.  
· Year 2 adds the powerful capability to assess user’s areas of interest from their queries and selections.  Information sharing would be extended to include geospatial queries.
· Year 3 would move these powerful capabilities to the next level – the ability to do smart automated sharing and visualization of unstructured data found through open internet queries.

· The unstructured data would progressively get more complex – going from local documents, to harvested news feeds, to dynamic results of open internet queries. 

· To optimize the usefulness of the project to the sponsors, the deliverables will include a demonstration, a website providing remote interactive access to the demonstration, and a research paper for each of the three years.  
	Year 
	Goal 
	Unstructured Data Type 
	Deliverables 

	1 
	Develop entity-link-based interactive sharing environment for unstructured data 
	Local Text Files 
	· Demo
· Demo Website 
· Research report- algorithm accuracy against ground truth 

	2 
	Add proactively pushed information sharing based on assessed interest area 
	+ Harvested RSS News Feeds 
	· Demo
· Demo Website 
· Research report- success in assessing areas of interest 

	3 
	Dynamic  area-of-interest-based extraction, visualization, and sharing of links, geolocations and metadata 
	+ Open Internet Query Results 
	· Demo
· Demo Website 
· Research report- feasibility of processing  on demand 


Statement of the Problem

The needs of the North Central Texas Fusion System are representative of many information sharing projects.  In the case of the North Central Texas Fusion System, users from hundreds of different law enforcement, public health, emergency management and private security organizations need to be able to query terabytes of shared data effectively.  Intelligence analysts, detectives, health investigators, and prevention-oriented leaders, for example, are best served by being able to search across all of the data at once.  The team has already deployed a highly effective query function for querying across 100 million shared database records and analyzing the links, geocodes, and timelines of the query results.  The preponderance of the data is unstructured, however.  Examples include email from crime analysts, cause of death sheets, suspicious activity reports, emergency response plans, news feeds, and Internet websites.  It is more challenging to extract entities, to establish data sharing policies, to assess areas of interest, and to provide for graphical visualization and query of unstructured data.  Research and real-world testing are needed.   
Technical challenges that must be addressed by this research include the following:

· Interpreting unstructured text where different grammatical structures are employed by different disciplines, organizations,  data sources and authors as well as adjusting to mission, cultural and educational variances
· Problems linking entities and phrases caused by sentence structures that contain compound, or complex sentences, or incomplete sentences

· Extracting topical identifiers from text to support data sharing which is complicated by text containing multi-thematic content

· Interpretation of link meanings caused by the use of slang and foreign language terms
· Extraction of links from open source data found on the Internet that is typically complicated by inserted html and xml structures containing multimedia objects that break textual elements
· Differentiating multiple topics within a single web document such as a summarized list of news headlines
· Extracting links across documents where entities may be the same but do not have unique tags such as found in structured data, contextual signature

· Extraction of geospatial data which is complicated by colloquial descriptions and greatly varying formats as well as issues involved with geo-code conversion where an address may not appear in the geospatial product being employed
· Placing judgment on the validity of the source algorithmically to support accuracy assessments corresponding to extracted links 
· Collecting meaningful topics of concern that can be related to extracted topical identifiers so that useful content can be shared – this addresses both the meaning of the information and the level of the information for users that have time to read the data or those that are under stress
Technical Approach

The technical approach includes a) researching methods for sharing focused, timely information to multi-disciplinary users; b) leveraging the North Central Texas Fusion System components; c) building on related experience with structured data; d) building on University of Texas at Dallas experience with data sharing policies; and e) utilizing an experienced, research-oriented and real-world-applicability-oriented team.

Many data sharing applications deal with massive amounts of data.  The North Central Texas Fusion System, for example, receives over 350,000 new structured data records and over 10,000 new unstructured data items each week from many sources.  There are over a thousand users who are interested in various portions of the data and there are restrictions on who can see what data.  This research will evaluate structures for capturing user information needs based on their stated needs, group membership, agency, and query history.   We will examine a) combinations of links between entities, b) locations extracted from text and c) context-based representations of information to develop metrics for identifying information of interest that match user information needs.  Various levels of data source complexity will be utilized including organized text collections, highly complex open sources found on the Internet as well as emails and their associated attachments.  The challenges presented in the statement of the problem will be addressed by techniques such as automated entity and link extraction through extensions to natural language processing; assessment of meanings through links, trends and ontologies; indexing technologies for rapid access to data; visualization and exploration of data through interactive queries of entities; and context-based data mining. 
The North Central Texas Fusion System is a large computer system with over 20 servers and 12 terabytes of storage.  The software components include indexing software that can handle hundreds of millions of data items; visualization software that displays structured data in link, map, and timeline formats; and sophisticated website development tools.  This project will be implemented on this system to eliminate the cost for equipment and software thus putting the emphasis on research.    The data components encompass more than 90 million structured database records and 2 terabytes of unstructured data.  Although most of the data is law enforcement sensitive or data that must be handled in compliance with the Health Insurance Portability and Accountability Act, open source documents, news feeds and internet sources related to threats from Mexican gangs have been identified for this project.
The team that will work on this project has already developed and deployed similar functionality for structured database data.  Over 1000 multi-discipline, multi-jurisdictional users in the North Central Texas region access this data securely from their offices today.  Although this project deals with unstructured data and faces a number of new and different issues, the project will have the benefit of a good understanding of the goals and an infrastructure in place for handling large quantities of data. 

Fortunately, the University of Texas at Dallas team under the direction of Dr. Bhavani Thuraisingham has been working in the area of data sharing policies for several years.  This project will tap into Dr. Thuraisingham’s experience and students to develop policies for the project.  Although the data and data usage will not be at multiple security levels, it will face many of the same issues.  The North Central Texas Fusion System users, for example, are one of the target user groups and their data and access to the data must be compartmentalized along discipline, jurisdiction and operational boundaries.

The project team has worked together for 5 years on complex, state-of-the-art projects.  Dr. Johnson, as a Raytheon Chief Scientist, researched and designed large-scale, classified data sharing, data processing, data collaboration and data visualization algorithms and projects at the Federal level for 20 years.   The team members understand the research process, having published 60 technical papers, some of them on topics related to this project.  Additionally the team brings experience in the application of research to operational Air Force, Intelligence Community, and Science Community programs, as well as the North Central Texas Fusion System.  Kelley Stone, as the Chief of the North Central Texas Fusion System has a broad law enforcement background encompassing police and Sheriff’s office investigations as well as DEA and FBI applications.     

Benefits
The intent is to conduct research, implement a demonstration, and incorporate feedback on the demonstration for solutions that will be broadly valuable.  Although this project will not deploy the solutions in operational systems, the algorithms and guidelines will be documented such that the solutions can be implemented in operational systems.  Example benefits for the University of Texas at Dallas, the Air Force, and the North Central Texas Fusion System are illustrated below:

· The University of Texas at Dallas will benefit from a robust environment for experimentation and maturation of data sharing policies. 
· The Air Force may choose to deploy the solutions for sharing and visualizing links between entities and geo-coded locations of entities based on data sharing policies and on user’s topical interests.  In a recent news article from www.chinaview.cn, for example, the following sentence was contained in the article:

Israel Air Force (IAF) warplanes bombed a Hamas post in the southern Gaza Strip town of Khan Yunis early Wednesday and struck seven smuggling tunnels on the Palestinian coastal enclave's border with Egypt, local daily Ha'aretz reported.

Using an enhanced natural language approach, the project solutions would extract the relationships itemized below.  The visualization, interest assessment and policy components would allow the linkages to be visualized automatically and distributed to authorized parties who have shown an interest in the topic.  Thus, if a user expresses interest in “military operations involving tunnels in Palestine”, ontology structures that enable matching of (military, operations, tunnels, Palestine) with (warplanes, bombed, tunnels, Palestine) will bring up the originating article as well as a link chart and map showing connections and locations involved in the incident.  Querying the entities on the link chart will further extract related information.
1. Israel Air Force (IAF) warplanes -- bombed a -- Hamas post

2. Hamas post -- is located in the town of -- Khan Yunis

3. Khan Yuris -- is located in the -- southern Gaza Strip

4. Israel Air Force (IAF) warplanes -- struck -- smuggling tunnels

5. Smuggling tunnels -- located on -- Palestine Egypt border

· The North Central Texas Fusion System is very interested in deploying the results for the benefit of its analysis-oriented and investigation-oriented users.  For example, models that extract information of potential interest to individuals in these groups could share the data based on need and timeliness.  
Project Plan
This section addresses the project team, schedule, and deliverables.  The staff assigned to the project is highly qualified and heavily experienced to oversee and complete the project successfully.  Note that the team has worked together since 2003 – designing and building the North Central Texas Fusion System.    The team members and a summary of their qualifications are shown in the boxes in the organization chart below.  All team members are assigned and available to work on the project.   The research will be lead by the Automated Sharing Project Principal Investigator, Dr. Johnson, who brings highly relevant experience and proven leadership skills.  As the architect of four fusion systems, he has direct experience with multi-jurisdictional/multi-discipline information sharing, multi-level security systems, entity extraction algorithm development, complex graphical query implementation, information sharing system integration, TS/SCI information sharing systems, and deployment of query results visualization.   Note that Michalyn Rains, the Collin County Contracts Administrator, is also ready to work with Amanda Miller. 
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 A summary of the project schedule is shown below.  Note the following:
· Each year, the functionality, the unstructured data acted on, data sharing policies, and the data sharing mechanisms increase in complexity and value
· An interactive demonstration website will be available to the sponsors 
· Technical papers will be prepared each year to share the insight gained with others
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The project deliverables are identified in the following table:

	Deliverable
	Description
	Frequency

	Colloquium Presentation
	Presentation under the direction of Dr. Thuraisingham to cover topics such as project status, project overview, technical advancements, and demonstrations of results
	Yearly

	Interactive Demonstration Website
	Website will accessible to project participants and sponsors. It will provide information on the project and an interactive demonstration of research results such as application of entity extraction algorithms, assessments of areas of interest and visualization of links and geolocations. 
	End of year 1, updated in years 2 and 3

	Technical Paper
	Technical papers will be prepared under the direction of Dr. Thuraisingham.  The papers will identify the sponsors and will be submitted to a technical conference or organization for presentation and publication.  
	Yearly

	Status Report
	Status reports will be provided to Dr. Thuraisingham.  They will provide project status, summarize upcoming events, and identify any project issues.   
	Monthly, first day of month


Cost
The project costs include labor and travel.  The labor and travel will be provided by ADB Consulting, LLC through a subcontract with Collin County.  The following items will be provided by Collin County at no cost to the Automated Sharing project:

· The Project Director’s time for providing direction, working issues, and reviewing status

· The Contract Administrator’s time to contract with the University of Texas at Dallas.

· The Subcontract Administrator’s time in administering the subcontract with ADB Consulting.
· Use of the North Central Texas Fusion System equipment or software for research and demonstration purposes.  Note that the North Central Texas Fusion System custom and commercial software will not be delivered and Collin County retains the right to use and share the software developed for the Automated Sharing project with other homeland security or information sharing projects.
The following spreadsheet shows the costs and the basis of estimate:

	Year
	Cost
	Cost Basis

	1
	$145,000
	$7,000 = 175 hours @ 40/hour for technical and project management and coordination
$41,400= 1035 hours @ 40/hour for research, algorithm development

$46,800 = 1170 hours @ 40/hour for implementation, experimentation and test
$32,400 = 810 hours @ 40/hour for website and visualization development

$2,400 = 2 trips to UTD * 2 people @ $122 M&IE per diem * 2 days + $350 airfare 

$15,000 = 3 conferences * 4 people @ $233 M&IE per diem * 3 days + $500 airfare + $204 car

	2
	$135,000
	$6,000 = 150 hours @ 40/hour for technical and project management and coordination
$41,200= 1030 hours @ 40/hour for research, algorithm development

$41,000 = 1025 hours @ 40/hour for implementation, experimentation and test

$29,400 = 735 hours @ 40/hour for website and visualization development

$2,400 = 2 trips to UTD * 2 people @ $122 M&IE per diem * 2 days + $350 airfare 

$15,000 = 3 conferences * 4 people @ $233 M&IE per diem * 3 days + $500 airfare + $204 car

	3
	$120,000
	$6,000 = 150 hours @ 40/hour for technical and project management and coordination
$32,000= 800 hours @ 40/hour for research, algorithm development

$39,800 = 995 hours @ 40/hour for implementation, experimentation and test

$24,800= 620 hours @ 40/hour for website and visualization development

$2,400 = 2 trips to UTD * 2 people @ $122 M&IE per diem * 2 days + $350 airfare 

$15,000 = 3 conferences * 4 people @ $233 M&IE per diem * 3 days + $500 airfare + $204 car

	Total
	$400,000
	


Program Principal Investigator 


Dr. Thuraisingham


University of Texas at Dallas





Automated Sharing Project Director


Kelley Stone, MBA


Chief, North Central Texas Fusion System


Collin County Homeland Security Director


31 years in law enforcement


UTD PhD ABD, Public Affairs





Automated Sharing Project Manager


Anita Miller


Manager, North Central Texas Fusion System


20 years in technical project management


Previously Northrop Grumman Info Systems VP


Masters, math and computer science








Automated Sharing Project Principal Investigator


Dr. James (Bob) Johnson


Architect, North Central Texas Fusion System


Designed/built 4 fusion systems


Previously Raytheon Chief Scientist


Doctorate, physics





Entity Extraction Specialist


Elbert Bassham








Data Sharing Policies Specialist


University of Texas at Dallas Student








User Experience and Visualization Specialist


Anita Miller





System Integration Specialist


Ted Gage
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