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HEALTH AND HUMAN SERVICES COMMISSION
CONTRACT NO. HHS000046000006

THE HEALTH AND HUMAN SERVICES COMMISSION (“System Agency” or “HHSC”) and COLLIN
COUNTY, TEXAS (“Grantee” or “Contractor™), each a “Party” and collectively the “Parties,” enter
into the following Community Mental Health Grant Program contract established under House
Bill 13, 85th Legislature Regular Session 2017 (“MH/HB13”) (the “Contract”) pursuant to the
provisions in Texas Government Code Chapter 791.

L PARTIES

System Agency Grantee
Name: Health and Human Services Commission  Name: Collin County, Texas

Address: P.O. Box 149347, Mail Code 2058 Address: 2100 Bloomdale Rd.

City and Zip: Austin, TX 78714-9347 City and Zip: McKinney, TX 75071,
Contact Person: Judith Tyler Contact Person: Keith Self

Telephone: 512-206-5385 Telephone: 214-461-4806

E-Mail: judith.tyler@hhsc.state.tx.us Fax number: 972-548-4669

Agency Number: 35295295295 E-Mail: Kieth.Self@collincountytx.gov

Agency Number: 17560008736

1L STATEMENT OF SERVICES TO BE PROVIDED

/v - - . - .
The Parties agree to cooperate to provide necessary and authorized services and resources in
accordance with the terms of this Contract. Specific services provided are described in
Attachment A -- Statement of Work.

T, CONTRACT PERIOD AND RENEWAL

This Contract is effective on July 1, 2018 and terminates on December 31, 2019, unless renewed,
extended, or terminated pursuant to the terms and conditions of the Contract.

1V. AMENDMENT

The Parties to this Contract may modify this contract only through the execution of a written
amendment signed by both parties.

V. CONTRACT AMOUNT AND PAYMENT FOR SERVICES

The total reimbursement for this Contract term will not exceed FORTY Two THOUSAND FivE
HUNDRED THIRTY TWO DOLLARS AND NoO CENTS ($42,532.00). Grantee shall provide, at a
minimum, a cash or in-kind match in the amount of FORTY Two THOUSAND FIVE HUNDRED
THIRTY TWO DOLLARS AND N© CENTS($42,532.00). The total value of this Contract is EIGHTY

System Agency Solicitation No, %%AUC_ID%% Page 1 of 87
System Agency Contract No, HHS000046006006



DocuSign Envelope ID: E8321EB8-C1BD-48C4-AEC3-A3190D387FA1

FIVE THOUSAND SIXTY FOUR DOLLARS AND NO CENTS ($85,064.00), as provided for in
Attachment B -- Budget.

V1. LEGAL NOTICES

Legal Notices under this Contract shall be deemed delivered when deposited either in the United
States mail, postage paid, certified, return receipt requested; or with a common carrier, overnight,
signature required, to the appropriate address below:

System Agency

Health and Human Services Commission
Brown-Heatly Building

4900 N. Lamar Blvd.

Austin, TX 78751-2316

P.O. Box 13247

Attention: Karen Ray

Grantee

Collin County, Texas
2100 Bloomdale Rd.
McKinney, TX 75071,
Attention: Keith Self

Notice given in any other manner shall be deemed effective only if and when received by the Party
to be notified. Either Party may change its address for receiving legal notice by notifying the other
Party in writing.

VII. CERTIFICATIONS
The undersigned contracting partics certify that:

(1)  the services specified above are necessary and essential for activities that are properly
within the statutory functions and programs of the affected agencies of state
government;

(2) Each Party executing this Contract on its behalf has full power and authority to enter
into this Contract.

(3)  the proposed arrangements serve the interest of efficient and economical administration
of state government; and

(4) the services contracted for are not required by Section 21, Article XVI of the
Constitution of Texas to be supplied under a contract awarded to the lowest responsible
bidder.

The System Agency further certifies that it has statutory authority to contract for the services
described in this contract under Texas Government Code Chapter 791.
SIGNATURE PAGE FOLLOWS
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SIGNATURE PAGE FOR SYSTEM AGENCY
CONTRACT NO, HHSG00046000006

HEALTH AND HUMAN SERVICES  COLLIN COUNTY, TEXAS

COMMISSION
~—DouuSigned iy = Bucubuecd by:
By | faina o By | kel Self

QARSI SOAHE RS

Trina Ita Keith Self

Associate Commissioner County Judge

Date October 10, 2018 Date October 9, 2018

THE FOLLOWING ATTACHMENTS TO SYSTEM AGENCY CONTRACT No, HHS000046000006 A
HEREBY INCORPORATED BY REFERENCE:

ATTACHMENT A -

ATTALBMEPNT M

NFATEMENT OF WORK

ATTACHMENT A-1  CoMMUNITY MENTAL HEALTH GRANT PROGRAM WORK PLAN

ATTACHMENT A-2  CovMuniTy MENTAL HEALTH GRANT PROGRAM DAl
TRACKING

ATTACHMENT A-3 CoMMUNITY MENTAL HEALTH GRANT MONTHLY EXPENDITURE
RepoRrr

ATTACHMENT A-4  COMMUNITY MENTAL HEALTH GRANT PROGRAM REPORT TO
STATE BEHAVIORAL HEALTH COORDINATING COUNCEL

ATTACHMENT A-5  SATISFACTION SURVEY

ATTACHMENT B- BuUBGET

ATTACHMENT C - Univory TERMS AND CONDITIONS

ATTACHMENT D - SPECIAL CONDITIONS

ATTACHMENT E - GENERAL AFFIRMATIONS

ATTACHMENT F-  DATA USE AGREEMENT

ACUE B RO Dw Sy OB O PRI

https://na2.docusign.net/Signing/?ti=af21bf093ce44¢75a436b73216caad3b 1M
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ATTACHMENT A
STATEMENT OF WORK
COMMUNITY MENTAL HEALTH GRANT PROGRAM

L INTRODUCTION
The Texas Health and Human Services Commission (HHSC) secks o implement the Community Mental Health Grant
Program as directed by House Bill 13, 85th Legislature, Regular Session, 2017. The purpese of the grant program is to
provide matching grants to support community mental health programs providing services and treatment to individuals
experiencing mental iflness.

IL.  GRANTEE RESPONSBILITIES
A. Implement 8 community mental healh grant program 1o support menta) health programs providing services, treatment, and

coordination supports, The community mental health grant program must:

1. Align with the mission, visien, and goals of the Fiscal Years 2017-2021 Tesas Stalewide Behavioral Health Strategic
Plan and address gaps, goals, and strategies identified in the strategic plan;
Support community programs pmviding mental health care services and freatment to individuals with mental illness;
Coordinate mental health care semcw for individuals with mental {llness with other transition support services;
Enh external stakeholder par
Foster community colisboration;
Encourage greater continuity of care for individuals receiving services through a diverse local provider network; and
Reduce the duplication of mental health services provided in the local service area

MO R W

B. Implement a community mental bealth grant program meeling the following funding maich requirements:

1. Obtain committed matching funds which may nelude cash or in-kind contributions from a person or organization, but
may not ieclude money from state or federal funds. Non-state or federal sourced funding may include gifis, grants, or
donations from any person or organization. Matching requirements are as follows:

a, Equalto 50 percent of the grant amount if the community mental health program is located in 4 county with a
population of less than 250,000 fexample: if'an organization meets this population criteria and receives an award
of 3100,600, the funding maich will be 30 percent af $100,000, or $50,000);

b. Equal to 100 percent of the grant amount if the comnunity mental health program is located in a county with a
population of at least 250,000 (example: ifan ization meets this population criteria and receives an award of
3100,000, the funding smatch wllt be }DOpament afsmo 040, or $100.000), or

¢. Equal to ihe percentage of the grant amonnt for the largest county in which a community mental heslth program is
located if the community mental health program is located in more than one county.

. Report all cash and in-kind maich used lo suppont the grant program; and
. Provide evidence of committed match in accordance with Section .24, Subpart C, Uniform Grant Management
Standards (UGMS).

W

Provide services in accordance with HHSC-approved work plan as cutlined in Attachrent A-1 of this Statement of Work.

. Create a Local Reporting Unit to identify service encounters related to the community mental health grant program,

[~ o

Hirs qualified staff to provide services identified in community mental health grant program.

o]

. Ensure staff complete required trainings as identified in Grantee’s work plan and by System Agency.

G. Distribute olient satisfaction surveys to community menta] health grant program in a format and within a timeframe
requested by System Agency. The clicnt satisfaction surveys may be distributed to adults, children, or adolescents
depending on community mental bealth grant program population of focus. Attachment A-5 Satisfaction Surveyis a
sample survey. In fiscal year 2019, quarter 2 a Universal Resource Locator (URL) will be added to A-5.

Il. PERFORMANCE MEASURES

v. 11.15.2016 Grantee SOW Temglale Instroctions Pagz 1ol 3
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.

ATTACTIMENT A
STATEMEXNTY OF WORK
COMMUNITY MENTAL HEALTH GRANT PROGRAM

The tems of this Statement of Wk, inchudmyg the folkwing oscasus, will be sied s assess Crantee's eflactivepess in

providing the seevives desariined in fhis St of Werk, withms waiving the enfveceainiiny of any of the 1emms of the
Cantrmt ento wiuch the Stétanent of Worl s invorporied
Grasies shufl:

A boeplemen] comuntunity eosal headth posii progeam in scouedanve witle HHSConppruted sarh plan s otstioed o
Anachmon A-§, Comnunsity Montal Heakth Geant Progran Work Pian.

B Subwnlt cvidenas of vomanined msach i sdvordance with Bovtion .24, Subpant C, DGMS, 1 dave prios 1o wontrai
EXeTEHD

. Repons alt cash and spehind makch used (o suppurt the grant program an Antachmen #
13 Subenit a budpet ising Attachmoiat . Byston Ageoey will s s provide sotificsn ol spprovad fer Use budpet

b Subiit Abachmes A2 Cornmumity Merstal Heulth G Program Do Teaching Sproadshest on tie Lot business day of
the fellowing monih of service provision.

F St Alachment A3 € ity Mendal $iealth Cram Frogrwn Meathly Expendure Report on the tast day of the
Joliowmy monih of servace provision.

i, Submit Attachenent A4 Community Meval Headth Gaent Prograns Grant Program Reopors 1o Btatewide Beluviorat Health
Crordinetang Covncal on the bugwct grant funding bhox bad on peoprem dnplemsentation sud sental hicalth vutoomses on e
poputation scrved by the grant fundang, por the 2018-89 General Appropristions A, Seaate Bilt L 850 Lepitawre
Regular Sension, 2007 { Astivle [N, Section 10.04)

1. The repess for prograss sclivities beginning Jdy 1, 2017 dwough February 24, 2019 & due by March 31, 2019
2 ‘The report for program scivities begmmng March 1. 2009 through Augud 1. 2019 b dae by September 31 2039

W Al sebmsssions relenvnced in A( of s soviion musd e sent I dlectnmi sl b the Blbowmg ensd mbdoess o lhe
Tavmal belom:

To MICouon: (s dasa
Sudjeer Vender 113 CMBGP

PAYMENT METHODOLOGY AND FUNBING

Chrsnyiae xhall

1 Reguosl swathly paymenis wong the State of Texan Putchsse Voushor Form 4116, whith ix incorporoted by selorene and
cnn b dinnkesdad €. Jgipe, B L a5 sy Faviaar T om0 08909 1 ) Fords g yoih b

B Subenit e $1anc of Toxes Purchiass Voucher Foem 4116 and supponting docameotation for roimbutsenont
Documentation shall inclode,

Name skdeesn and telophone number of Cnmter,

Symastn Ageney Contracs Number and or Purchise Onder Niendwer;

tantification of servicelst provided;

Duades servicen detivarables wore delivered.

Name of the pessn perfonning the sefivetion:

Todad Mvoios amout, ssd

Supporting Dovumentation A copy of Ginintes's Lenem! Ledger proving xpenditiiee of funds by oout categnn

N

€ Elecwonivedly sutumt &) invoroes with suppariing dociomentadion 19 the Claims Prosesiag Umst &

v s anie Upignee SUME Termgiute Inavinaod: Pugs 2ufd
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ATTACHMENT A
NIATEMENT OF WORK
COMMUNITY MENTAL HEALTEH GRANT PROGRAM

HESC AP Fhiwcamte i, wilh 4 copy fo MNCminaeshhne vistedius snd the woigned Svdtem Agency Conract
Munager,

LALg:s 1T ekt SR TeugBEs hwna et Pows 3od 3
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A
Touse Bill 13 Community Mental Health Grunt Program
Work Plan

Calitn C'ounty

Prosgraim: § atlin Cosnty Mental Moabith S lanagod Uvomead O rond bt of Redease

sl Year 2018 - 2019 - Tolal namber of unique individuals eligible for Coordinated fail Release Program, unduplionled served permorsh: 68

4 Tdentify § withy 1 health ixstes wnd Tk with spprywiate servioes post jail release,
<soal: Implement » Coordinated Rebease Program o identify inmatas with s meniaf illnexs, and provide discharge planning and comtinuity of care
iocresse recidivinm of idontified individuals

siective 11 Provide sereening to determing need and eligibitity to individuals released from Collin County Jail,

e S S e B ]

Wnjective 2: Ensure prompt aceess 1o poondinated, qiulity servives via assistance with Lin gervices. making sppuinimants, reasiving

Srdication. and trangpornation to provide vontinuity of care to reduce incident of re-i 2rai
Fihjoctive 3: Provide referrals 1o eligible individuals based on necd. expected relense. type o releasc, servite availabiity, servicss lovalion. snd
illingness 1o aceept services,

i:jmli“': 4
[Vizasares for sccompBshing the objective | Dhaita scmrees amd Frequency of duin;

: I L fnatived:

A, Participants identilied using the casly identifivation of menial Miness or fellectus) and A. Program spreadshedt (A, Quarterly
Licvelopaental disabitity (EIMU). who receive serviees from Covedinated Release Case Manager

CROM)

“umerstor: ‘The number of individuals identified with the EIM L who havs service enconniers
bvith & Coondinsted Release Case Manager (CRCM).

svomingior: The number of pariicipamts identificd with menta! iliness or intelloctual 2nd
fovelopmantal dikability by EIMI assersment,

1%, Panticipants who complete the Mental Healils Bond progran +% MU bond daia ) Qusriorly

it : The mumber of pasticipants sdmitted into Menial Health bond program receiving  bpreadsheet
¥oordinated Release Case Manager (CRUM) service encomters and cfozed from the program.

Jenominator: The aumber of participants sdmined imo Memtal health Bond progrant,

. [P R - -
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A~

HMouse Bl 13 Commusnity Mental Jiralth Grant Prigram

Work Plan

i 8 Pmicijmfs will 001 be re-armested within 1 vear of Last release,

1

]
¥ Davelop Release Plan
¥rogram Manager

i3, Develop Community Retowoes

- (SR

System Agency Contract No. HHS000046000006

- Al Famoon,

ChRiviEn T

] 5 Ial recidwism repoﬁ v Quamﬂy
Fuil: Caloulation: (Numerstor Denominator)® 10
Humerntor: Participants that are boeked into jail afier entering the program per jail baoking
repon.
3 instor: All participards, in project during the measurement period.
1), Participmis completing a1 foxst w0 goals of their relesse plan within 30-ditps of heing releacd | % Jail Case Mugmger . Quanierly
-5 ot jadl \infm spreadshest
Plamerador: Numher of participams who somplcle 1o goals within 30 days of release Jrom jail,
! senuninstor; Number of pastivipants with individualized poals on release plan at rebzase from
it
= st - B S — : —— - o
Program Activities in sapport of the ekjective: Brrvan/agecy | Astivity Staré Dete: m’“’ Coenpletion
| i = FEi =
A, Post job nnnouncement 1o 18§ position |4 Alyse Ferguson, A Aug 1. 2018 . Tt Quaarter of
rogram Manager » wuject period
it. Develop Processes and procedurcs it Alyse Forgoson. '\ August 1, 2008 11 First Quarter of
¥ogram Marager wegeet period

} First Quaster of

iiujeet petiod

5 Alyme Ferguson, 10, intinl st July 1, . Fired Guaarser of

V:ograa Manager 2018 and ongeing sivject poriod
17, Iitiate Services i, Coordinated I Augusi 30,2018 B, First Quarier of
Helease Casc woject period
Sansger
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— e p— .
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¥ et e e e Moo - !
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Aty (BT, whe

Prgwtl  INT Percenl comgl Mendd
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A3 ommprity Mostal sk Genat Program (CAIHG) Muathly Expensiture Report

The CMHPG Monitzly Expenditize Report shall be comploted and submated to RHSC montldy  The sifoemation requested on the CMHPO Monthly Expearire Repont i
iz e bt lay of e Followaig wunith of sarvice proviion For sxample, daia Gruen April 200§ & Qe the lest Liwimesy day of My 201 The CHROP Mcuuld.
Expenbinegs Repart sill be xubnnied electronizatly 10 the following emns) addresn mhoontrects@lihae vt ix ws, s well a to the anagned FTHST Contract M il
|Progrm Services Lasison  Hxpendixes shall be repeeted on the (b lobelod Fin Datobese Bixpend Rpt This doselase sliow ey for up @2 lme prieess Rows mn) be
drletad Gam e Pl Detabase Expand. Rpt (3 refiect e numbet o projects sssotisted wah) fie CAHPU Statenient of Work (300W)
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@} TEXAS
! i Meaith and Homsar
’ Leryw e

A4

Behavioral Health Matching Grani Program Report
to Statewide Bebavioral Health Coordinating Council

Reporting Period {(Fiscal Year and Quarters):

Program Chverview

& HB 13 Commumty Mental Health Grant Program
{188 292 Mental Health Grant Program for Justice-Involved Individuals

Gt Prograin 173 Healthy Community Collaboratives
Texas Veterang + Fomily Alligce Grant Program ]
Lead Grantee Name o
Program Name o L
Primsry Collaborative
Pariner Organizations -
State Funds Awnrded
Matching Funds Reguired ”;
“Tots] Project Cost - o o !
{ Deseripiion of Loca] Service Area AR %
| Population Designation | (7 Less than 250.000 [ More than 250,000 ]
T Usban D Rod O Frombier o
Service Aréh { 1oscnl Mmm'}iwlh Authonty Loval Behavoral Healih Authont serving the
Jrogram seTvice area:
HHUEC Health Region: S
Counties Served T |
Program Detalk e _J
Program Description
£3 Goat 1. Program and Service Coordimation
) 3 , Stralegics addressei;
ACLHIE REAaYID " Goal 2: Program and Service Delivery
Heglth Stratepic Play Strategies addrepsed:
Strategles and Gops ' 1_ Goal 3: Prevention and Eady Intervention Services
Addressed Strategies nddressed:
[3 Goal 4; Financial Alignment
Strategies nddressed:

Systems Agency Solicitation No. %%AUC_ID%%
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@%TEXAS
{;‘ammmm
:;.;,' Sereicts

A4

Behavioral Health Matchiag Grant Program Report

to Statewide Bebavioral Health Coordinating Conncil
Reporting Perlod (Fiscal Year and Quariers):

. Goal 5: Statewide Data Collaborstion
Strategies addressed;

[ Gap 1: Access to Appropriate Behavioral Health Services
{3 Gap 2 Behsviore! Health Needs of Pablic School Stodents
(31 Gap 3: Coordination scrors State Agencier
C Gap 4 Vetoran and Military Service Member Supports
[3Gap 35: Continuity of Care for Individuals Exiting County and Local Jaile
{1 Gap 6 Accesr to Timely Treatment Sevvices

Gsp 7 Implementstion of Evidence-buved Practices
[3Gap 8: Use of Peer Services
{3 Gap 9: Behavioral Health Sexrvices for Individuale with an Intellectual
Digability
(2 Gap 10: Consumer Transportution and Access to Treatment
[ Gap 11: Prevention and Early Intervention Services
. Gap 12. Access to Housing
1 Gap 13. Behavioral Health Workforee Shortage
O Gap 14: Servioes for Specisl Populations

_ C Gap 15: Shared end Ussble Data

“Ages Program will Serve | [ Children DlAdolesomts  DAdite

T Older Persons LI Transition Age Youth L[] Veterans
[7J individuals with an Inteilectual or Developmentsl Dicability
] L3 Individuals with a Co-Ocounng Peychiairic and Substance Use Disorder

Special Populations
Program wili Serve

Total Number of

Unduplicated Individuals to

be Served Monthly
“Program Goals and

Objectives as ldentified on

HHSC-Approved Work

Plan )

Progress Toward Meeting

Program Qulcome

A~ - 2 e

System Agency Solicitation No. %%AUC_ID%% Page 15 of 87
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3

o TEXAS
'hm':' anigd My

A4

Behavioral Health Matching Grant Program Report

to Statewide Behavioral Hexlth Coordinating Council
Reporting Perfod (Fiscal Year and Quarters):

Measures as Identified on
HHSC-Approved Werk
Plan for this Reporting
Period

e o AR e A Y R g ORI

e e et

Coilaboratives )
Describe how the collaborptive pariner organlzations help leverage your expeniliture of the grant funds.

Response:

What challenges have you encountered or do you anticipate encountering as you continue to implement
theproject? =~ _
Response:

= = SO —— SR — e e ine i

Are you currently collaborating with any other behavioral health grant awardees under uny of the other
_community collaborative grants? R o '
Response: (1 Yes DINo  if yes, please dzntify the Organizations;

_— b

Organlzations with whot you are collaborating bave an award under what HHSC Eehavioral Health
Matching Graul Program:

I Community Mental Heslth Grmnt Program

1 Mental Health Grant Program for Justice-Involved Individuale
{3 Healthy Community Collaboratives

[J Texzs Veterans + Family Alliance

_— e — SUVURBEESS S et ——- —

Tor

System Agency Solicitation No. %%AUC_ID%% Page 16 of 87
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System Agency Contract No. HHS000046000006

Attachment B - Budgst

Line ltem HHSC Share Contractor Share | Total Contract Value
Fosommndd | 24.945,00 $24,045.00 — $40,800.00)
Frince Benelits | TS11,377.00 U SILITI TS22,7540
Trave) . ~ §3.600.00 - $3600.00 £7,200.00,
Lovipment $0.00] T W $0.00
1Supplics $2.360.00 $2.360.00 84, 720.00
{Contrachual S0 $0.00 - .00
Other $250.00 $250.00] £500.00
Total Trect Costs $42,532.00 $42,532.60 $85,064.00
Indirec! Costs .

Total Costs $42.532.00/ 542,532.60 $85,054.060
Provani Income $0.60/ - i

System Agency Solicitation No. %%AUC_ID%%
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Attachment B - Budget

Line Item HHSC Share Contractor Share Total Contract Value
Personnel $24,945.00 $24,945.00 $49.890.00
Fringe Benefits $11,377.00 $11,377.00 $22,754.00
Travel $3,600.00 $3,600.00 $7.200.00
Equipment $0.00 $0.00 $0.00
Supplies $2,360.00 $2,360.00 $4,720.00
Contractual $0.00 $0.00 $0.00
Other $250.00 $250.00 $500.00
Total Direct Costs $42,532.00 $42,532.00 $85,064.00
Indirect Costs

Total Costs $42,532.00 $42,532.00 $85,064.00
Program Income $0.00




Form P BUDGET SUMMARY

Legal Name of Respondent: |Collin County |
A B C D E F G
DSHS Requested| Direct Federal Other State Other Funds Local Funding In-Kind Match
. Total Budget Funds Funds Agency Funds | Check if Cash Match Sources
Budget Categories Check if Cash Match Check if Cash Match
| L]

A'  Personnel $49,890] $24,945 $24,945 30
B.  Fringe Benefits $22,754 $11,377 $11,377, $0]
C. Travel $7.200| $3,600] $3.600
D. Equipment $0 $0| $0f
E. Supplies $4,720 $2,360] $2.360]
F. Contractual $0 50|
G. Other $500 $2501 $250
H. Total Direct Costs $85,064 $42,532] $0} 3 $ $38,3221 $6,210}
[.  Indirect Costs $0 $0
J.  Total (Sum of H and I) $85,064 $42,532 $0] $0 $0 $36,322] $6,210]

Program Income - ' 0[ Ol . UI
K. Projected Earnings $  $ ¥ $0 $ ¥

NOTE: The "Total Budget" amount for each Budget Category will have to be allocated (entered) manually among the funding sources. Enter
amounts in whole dollars. After amounts have been entered for each funding source, verify that the "Distribution Total" below equals the
respective amount under the "Total Budget" from column (1).

Budget Distribution Budget Budget Distribution Budget
Catetory Total Total Category Total Total
Check Totals For: Personnel $49,89 $49,890 Fringe Benefits $22,75 $22,7
Travel $7,200§ $7,200 Equipment $0 $0]
Supplies $4,720] $4,720 Contractual $0§ (|
Other $500{ $500 Indirect Costs $0] |
[TOTAL FOR: | Distribution Totals $85,064 |Budget Total $85,064|

*Letter(s) of good standing that validate the respondent’s programmatic, administrative, and financial capability must be placed after
this form if respondent receives any funding from state agencies other than DSHS related to this project. If the respondent is a state
agency or institution of higher education, letter(s) of good standing are not required. DO NOT include funding from other state

agencies in column 4 or Federal sources in column 3 that is not related to activities being funded by this DSHS project.

FY2017

Form P



PERSONNEL Budget Category Detail Form

Legal Name of Respondent: |Collin County |
'PERSONNEL Certification or | Total Average [Number| Salary/Wages
Functional Title + Code Vacant License (EnterNAif | Monthly of Requested for
E = Existing or P = Proposed YIN Justification FTE's not required) Salary/Wage | Months Project
NEW Case Coordinator +P Y 1 NA $3,326.00 8 $24,945
MHMC Director A0 Manages CRCM & program activity 1 14 - $0|—
Grant Accountant Manage grant accounting 1 14 - $01—
$0
$0
$0
$0
$0
SalaryWage Total $24,945
FRINGE BENEFITS Itemize the elements of fringe benefits in the space below:
FICA - 7.65% of salary
Employee Insurance - $1,050 per month per employee (NOT A PERCENTAGE)
Term Life - $4.95 per month per employee (NOT A PERCENTAGE)
Long Term Disability - 0.25% of salary
Short Term Disability - $3.20 per month per employee (NOT A PERCENTAGE)
Long Term Care - $26.25 per month per employee (NOT A PERCENTAGE)
Retirement - 8% of salary
Supplemental Death - 0.26% of salary
Unemployment Insurance - 0.1% of salary
Total Percentages - 16.26%
Total Per Employee Per Month - $1,084.40
BELOW PERCENTAGE IS TO MAKE CALCULATION WORK
Fringe Benefit Rate % 45.610000% |

Fringe Benefits Total

$11,377

FY2017 Form P

1



TRAVEL Budget Category Detail Form

Legal Name of Respondent: [Collin County

Conference / Workshop Travel Costs

Description of Number of:

e Location
Conference/Workshop Justification City/State | Days/Employees

Travel Costs

Mileage $300
Airfare $1,274

Meals $200

Lodging $1,826

Other Costs

Total $3,600

Mileage

Airfare

Meals

Lodging

Other Costs

Total| $0

Mileage

Airfare

Meals
Lodging
Other Costs

Total $0

Mileage
Airfare
Meals
Lodging

Other Costs

Total $0

FY2017 Form P




[EQUIPMENT (List oniy

|Total Travel Costs =

 equipment where the donor retains title.)

Descriptio_r=| of ltem

(Include how the rental value is calculated, i.e., # of hours X hourly rate, etc.)

| Juéfification

Rental
Value

FY2017

Form P

|Total Value of Equipment




Other / Local Travel Costs

Total for Conference / Workshop Travel

Justification

Number of
Miles

Mileage
Mileage Reimbursement Rate Cost

Other Costs Total
(@) +(b)

Other / Local Travel Costs:|

Conference / Workshop Travel Costs:| $3,8

FY2017

Indicate Policy Used:

Respondent's Travel PolicyII]

Form P

State of Texas Travel Policy:



Legal Name of Respondent:

IN-KIND MATCH Budget Category Detail Form

|Co||in County

VOLUNTEERS

Functional Title

Justification

FTE's

Value of Average
Monthly
SalaryNE_g_e

Number
of
Months

Total Value of

SalaryIWages

Salary/Wage Total

FRINGE BENEFITS

IF ALLOWABLE, ENTER AVERAGE FRINGE BENEFIT RATE

Fringe Benefit Rate %

Fringe Benefits Total

$0

TRAVEL

Describe who (i.e. Volunteer) is traveling.

Justification

Travel
Costs

New employee

L4V Ay

To visit other cities fo establish policy and procedures, attend workshops

$3.600
I




SUPPLIES Budget Category Detail Form

Legal Name of Respondent: [Collin County |

Itemize and describe each supply item and provide an estimated quantity and cost (i.e. #of boxes & cost/box) if applicable. Provide a justification for each supply item. Costs may
be categorized by each general type (e.qg., office, computer, medical, educational, etc.) See attached example for definition of supplies and detailed instructions to complete this form.

Description of ltem
{If applicable, provide estimated quantity and cost (i.e. # of boxes & cost/box)] Purpose & Justification Total Cost
office supplies general supplies pens, paper, stapler, staples $50
dues and subscriptions centification or subscriptions $100
desk phone one phone discharge coordination $525
tablet computer for access to county system. emails, referrals $1,420
EA license software licenses $265
Total Amount Requested for Supplies: $2,360I

FY2017 Form P



— - - — —— R —— - — -

!

Just_ificétion -

[ Value of

Description ;

B Supplies "
Basic office supplies pens, pencils, paper, stapler, staples $50
dues and subscriptions certification or subscriptions $100
desk phone one phone discharge coordination $525
tablet computer for discharge coordination $1,420
EA license software license $265
|Total Value of Supplies M'Ui

CONTRACTUAL

Description of Contractual Services

Justification

Value of.
Services

FY2oTT

Form P



OTHER Budget Category Detail Form

Legal Name of Respondent: |Collin County |
Description of ltem
[If applicable, include quantity and cost/quantity (i.e. # of units & cost per unit)] Purpose & Justification Total Cost
Conference and training $250
Total Amount Requested for Other: $260_|

FY2017

Form P




|Total Value of Contractual

iy

[oTHER . . _
Description of Iltem Justification Value of Item
registration training $250
|Total Value of Other $250]
INDIRECT

Description of Services

Justification

Value of Item |

i S
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ATTALRMENT L

FAULE S LONTENTS

ARTHCLE L DEFINITIONS AND INTERPFRETIVE PROVISIUNS, r ¥
LM Defisitsonk T A Rt ST s L]
102 Ierprotive PIOVEIOIS . s wovrs sessiss o s v vt retarn bbb e H

ARTICLE 1T Puyamend Nethods snd Restdethoms. ... . . . S
243 Pavewen! Methodk e e +
202 Final Dilling Sobaission . . .o e [
200 Fosancad Status Reports (FSRsy e e 7
204 Dot to St and Corporste Status . 7
205  Applicaiion of Paymem Doe 7
206 PacolFoamds . e ceee e e 7
207 Vs for Manch Probibited . . ...

208 Prosmm beome oo ]
209 Nomsupplanting ... TN ot X

ARTHOLETH. sTATE A'\l) l-‘H)LkAI. Hi\l)l\t- ............. X
10 Funding ... sieeene 3
202 Nodebr Agaimsithe S, o . |
3 DobtoSedte.. . L oLl L o 3
104 Recapuure of Fand: %

ARTICLE IV Allow able Costs xed Aisdit Requirements 9
401 Allovable Costs .. .. . ~ . P 9
402  Independert &mllcurl’mpm Wl-.. .Mdl e TS s v e« TR ESTy s sy 1
4403 Sut of Awmddt PRI |1

Article V AFFIRMATIONS, ASSURANCES AND CERTIFICATIONS - . ... 10
5401 Lienanl Afliemation: . b Tt RPRITIY T S S i S 14
3.02 Federal As p—— a2 s man T T e e PR ]}
S0} Federal Contifientions. .. . .. - C e w 10

ARTHLE VIOWNERSHIF AND INTFIAF 'l'l ‘A3 ﬂi"ﬂ' Rr\ s e |
BT EMIEIRIIP v st riimsins et st adh b ainbetat ]
602 Intelloctital PIOperty . wun nn s omsem st donn s neme v avrrenne o 1

ARTICLE 3 1L RECORDS, AUDIT, ANDIMSCLOSURE e R i |
701 Books and Revords v v NE A oy ey Y e e i s 11
702 Avvest to revovds, booka, and dovoments .. e e : n

Trirtee Umiform Torme and Coalrions
Iage2ofly
el
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ATTACHMENT C

7.03 Response/compliance with audit or inspection findings
7.04 SAO Audit...........
7.05 Confidentiality..... SO
7.06 Public Information Act............. et ree e A e A s R s 12
ARTICLE VIII CONTRACT MANAGEMENT AND EARLY TERMINATION ............. 12
8.01 Contract M | Y .12
8.02 Termination for Convenience. . 13
8.03 Termination for Canse........ 13
8.04 Equitable Settlement .......... 13
ARTICLE IX MISCELLANEOUS PROVISIONS 13
9.01 Amendment....... 13
902 I 13
9.03 Legal Obligations 14
9.04 Permitting and Li e ... 14
9.05 Indemnity ............ 14
9.06 Assignments ........ 15
9.07 Relationship of the Parties 15
9.08 Technical Guidance Letiers 15
9.09 Governing Law and Venue 16
9.11  Survivability........ 16
9.12 Force Majeure 16
9.13 No Waiver of Provisions.... 16
9.14 Publicity .. 16
9.15  Prohibition on Non-compete Restrictions 17
9.16 No Waiver of Sovereign In ity 17
9.17 Entire Contract and Modification 17
9.18 Counterparts ........ 17
9.12 Proper Authofity.......c.oeoereeiene 17
9.20 Employment Verification........ 17
9.21 Civil Rights .... 17

Grantee Uniform Terms and Conditions
Page3 of 19
ve.LI7
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ATTACHRENT L

ARTICLE L DEFINTTHOINS AND INTERFREFIVE PROVESHONS
Liil Defnkinn.
As mmedd w tiis Comtonct, wnless the contes ety indicaties ptlierwise. the followmg termn sl
conditions have the meanings wsigned below
“Amcndment” oyemiz p writlen agrecrncst, signed by the panies herdlo, whikh documems
chatygion 1 the Contrnel other than those potenitiad by Woth Ondens o Teclsacnt Guideine
Betters, 85 heven defined

“Allatunent’ meas o s, Sorvnn, wond w mdditivnal informagion physacall, sdded

10 ihis Contrat following the Sigasture Dy i or included by refe & if physically,

withery the odv of This {'ontrsct

W tneans the Sip s 2, thewe Linifonn Verms and Condition., along with sny
L ’ méiny“ deacnts, of Teclsnical CGuidancw Lettors dhat may be dkaucd by the

Suuteim Agoncy, o be invorporatod hy nelerenee burcin for sl porposes if insued

ndun&k,mmuwuul ductis) regared Yo be subirutled to the Ryslem Ageney

hng all eports and projeat & tation
W&i‘mthdﬂ:wﬂmhﬁv?ﬂ%uﬁ: date on which the Contract tlkes
(%3
ol Ki (Sl mean the period hegimsing (vtober 1 sl emling Septanber M gach

yaar, which is the annsal secouming perion for the Unised States govemment
“£4A \I™ means enermlly Acoopied Accounting Primcaples
CiAst mcaim the Govemmolal Accounting Standards Board

“Torppiee™ meanix the Party recerving funds ender this Comiract if any. May slso be referred io as
“Contratn™ s vectin uriatents.

“lbealth 590 Human Services Cimsmpneion”™ o “IHEC" means the admunistalive sgency
extablished nevder Chapler 531, Tesav Government Code or i dexighes

“HUR® means Heaoricatly | aderondized Husness. as dofined by Chagter 2161 of the Texas
Tovermmen Code

“dedbectual BropsrD ™ weam iovesiim and bukines procasss, Whither or wol palentable,
works of puthorhyy. frade secnots tradcimarhs. sctvios mashs. indininal desipns: snd creations
that are subgect o potertinl legak protestion incerporated 5 m my Boliverabbe sad fird veemiod ot
developed by Gimdee, Ciramtec's contractor ar # sb wtorin performng the Project,

“Mertoe Protege™ means the Comptroflor of Publlc Accounts’ keadership ptogren fonnd st
g ww window state Ve un grocisonent ot heb montorprotens:

Ulrarste Lintfor Fetatn msd Comdlions
Fagedof 19
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ATTACFYMERT L

“flarbes™ mean e Systom Agerey and Grate, eollectively.
“Tamy” eeans eithey the Sywiem Agency or Grasee, individually

“{ogrmn® menss. the xislutondy sothonzed sctivilies of e Stem Agemcy ender which this
Crandrmt hav been iwarded

“1imed” msaes xpecilic activities of the tranee tant are sapported by Tonds provided under thie
Contracy

“Pubhg Infotuiten Agl” of “PRA movans Chpler 532 of the Tosas Gy et Code

“Statoment of Werk ™ means the description of sctivities performed in completmg the Proedt ss
apevilied in the Cootract and as sy b smendee

“Stinatees Boyumen” mesns e Socument exeoutod by hoth Partios that specifically sots Toeth
AR of the doctaments tha constitige the Contract

“Suliciutivn st "HREA™ nwcass the documcrt icimed by the Syitem Ageon} uader which
spglication Foe Progrant fusds wave fag d which v imxepormted borein by melarence for all
parposes in W8 entaety, includimg Bl Amrercdments amd Atuchment:

*galidiation Besopsi” of "Application” mcmo Grantec’s full and complete raponse W the
Solictation, which i incsporited herein by refereme lor all purpioses in its entirety, includng
any Attachnyonts snd sddende

“Sats Fvogl Year™ mesm the period begwaming Septomber 1 and endmny Aagast 31 cach year,
which o the anmial accousting perlod for the State of Texa

“Migte of Joan fonnnn’ means Tows Adeumsteative Code Titke 34, Pant |, Chapler €
Suhwhapter C. Section § 32, relatrve 1o travel reimbursements snder this Cantract. o any

“Sysiom Ascnes® mcans HHSC oF aty of the apenuscs ol the Stane of Texas that we cversen by
HHEC ander mathority graued wnder Sinte Iaw and ihy officons. emplavess, snd desapnees off
those apensics These apmares inciude: HISC md the Depariment of $tate tlealih Servives

“Ldm.az hwdm.b.h.nu o “TUL tacans an satruction, clerfication. or sderpretativn of
the he Contravt. isaind hy the Svdom Ageocy to the Oesiiy

im lmupn-ﬂ\e Provisises

% The mesmps of defined tannx mrc equally spplicable 10 the <mgular snd pleral forms of the
difined torms.

b, The words "hervol,” “harein,™ “hereundor,” snd sunilar words 1efat 1o thix Contract i #
whole and vk 10 86V partcular provison. setion. Attachmend, of schedule of this Contract
wmkess otheswise spevified

¢ The teym “inchxling”™ i nod Ciumin: arst e “snchading withowt fimitation™ snd, wess
pthorwine exprossly provided i thin Conlract, (1) nderences Ia contrats {mcluding thix

Contract) snd other contractusl i ais Wuall be & d W oichide all subseyuent
Amcndments wid other medifications thercts, bt only 1o the sxtem that sch Amcndmcins
ond ofher madiicatinm ore not probud Jhthc!umlda!ml‘ troct. andd 11§ relerances. ko
Teartee Unitoom Teri med Cumbicns
Page 5 of 19
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ATTACHMENT C

any statute or regulation are to be construed as mcludmg all statutory and regulatory

provisions consolidating, amending, rep g, suppl ting, or interpreting the statute or
regulation.
d. Any references to “sections,” “appendices,” or “attachments™ are references to sections,
dices, or attact ts of the Comram.
e Any fe 10 agr s ct: or administrative rules or regulations in the

Contract are references to these documents as amended, modified, or supplemented from
time fo time during the term of the Contract.

f. The captions and headings of this Contract are for convenience of reference only and do not
affect the interpretation of this Contract.

g All Attachments within this Contract, including those incorporated by reference, and any
Amendments are considered part of the terms of this Contract.

h. This Contract may use several different limitations, regulati or policies to regulate the
same or similar matters. All such limitations, regulations, and policies are cumulative and
each will be performed in accordance with its terms,

i. Unless otherwise expressly provided, reference to any action of the System Agency or by the
System Agency by way of consent, approval, or waiver will be deemed modified by the
phrase “in its sole discretion.”

j. Time is of the essence in this Contract.

ARTICLE I PAYMENT METHODS AND RESTRICTIONS
2.0t Payment Methods

Except as otherwise provided by the provisions of the Contract, the payment method will be one

or more of the following:

a. cost reimbursement. This payment method is based on an approved budget and submission
of a request for reimbursement of expenses Grantee has incurred at the time of the request;

b. unit rate/fee-for-service. This payment method is based on a fixed price or a specified rate(s)
or fee(s) for delivery of a specified unit(s) of service and acceptable submission of all
required documentation, forms and/or reports; or

c. advance payment. This payment method is based on disbursal of the minimum necessary
funds to carry out the Program or Project where the Grantee has implemented appropriate
safeguards. This payment method will only be utilized in accordance with governing law
and at the sole discretion of the System Agency.

Grantees shall bill the System Agency in accordance with the Contract. Unless otherwise
specified in the Contract, Grantee shall submit requests for reimbursement or payment monthly
by the last business day of the month following the month in which expenses were incurred or
services provided. Grantee shall maintain all documentation that substantiates invoices and make
the documentation available to the System Agency upon request.

2.02 Final Billing Submission

Unless otherwise provided by the System Agency, Granice shall submit a reimbursement or
payment request as a final close-out invoice not later than forty-five (45) calendar days following
the end of the term of the Contract. Reimbursement or payment requests received in the System

Grantee Uniform Terms and Conditions
Page 60f 19
v.9.117
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ATTACHMENT C

Agency's offices more than forty-five (45) calendar days following the termination of the
Contract may not be paid.

203 Financial Status Reports (I'SRs)

Except as otherwise provided in these General Provisions or in the terms of any Program
Aftachment(s) that is incorporated into the Contract, for contracts with categorical budgets,
Grantee shall submit quarterly FSRs fo Accounts Payable by the last business day of the month
following the end of each quarter of the Program Attachment term for System Agency review
and financial assessmeni. Grantee shall submit the final FSR no later than forty-five (45)
calendar days following the end of the applicable term.

2.04 Debt to State and Corporate Status

Pursuant to Tex. Gov. Code § 403.055, the Department will not approve and the State
Comptrolter will not issue payment to Grantce if Graniee is indebted to the State for any reason,
including a tax delinquency. Grantee, if a corporation, certifies by execution of this Contract that
it is current and will remain current in its payment of franchise taxes to the State of Texas or that
it is exempt from payment of franchise taxes under Texas law (Tex. Tax Code §§ 171.001 et
seq.). If lax paymenis become delinquent during the Contract term, all or part of the payments
under this Contract may be withheld until Grantee’s delinquent tax is paid in full.

2.05 Application of Payment Due

Grantee agrees that any payments due under this Contract will be applied towards any debt of
Grantee, including but not Jimited to delinquent taxes and child support that is owed to the State
of Texas.

2.06 Use of Funds

Grantee shall expend funds provided under this Contract only for the provision of approved
services and for reasonable and allowable expenses directly related to those services.

2.07 Use for Match Prohibited

Grantee shall not use funds provided under this Contract for matching purposes in securing other
funding without the written approval of the System Agency.

208 Program Income

Income directly generated from funds provided under this Contract or earned only as a result of
such funds is Program Income. Unless otherwise required under the Program, Grantee shall use
the addition alternative, as provided in UGMS § _ .25(gX2), for the use of Project income to
further the Program, and Grantee shall spend the Program Income on the Project. Grantee shall
identify and report this income in accordance with the Contract, applicable law, and any
programmatic guidance. Grantee shall expend Program Income during the Contract term and
may not carry Program Income forward to any succeeding term. Grantee shall refund program
income to the System Agency if the Program Income is not expended in the term in which it is
earned. The System Agency may base future funding levels, in part, upon Grantee’s proficiency
in identifying, billing, collecting, and reporting Program Income, and in using it for the purposes
and under the conditions specified in this Contract.

Grantee Uniform Terms and Congitions
Page 7of 19
v.9.1.1%
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ATTACHMENT C

209 Nonsupplanting

Grantee shall not use funds from this Contract to replace or substitute for existing funding from
other but shall use funds from this Contract to supplement existing state or local funds currently
available. Grantes shall make a good faith offort to maintain its current level of support.
Grantee may be required to submit documentation substantiating that a reduction in state or local
funding, if any, resulted for other than receipt or expected receipt of funding under this
Contract.

ARTICLE IIL. STATE AND FEDERAL FUNDING
3.01 Funding

This Contract is contingent upon the availability of sufficient and adequate funds. If funds
become unavailable through lack of appropriations, budget cuts, transfer of funds between
programs or agencies, amendment of the Texas General Appropriations Act, agency
consolidation, or any other disruptions of current funding for this Contract, the System Agency
may restrict, reduce, or terminate funding under this Contract. This Contract is also subject to
immediate cancellation or termination, without penalty to the Svstem Agency, if sufficient and
adequate funds are not available. Grantee will have no right of action against the System Agency
if the System Agency cannot perform its obligations under this Contract as a result of lack of
funding for any activities or functions contained within the scope of this Contract. In the event of
cancellation or termination under this Section, the System Agency will not be required to give
notice and will not be liable for any damages or losses caused or associated with such
termination or cancellation.

3.02 No debt Against the State
The Contract will not be construed as creating any debt by or on behalf of the State of Texas.
3.03 Debt to State

If a payment law prohibits the Texas Comptroller of Public Accounts from making a payment,
the Grantee acknowledges the System Agency's payments under the Contract will be applied
toward eliminating the debt or delinquency. This requirement specifically applies to any debt or
delinquency, regardless of when it arises.

3.04 Recapture of Funds

The System Agency may withhold all or part of any payments to Grantee to offset overpayments
made to the Grantee. Overpayments as used in this Section include payments (i) made by the
System Agency that exceed the maximum allowable rates; (ii) that are not allowed under applicable
laws, rules, or regulations; or (iii) that are otherwise inconsistent with this Contract, including any
unapproved expenditures. Grantee understands and agrees that it will be liable to the System
Agency for any costs disallowed pursuant to financial and compliance audit(s) of funds received
under this Contract. Grantee further understands and agrees that reimbursement of such
disallowed costs will be paid by Grantee from funds which were not provided or otherwise made
available to Grantee under this Contract.

Grantee Uniform Terms and Conditions
Page 8 of 19
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ATTALFNENRT |

ARTICLE IV ALLOWARLE COXTS AND AVIT REQUIRFMENTS
4491 Atowakie Cosin

Systern Ageney will mmsburse the allowably et swureed in perfonning the Fropser that see
sufliciently documented  Grantee mumt have incurred & cost prior ke claiming rekmivarsement snd
withen thw spplicable temm W by eligihle for reimborsoment. under this Contreat. The Syaiem
Agency will det heiher cowty subimtiad by Cradee sre aliowsble s cligithe for
reambumcment. 15 the System Agency has paid furals 1o Gramez Tor unaliowable or fncligibie
corts, the Byein Agoncy will nenify Girmoe inwiting, wad Cirantec shall retuan the finds to the
Kvelern Ageney within thiely (30) calandar dava of the dae of ihic written atice  The System
Ageacy may withhold all or part of sy payiments 1o CGrasies 10 offset reimb o for sy
imallowable ar metipide cxpenditury that Granice hus not relumded to the Sydom Agency, or i
Motanicsal stakus reportis) requizad wnidar the Finificial Slittus Reparis secton are sio subminted by
the doe dms(ss  The System Agency may 1aks repeyment {recoup) from funds available wnder
i O m L TR PR v to filfAll Cmtec™s repayment cbligatians  Applicshly cost
prnciples, sudit requisements. and admmstrative requsraments malhnbe.

Applicable Lty Appboable Cont | Audit Admuristrative
Priciphes. Rexjuweinenin Requingthorib.
Stde,  Loval sl | 2CFR. Pe225 |2 CFR Pt 200, | 2 CPX Parl 200 and
Tribal Chovermneints Subpart F o omnd | UOMS
UGMS
Edacational 2CFR, Pant 22 2 CFR Past 200, | 2 CFR Part 200 and
Frmtingteray Subpart  Foand | DOMS
MR
Kon-Profs 2 CFR. Part 230 2 CFR Part 200, [T CFR Pary 200 and
Oeganirations Subpan | and | I'GMS
17¢iMS
Tor-peolit 4% CFR Pot 31, |2 CFR Pent 204 | 2 CFR Pan 300 snd
Ocgmrmion  olher | Contem Conl | Subp Foand | OMS
Bhast # bapital and s | Principles UGMS
wiganization sansed in | Procedutes, o
OMD Clvular A<122 | oniform oosl
{2 CFR Pat. 230) wn | socosdmy
it sibyict S thal | standanb thd
circular. camphy with cost
prnaples
acceplable 10 the
foders) o sime
asvanding agoney
Liearsbee Cintiorm Teram und Crasticns
Jagesollp
(2100
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ATTAL-MENT L

OMB Caculers will be applied wilh the md:fmm preseribed by DLMS with effea green W
whichov iz provision inposes the more songan nog ori ot the ¢ vent of & conflict.

303 Indeprmdont Single or Program-Speciic Al
I tiramtes, within Gramee's fiscal vear, oxpends o 10tal mnount of of Jeast SEVEN BUNDRED
FIFTY THOUSAND DULLARS ($738,000) in fodetal funds awardod, Geassee shall have 2
singlc audit or program-aposific audil in accordmee with 2 CFR 200, The §750.000 federal
threwhldt stmonas tclodes fodered Lundy passed shrough by way of sale apomcy awaids, B
Gk, witkin Crantes s fiscad Yoae, npmndalmniof.ﬂhaxﬂﬁuwﬂumlm
awarded, Gramee must have s s'ngk awdit or program-spocific andil in scoordance with 1'GMS,
State of Texas Simphe Aucdt Circular The madst xmunt be conducted by mn independent pestificd
publy accoustant snd in duwe with 2 CVR 200, thovermment Awbimy Standuds, srd
UGMS. Foeprofii Grantocs whose sxpenditunes moct of exocd the Todenl of nale cupenditone
threshiodds atwied alwvvz shll folbws the puidctines in 2 CFR 300 or VGME, sa npplieable. for
thew progam-specific suds. THISC Snghe Awdnt Services will notly Uraniee 10 compleie the
Single Audn Determrinution Form. I Clrantoe fails 1o complets the Single Audit Determnatyon
Form withsn thisty (305 catendar days altes notification by HHSC Singde Audel Services to doso.
Guitoe shall be sobject 10 the System Agancy nactions and teimadivs Tor non-compiisnce with
thw Contract Fach Crantae that i requined to obtuin s single sisdit mast competitevely nes
procuss sanjghe mald serviom once every wix vears, Ureotew shall procuce sudit services in
comphimce with thes scction, state procurement procedurcs, m wiell iy with the providions of
TGMS,
403 Subwimog of Amli
Due the carlicr of 3 days aflor reccim of the mdcpendent certitied public sccountant's repont of
mine months ’fler the end of the fiscal vear, Grarier shalt submat clectronically, one copy of the
Kengle Aucil 4 Program. Speafic Aukt 1o the Sustem Agericy us direcied m thas Condract and
i copy 3o: single_sodit_report it hhac staie Lus

ARTHCLE V AFFIRMATIONS, ASSURANCES AND CERTIFICATIONS
501  Ceneral Affirmations
Gemtnes conlifies thi, 1o the ¢xaent (aeneral Affismations are incorporatad udo the Contract tndar

the Sigpr Duocumenl. the €6 ) Affin have been nviewad and thik Crmntee b
compiluice with each of the foquisannts sellocked theroin

802 Federal Asvarances

(e furthes comifics tht, 1o the oxtent Fodea! Assurances we incorporstod inte the Controo
lnder the Sigmatire Dicumant, the Federal Assurmmes huve been reviewsd and T Grantee »
in compliance with each of the Teguinemends soflected therean

583 Federa) Cerilioations

Geptee fither ootifies, b9 the exieml Federsd Centifications. are incorporaied into the Commact
under the Sipaatite Dovwment. thit the Foderal Centifications have bech sevacwad. onvd that
Cwaniee ¢ s onphance with cuch of the reyoisovent. silocted thwrein.  1n scdithon, (G natec
crtifien that U s b camplionce with sll npplicable frderal b, rules, or refulations, sy they
may perisin 5o Gis Contract.

Dentee Unihorn 3 orvew md < onsinsons
Page ¥ ol 19
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RITARCHAMENT ©

ARTICLE VIOWNERSIIP AND INTELLECTUVAL PROPERTY
601 Owarsshlp
Thy Sanbertt Apetsey will owin, and Cirantee bendry smsgnn o thie Svstam Agen:y, ok right, babe,
arnd irderesd in all Deliversilos
682 Intellectnd Propesty
»  The Svidem Agency and Urantee will retain ownershiip, all rvehis. tithe, and sntescst in and to,

theis respective pre~cxisting bvellectual Property, A license 10 ether Party's prescxivmg
Udedheciual Proparty musa be agreed {0 under this or soolhee contrsd

b. Graitee grants to the System Agency mnd the Stale of Texa a sovahy-free, pasd up,
winkdwide. perpotual poneexchses e, rontrmsterside Tnvime to ue any Intellectual Propaty
imvented or crented by Crantee. Ukatles's cotdractos, of 2 sl chow w the prevd of
the Projoct Ctantee will reguire its conractors to grank atsch u fioctme under He contsails.

ARTICLE VI RECORDS, AUDIT, AND DISCLOSURE
781 Baoks sad Reconls

Cieankee will keep and maintain under GAAD o GASE, a5 applicable, full, true, and

yecordh mecensary fo fully dochoe fo i Svstem ch\ Hw Tm hw ‘lndmr (l'l’u.c (he
Unted Stales (hows and thew muth £ mi
daamiuoomplmwnhhtmmdcu&mcimk Cmmmddlmmd!m-l
wles regulmons, eod watsies Unbess aierwice specified  this Cotvract. Grestos will
ramntazn legitde copus of Hus Commd st al) related o for u mni of seven (7}
yeats sfter the wimahstion of the cottract period of seven (71 yeus afier the completion of sy
Iatigation or divpase s oty the Contract. whichoyer is fater,

TAZ  Acces 3o reeonds. books, aed documments

in wddivon to unsris}uo&‘mmwhgh apetstion of kaw, Gramce w0d any ol Graged's
ATt o salbrdiary orpanizat irpctors will permit the Sysdam Apensy o sy of
m&bnﬂmeﬂupmmm uwcﬂsrh!} authorwed federal, state or Jocal authoraties.
mrestricted access to and the raght 3o examme any site whire husmens i3 conducted or Servcei
sre performcd, and 8l secords, which bwhades 508 3 oot hunited 4o Goancaal, clicat ad paliont
records. booka. papers or docamens relsted 10 this Comtract I the Comtract inchudes federal
funds, lodarsl spenciex that will have o nghl of socens 10 records a5 deworibed o this secmon
wnchade: the foderal ngency prvading the finds. the Congtrofier Ceneral of the United Stades.,
the Genoeal Asvounting Office. the Offise of the Impevtot Goneral, and way of fheir mthorized
reprcsentatives I mddiion, agencies of the Ste of Texss thes will have a right of soes: to
revordh ax deswribed i thix saction nchale: the Bvatan Agency, HISC, JIHSC . contreted
xamine, e Stae Awditor’s Office, the Texw Atomey Gencral'a Office, 40d s\ uccmisor
agowcics  Fach of these entition mas 1o » duly ceibnsrizod sthority M doonnal neacssaey In the
Rystem Apeney o7 any didy suthogized ldwnt) {or the purpise of Imvestigatson of hearing.
Giramede will praduce wwﬂmhuwbm Contract  The Syatem Agency snd aoy
iy wathorsed suttordy will bave the right 1o sudit billegs both before and alier payment, snd
whl Socuiestation that subslistustes the tilbmigx. (imter will inchide tus provision concermug

Usmshre Unniborer Terton mud Comdrisons
. Page 1t ol V¥
XTI N
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ETTACHVENT L

the right of sccess s, ard examination of, s snd infornation related 1o this Cordracd w any

Subcoenrac it awasds,

703 Response/complisnce with nudit o5 napretion fimlings

W Gosnter munt 3¢t 10 ensure s and o> Subcontracior™s complisace with Al cormectimm
seesn W aldress wny finding of noscomplisnce with any law. regulntion, sudit
reguirerient, of genctally acceplad ple o any other deficiency sdentilled in
ay dmain. foview, of inapection ofﬂwtammmm«unmm'{dcd
heveunder Any uwh cormection will be s Grastor or fts Subdontractor’s solke expense
Whether Liramtos’s actum e e pli will be sadely the devision of the
System Agepcy

b As part of the Services, Grantes seint provids da HISC wpron requesl 8 oofty of thise portsns
of Grantee’s and its Subcontrastors® interal audit reports relating 10 the Services and
Behvemnbles provided 1o the Shate uades e Contract

T SAOD Amdic

Cieankee smdenitands that of lands dwectly under the Contract o mdmectly trnugh &

Hadhoontrae! utke i Continct ach, & sovéptance of the authoty of the Slaic Audior's Offe

{SAQ) or any sUCEEKSOr AEENCY, 10 conduct an sudd or imvestipation in connestion with those

Nonds. U'nder the divection of the legislabive il commitier. i ey tha i the suldect of #x

milet o Investigmion by the SACH must provide fhe 8 A with acooss to sy snforemtson the SAC

coewiders refovant 1o the investigabon or sudit. Gt agrees 1o cooperats fully with the SAQ

o i seovoasor in U conduct of the sudit ar investigabon, incloding providing &)l records

Teguested Crapice will emausre thet thic Jlstve pomcoming the sthority to aud Junds 1evpived

indirectly by Sub ctors dwough Granice and e roquicement 10 cooperate ix included in anv

Subuimtrac 1 swands

705 Confdentalicy

Ay upeaille confidontiality ngrocment betweon the Panics ishoy provedent over the lorms of s
sochon  To e extont pormtied Iy Lev. Ciandee aprocs 1 koop oif information confidmiial. in
whatever form produced, prepared, observed, o nceived by Giantee The pravisions. of this
sowm remam in full fone and effect following krovnation o cemation of the services
rerformed umder thix Comtract

Tk Public Informeation Act

1nformatsin relaied to the performume of this Comract mas be saibiodt w0 e PIA and will be
withhield from publac desclovure o1 seleacnd only 1 sisoedance therewath. Cirantee must ke afl

mformation nol otherwne excepied from duchosire vader the PIA available s poriable
docurnent Tl £ pdt*) fismat o ans othicr Tornug agread botween the Parties.

ARTICLE VIR QONFRACT MANAGEMENT AND EARLY TERMINATRIN

861 Contract Mssagement
To ensure foll performance of the Comrax ard complisaee with applicabde daw. the Sswtem
Agones sy Baky molions including:
4 Stspendng !l or pan of the Comttact,
Oraespe Liniiorm Terven and Cotnisbions

Page 12 o B
o3t
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KITALCFMENRT L

b, Requining the Crantee to take specific cwerective actions in evder fo remain i comphance
with torm of ihe Contracy,

Revouping payments made t the Cirsabee found to b i eror

Swspending, fimiting. or placng combnione on the contmued performance of the Prgect,
boposng any other remedies authorszed under tiis Contract, and

ospiming dns ithor Semedion. sactns o ponaliios portostiod by foders! o siate slatute. s,
Tepulation, or nike

RU2  Trrmbewtion for Convenloence

The Bvstem Apaney mav tervmansle the Continer o sy time whin, in s sole discretion, the
Bustem Agency delermines that ténminabion ¢ in the bost mizrests of the State of Texas The
wrmmatian will b elfertive on the dete specified m HITSC s sitice of ermination

843 Ternuination for ('avee

Except as otherwie prenvided by the LS. Badngicy Code. of any swcesior law, the Systom
Apencs mhay seominal ¢ the Comtract. in whoie or in part, upon either of the follv g conditions.

s

5. Maierial Bresch
The Sydeam Agacy wall lave the nght 0 tenminsde e Cuniract sa whobe b7 i pant o the
Sistern Agwey defermines, ¥ s sole discsedon that Crantee i mserolly byeached the
Contrast of b failed 10 adhere 1o any Iaws, endinances, nies, regulntions o orden of any peblic
hority havieg Jorisd and such violation prevents nrwtm‘mhﬂh mparrs performance of
CGratee's ditics under the Contrmt. G 3 s vy wapect of Cirantee's
Solicnation Response, Il sny or (radde's addition v the Excluded Parthes Lin Svaiemn (EPLSY
will also cortitne a materal bivach of the Conract

b Fatlure o Maintals Fiomcisl Viabisy

The Svitern Ageney mav terminsle (e Comract i, in s sole discrelion, the System Agency bas
& jswd Tasts belief thal Cramee no onper mavans the financial viabildy raguived o pomplete
the Servives snd Deliverables, or otherwise fully perform il rexpovmibniites ssder the Contract.
BN Fauliahe Scttiement

Any extly tomsmbon under this Atacle will be subject o the syuitable setibatient of U
rerpective imkerests of the Partics up 1o e daic of icmination

ARTICLE IX MISCELLANEOQUS PROVIRIONS

241 Auendment

The Conract may anly be dod by an Amends exvittcd by both Partcs.

9.82 lawraeie

Labens othurw ive specified in i Costrad, Ui will syt and smentuin. for e ieation of

thir Comract. Imaurance coverage necesssry §o ensure proper Budilliment of this Conracr and
porenital Tiabwlniics thareumdor with finsncially sound snd repotable immrem Ticemed by the
Texan Department of Irewance, in e Type ad amount customarsis caracd within the ety
as detevrined by the Symem Agency  Grantes will provide evidence of imsurance as requhd

Urandwe Uniborm ¥etsan md < uodstions
Page 3ol)¥
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ATTACHMENT C

under this Contract, including a schedule of coverage or underwriter’s schedules establishing to
the satisfaclion of the System Agency the nature and extent of coverage granted by each such
policy, upon raquest by the System Agency. In the event that any policy is determined by the
System Agency to be deficient to comply with the terms of this Contract, Grantee will secure
such additional policies or coverage as the System Agency may reasonably request or that are
required by law or regulation. If coverage expires during the term of this Contract, Grantee must
produce renewal certificates for each type of coverage.

These and all other insurance requirements under the Contract apply to both Grantee and its
Subcontractors, if any. Grantee is responsible for ensuring its Subcontractors' compliance with all
requirements.

903 legal Obligations

Grantee will comply with all applicable federal, state, and local laws, ordinances, and
regulations, inchiding all federal and state accessibility laws relating to direct and indirect use of
information and communication technology. Grantee will be deemed to have knowledge of all
applicable laws and regulations and be deemed to understand them. In addition to any other act
or omission that may constitute a material breach of the Contract, failure to comply with this
Section may also be a material breach of the Contract.

9.04 Permitting and Licensure

At Grantee's sole expense, Grantee will procure and maintain for the duration of this Contract
any state, county, city, or federal license, authorization, insurance, waiver, permit, qualification
or certification required by statute, ordinance, law, or regulation to be held by Graniee 1o provide
the goods or Services required by this Contract. Grantee will be responsible for payment of all
taxes, 1its, fees, premiums, permits, and licenses required by law. Grantee agrees to be
responsible for payment of any such government obligations not paid by its contactors or
subcontractors during performance of this Contract.

9.05 Indemnity

TO THE EXTENT ALLOWED BY LAW, GRANTEE WILL DEFEND, INDEMNIFY, AND HOLD
HARMLESS THE STATE OF TEXAS AND ITS OFFICERS AND EMPLOYEES, AND THE SYSTEM
AGENCY AND ITS OFFICERS AND EMPLOYEES, FROM AND AGAINST ALL CLAIMS, ACTIONS,
SUITS, DEMANDS, PROCEEDINGS, COSTS, DAMAGES, AND LIABILITIES, INCLUDING ATTORNEYS’
FEES AND COURT COSTS ARISING OUT OF, OR CONNECTED WITH, OR RESULTING FROM:

a2, GRANTEE'S PERFORMANCE OF THE C'ONTRACT, INCLUDING ANY NEGLIGENT ACTS OR
QMISSIONS OF GRANTEE, OR ANY AGENT, EMPLOYEE, SUBCONTRACTOR, OR SUPPLIER OF
GRANTEE, OR ANY THIRD PARTY UNDER THE CONTROL OR SUPERVISION OF GRANTEE, IN
THE EXECUTION OR FERFORMANCE OF THIS CONTRACT; OR

b. ANY BREACH OR VIOLATION OF A STATUTE, ORDINANCE, GOVERNMENTAL REGULATION,
STANDARD, RULE, OR BREACH OF CONTRACT BY GRANTEE, ANY AGENT, EMPLOYEE,
SUBCONTRACTOR, OR SUPPLIER OF GRANTEE, OR ANY THIRD PARTY UNDER THE CONTROL
OR SUPERVISION OF GRANTEE, [N THE EXECUTION OR PERFORMANCE OF THIS CONTRACT;
OR

¢. EMPLOYMENT OR ALLEGED EMPLOYMENT, INCLUDING CLAIMS OF DISCRIMINATION
AGAINST GRANTEE, ITS OFFICERS, OR ITS AGENTS; OR

Grantee Uniform Terms and Canditions
Page 14 of 19
v.8.147
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ATTACHMENT C

d. WORK UNDER THIS CONTRACT THAT INFRINGES OR MISAPPROPRIATES ANY RIGHT OF ANY
THIRD PERSON OR ENTITY BASED ON COPYRIGHT, PATENT, TRADE SECRET, OR OTHER
INTELLECTUAL PROPERTY RIGHTS.

GRANTEE WILL COORDINATE ITS DEFENSE WITH THE SYSTEM AGENCY AND ITS COUNSEL.
THIS PARAGRAPH IS NOT INTENDEDR TO AND WILL NOT BE CONSTRUED TO REQUIRE GRANTEE
TO INDEMNIFY OR HOLD HARMLESS THE STATE OR THE SYSTEM AGENCY FOR ANY CLAIMS OR
LIABILITIES RESULTING SOLELY FROM THE GROSS NEGLIGENCE OF THE SYSTEM AGENCY OR
ITS EMPLOYEES. THE PROVISIONS OF THIS SECTION WILL SURVIVE TERMINATION OF THIs
CONTRACT.

9.06 Assignments

Grantee may not assign all or any portion of its rights under, interests in, or duties required under
this Contract without prior written consent of the System Agency, which may be withheld or
granted at the sole discretion of the Systemn Agency. Except where otherwise agreed in writing
by the System Agency, assignment will not release Grantee from its obligations under the
Contract.

Granlee understands and agrees the System Agency may in one or more iransactions assign,
pledge, or transfer the Contract. This assignment will only be made to another State agency or a
non-state agency that is contracted {0 perform agency support.

9.07 Relationship of the Parties

Grantee is, and will be, an independent contractor and, subject only to the terms of this Contract,
will have the sole right to supervise, manage. operate, control, and direct performance of the
details incident lo its duties under this Coniract. Nothing contained in this Contract will be
deemed or construed to create a partership or joint venture, to create relationships of an
employer-employee or principal-agent, or to otherwise create for the System Agency any
liability whatsoever with respect to the indebledness, liabilities, and obligations of Graniee or
any other Party.

Grantee will be solely responsible for, and the System Agency will have no obligation with
respect to:

a. Payment of Grantee's employees for all Services performed;

b. Ensuring each of its employees, agents, or Subcontractors who provide Services or
Deliverables under the Contract are properly licensed, certified, or have proper permits to
perform any activity related to the Work;

Withholding of income taxes, FICA, or any other taxes or fees;

Industrial or workers” compensation insurance coverage;

Participation in any group insurance plans available to employees of the State of Texas;
Participation or contributions by the State to the State Employees Retirement System;
Accumulation of vacation leave or sick leave; or

Unemployment compensation coverage provided by the State.

9.08 Technical Guidance Letters

In the sole discretion of the System Agency, and in conformance with federal and state Jaw, the
System Agency may issue instructions, clarifications, or interpretations as may be required
during Work performance in the form of a Technical Guidance Letter. A TGI, must be in

Fe o pe

Grantee Uniform Terms and Conditions
Page 150f 19
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iti d iv ' electronic mail, or facsimile transmission. Any
TGL issued by the Syslem Agency will be incorporated into the Contract by reference herein for
all purposes when it is issued.

9.09 Governing Law and Venue

This Contract and the rights and obligations of the Parties hereto will be governed by, and
consirued according to, the laws of the State of Texas, exclusive of conflicts of law provisions.
Vemue of any suit brought under this Contract will be in a court of competent jurisdiction in
Travis County, Texas unless otherwise elected by the System Agency. Grantee irrevocably
waives any objeclion, including any objection to personal jurisdiction or the laying of venue or
based on the grounds of forum non conveniens, which it may now or hereafter have to the
bringing of any action or proceeding in such jurisdiction in respect of this Contract or any
document related hereto.

9.10 Severahility

If any provision contained in this Contract is held to be unenforceable by a courl of law or
equity, this Contract will be construed as if such provision did not exist and the non-
enforceability of such provision will not be held to render any other provision or provisions of
this Contract unenforceable.

9.11 Survivability

Termination or expiration of this Contract or a Contract for any reason will not release either
party from any liabilities or obligations in this Contract that the parties have expressly agreed
will survive any such termination or expiration, remain to be performed, or by their nature would
be intended to be applicable following any such termination or expiration, including maintaining
confidentiality of information and records retention.

9.12 Force Majeure

Except with respect to the obligation of payments under this Contract, if either of the Partiss,
after a good faith effort, is prevented from complying with any express or implied covenant of
this Contract by reason of war; terrorisny; rebellion; riots; strikes; acts of God; any valid order,
rule, or regulation of governmental authority; or similar events that are beyond the control of the
affected Party (collectively referred to as a “Force Majeure™), then, while so preventzd, the
affected Party’s obligation to comply with such covenant will be suspended, and the affected
Party will not be liable for damages for failure to comply with such covenant. In any such event,
the Party claiming Force Majeure will promptly notify the other Party of the Force Majeure
event in writing and, if possible, such notice will set forth the extent and duration thereof.

9.13 No Waiver of Provisions

Neither failure to enforce any provision of this Contract nor payment for services provided under
it constitute waiver of any provision of the Contract.
9.14 Publicity

Except as provided in the paragraph below, Grantee must not use the name of, or directly or
indirectly refer to, the System Agency, the State of Texas, or any other State agency in any
media release, public announcement, or public disclosure relating to the Contract or its subject

Grantee Uniform Terms and Conditions
Page 16 of 19
v.oLIT
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mitley, intoding n my g jonal wr marketing materibs, cudtomer s, or bosmess
PeCREIALIONS.
Lirtee may publish, 1 #s sole exy mesules of Liesntee performance woder the Conteact with

the System Agency’s prior review aud approval, which tse Syitems Agency say exercise st i
sole discretiom. Any publicatam (written, visud, or sand) will acknowledpe the suppit
reccived fiont e Bystem Agercy aod wny Federal ugeney, @ appropriste

915 Prubibition on Newcomspetr Restrictions

&mu mll M vespune any emplovaes or huwmwmw T afrod 1o My sondilions. xud s

pet ar other cantractus] nrrangements Yt would limil or redtrict such perians
o enditios from anplovinest o contracteng with the State of Texme

9.56  No Walver of Severtign Immunity

Nothing i the Contract will be vonstraed as 3 waiver of soveragn sty by the Syvtan
Agenoy

9.17  Fatire Contract sed Vgsd ificatian

“Phe Comiract constiuies the entire sgroement of the Purticx mod is intended a0 3 complote mnd

dusive staterert i the reprosohilalione, segolistionm. dircussions, and olher
agrecmeits Gl may have boca made i comnection with the subject mutter hereof. Any
adddiional or cmmamg tevms 0 sy futare documend incorpaeatsd wnto the Contradt will be
Tmonized winhs this Comracy 1o the extent prwsible by the Sysien Agancy

.18 Ussmivrpars

“This Costnict mm be executed I any rismber of coursemans, esch of which will be un osigmnl,
and all soch couterparts will lngether comstituate but one and the same Contract,

219 PFeuper Anthority

tach Party hereto reprenerds and wamants thal M person execoling this Contrad on s bebudl
e full power and suthority 1o sitey into this Contrst.  Any Servives or Work perfonned by
Oesntoe before this Comrmt i offoctive of alier & conses 10 be effective are parformed mt tho sike
™k of Grantee wiih respect fo pensalion

520 Fployment Verifcation

Lianfze will confirm the ehyshvlity of all persons employed dunng e comact 1erm 1o perform
duties within Texas and all gersoes. including sulwodirattors, sssigned by the cootracior to
perform work. pursuoett 1o the Commet,

921 Chil Rights

a. Cramee agrees 1o o » with state and fodaral anti-discriminution laws. including:
. Title Vil the Crwal Rm!m-kanl 1964 (12 1 8.0 §2000d of sog. )

. Surtion 304 of the Rehadulittion Act of 1973 (29 L.8.C, §704).
Ameticans with Disabilities Act of 1990 (42 U.8.C. §1210) o seq.):
Age Discrminagan Act of 1975(42 0 8C $§6101-6107)
Title TN of the Tduation Amendments of 1972 2017 8.C. JEI6K1L-T0RE),
Fosod and Nuarftion At of 2008 (7 U 5.C §201) of seyg y and

Q‘M&UM—.

Uerwkee Lintformn Famen pd Comirtions
Page Vol b

LA
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KT TACHMENT |

7. The Syatem Agency's admissirative rufes, @ set forth in the Texan Admwnstrative Code,
o ihe exrem applicable 1o the Agreemen

Chranter agrees 4o comply with all smendments fo ihe aboveaelerenced faws. and all

requiremengs sposed by the fegulitions ssned pursnnt so titae Jaws. These laws provade in

patt thel to perwons i the Unibed Slates thay. an the prounds of e, oolor. netional uregits.

sarn, e, dinability, poditheal bebieds, o religon, be exciuded from pativipation in or danwd

Ay . care. servive or obher bepefin provided by Fadersl or $te funding. or otherwise be
hiectcd te di

Grantae agrees so somply wich Tade VI of the Civil Roghis »\nmf!%‘l md its implememing
cmﬂulnmu4§(‘!ﬂ Fart 80 ot 7CFR Part 15, prohibi itint from ackopds

and proced wnexd\denrhmctbecﬂedo!udxﬁnxm
hmmng the pmwtpdmn of chm 0 its proprams, bemefe. of activiiees ob the basis of
faticen] ohgtin State wod Fedorat cnvil rights lans requat: comtricion to peovide alt ive
meithads. Jor enwring scoess 1o services for spplicsnie asd recipienin who cannot sxpress
themseliws Miontly m Engludi Gmdee sgsves 1o take reanonnble steps o provade aomapes
and mformation. buth orafly and in wnting, m appropriaste Isnguages oiher than Engld, in
order 1o emsure that persons with fimited English proficiency sre cifecuively saformed sod
con have mesampiil soooss Lo progrems, hanctits, mxd sctivitics

Cieariiee agrees 1o post spplcable civil righes pusters in arcm opee 10 the poblic informing
chicrse of thow cavil rights and including comact information for the HHS Civil Raghta EOficc
The poriers are svailable m!x HHS webeiie at. litp,_Hecslinclisin oy asoensionyt:

e cvyleng A

Lisattae aproes 1o comply with Executive Undet 13279, and 1l usplemurtiing regutalaons 2t
S CFER Part 87 o0 7CIT R Pan 16 These frovade in part that sov orgmization that
panticipetes i projgns dunded by dred finsncial wamtonee from \he Ulnied Siaes
Depariment of Agricuhure o the Lnked Stdes Deparinserd of 1leahh and Human Services
shadl mot dinminaie sgainv o programt heseficiary of prospoclive program benclisry on
the basis of retigion o1 relignus bebief.

Upoa regmest, Urmtitor will peovide HHSC Ol Raghits Olfioe wath copres of ol of the
Cinmree s ctvil rights policie. md procedures

Cigenkee mimt polsts HISC's Ongd Raphts Office of sy conl fighee complamits received
relatmg o its porformance under thes Agreerrent. This notice must be delivered mo miore than
wn (10) calendar daye afer recerid of # complaim Netice provided pursissit (o this section
it be daected 10

HUSE Crstl Rights (e
01 W, 517 Sincer, Mag) Code W206
Atmsbin, Jexan 76751

Phone Toll Frec, (§88) 3866332
Fhong: (512) 4384313

e Unifoent Termn wrd Conanne
Fage 1% of b

[ 20
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ATTACHMENT C

TTY Toll Free: (877) 432-7232
Fax: (512) 438-5885.

Grantee Uniform Terms and Conditions
Page 19of 19
v.9LI7
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ATTACHMENT D

TEXAS

Health and Human Services

Health and Human Services Commission
Special Conditions
Version: 1.2
9.1.17
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ATTACHMENT D
Contents
Article I Special Definitions 3
ArticleIl.  Contractors Personnel and Subcontractors 4
2,01 QUATTICALIONS ....verueeeeeeemraiuceeeeaimt e aes et e ee s et seaes e sem et e bs e senssee s seneasses et neesesses sbeneernne 4
2.02 Conduct and Removal ............cccomi it et e e e s s e e 4

Article ITl. Performance
3,01  MEASUTEINIENT ....ev e ceeeeeee et cacee e e ceerceeeeaee ses e e snestessaensnsssesresasassesamsssnsressnnessasaneseenraes O
Article IV. Amendments and Modifications.

4,01 FOImMAl PTOCEAUTE .....c.eomreeirieerertee s secemce s seert e st sems e e e bsn e sha st s naass areebs ssmasmenssanes
4.02 Minor Administrative Changes ......
ArticleV.  Payment 5
5.01 Enhanced Payment Procedures .......cuceveiinincimiciennmnne s s sassas s snsssssssns i 5
Article V1. Confidentiality 6
6.01  Consultant DIiSCIOSUTE ........ccccocoreriricrnnninc ettt sessesias st ess e esssessas s snnes 6
6.02 Confidential System INfOrmation........ocou e econreeeennmee e e e eaaes i 6
Article VII. Disputes and Remedies 7
7.01  Agreement of the Parties ..o s s 7
7.02  Operational REMEdies ........cccorecrecemeer et e e e ab s s 7
7.03  Equitable RemMEdies......couovimiuiriiennniniiinc s sisssesss s st ssnas sessssssssns s seaes 8
7.04 Continuing Duty t0 PerfOrm......c.o.o it e e e s em e 8
Article VIII. Damages 8
801 Availability and ASSESSIMENL .......cocccreriercreie e ces e e e s e b s 8
8.02 Specific Items of Liability......cc.ccoviiiceoiici e e s 9
ArticleIX. Miscellaneous Provisions 9
9.01  Conflicts OF IELESL ...ccccvemrreerree et et s s st e ses st ebe s s sre e s 9
9.02  FloOW DOWN PLOVISIONS ..e.urueerreernrrassrarreeserensserraeensses semsmssnasseaseese s e e secscassesesssrssesais 10
ArticleX.  DSHS Legacy Provisions 10
10.01  Notice of Criminal Activity and Disciplinary Actions........ccoceeveeiiuieimcscniessssnececes s 10
10.02  Consent by Non-Parent or Other State Law to Medical Care of a Minor ... W11
10.03  Telemedicine /Telepsychiatry Medical Services.......c.c.cocoocorerrincicnc e 11
10.04  Services and Information for Persons with Limited English Proficiency ... .11
10.05  Third Party PAYOTS ......cccecrmrmcee s e ser st seniiss st sasas s sessassessssnes e 12
10.06  HIV/AIDS Model Workplace Guidelines ..............ccooicierecccncicnnicsnn i 12
10.07 Medical Records Retention ..........ccoccirer i nninnene s s s s
10.08 Interim Extension Amendment
10.09  Child Abuse Reporting Requirement .............ccoooeviiicrnninne s e 13
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ATTACHMENT D

INISC SPECIAL CONDITIONS

The terms and conditions of these Special Conditiors are incorporated imte and made a part of the Contract
Capitalized fiems wed in these Special Conditions and not otherwive defined have the meanings assipned
to them in HHSC Uniform Tenms and Conditions -CGirant- Version 2.15

Articlel  Special Definitions

"Conflict of Inferest” means a st of facts or circumstances, 8 relationship, or other sttuation under which
Condractor. a Subcontracior, or individual has past, present, or correniy plannod peraonal or financial
activitics or intorests that cither dircatly o indoeetly: (1) impairs or diminishes the Contractors, of
Subconiraciors ability to rendar impartial or ehjcetive assistance or advice to the HHSC, or (2§ pravides
the Contractor or Subcontracior an unfair competitive advantage in future HHSC procurements.

*Contractor Agents” means Contractor's representatives, employoes, officers, Subooniractors. as well as
their cmployecs, sontractors, officess, and agents,

"Datu Use Agreement”’ means the agreoment incorporated into the Contract to facilitate creation, receipt,
maintenance, use, disclosure or acoess to Confidential Information.

"ltem of Noncompliance” mcans Contractar’s acts or onmssions that: (1) violatc a provision of the
Contract: (2) fail to ensure adequate performance of the Works (3) represent a failure of Contractor to be
responsive (o a request of HHSC relating to the Work under the Contract,

"Minor Administrative Change" refers (0 a change o the Coniract that does ned inerease the fees or tem
and done in accordance with Section 4.02 of these Special Conditions,

*"Coafidential System Informution” means any communication or record {whether orsl. writlen
clectronically stored or bansmitted, or in any other form) provided to or made available 1o Contractor: or
that Contractor may creale. roceive, maintain, se. disclose or have acoess to on behalfl of HHSC or through
petformance of the Work, which is not desipnated as Confulential Information in 3 Data Use Agreement.

"State" means the State of Texas and, unless otherwise indicated or appropriate. will be interpreted 10
mean HHSC and other agencivs of the State of Texas that may participate in the administration of 1HISC
Prograths: provided, however. that no provision will be inlerpreted to include any entity other than HHSC
% the contracting agency,
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ATTACHMENT D

SUTC means HHSC's Uniform Termis and Conditions Grant- Viersion 2,15

Anicle 11 Comtractors Personnel and Subcontractors

2 Quohifications

Confractor agrecs to maintain the organizationsl and sdministralive capacity and capabilitics proposed i
its responsc tn the Solicitation. as modificd, to carry out all ditics and responsibilitics under the Contract.
Contracior Agents axsigned to perform the dutics and responsibilitics under the Contract must be end remain
propedy trained and qualified for the functions they are to perform.  Notwithstanding the transfer or
tumover of personnel. Contractor remains obligated to perform all duties and responsibilities utider the
Contract withoul degradstion and in striet accordance with the teams of the Contract,

202 Conduet and Removal

While performing the Work under the Contract, Contractor Agenis must comply with applicable Contract
terms. Statc and federal rules. regulations, HEITSC's policics. and HHSC's requests regarding pérsonal and
professionsl conduct: and otherwise conduct thamselves in a businesslihe and professional manner,

If HHSC dotermines in good faith that a particular Contrector Agent is not conducting himself o herself in
accordance with the terms of the Contret, HIISC may provide Contraetor with nolice and documentation
tegarding its concemns, Upon seceipt of such notive, Contractor must prompily investigate the matier and,
st THISCs cletion, take sppropriaie action that may includs removing the Contractor Agent from
perdorming any Work under the Contract and replacing the Contractor Agent with a similarly qualified
ndividual acceptable to HHSC as soon as reasonably practicabic or & otherwise agreed 1o by HHSC,

Article 11l Performance

181 Meusurement

Satisfactory performance of the Contract, unkss otherwise specified in the Contract, will be measured by:

{a) Compliance with Contradt requirements. including a1l represcntstions and warrantics;
(b} Compliance with the Work requested in the Solicitation and Work proposed by Contractor in its
respense 1o the Solicitation and approved by HHSC:
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{e) Delivery of Work in accordance with the servics kovels proposed by Contractor in the Solicitation
Responsc as acoepted by HHSC:

(d) Results of audits, inspections, or quality checks paformed by the HHSC or its designes:

(¢) Timeliness, completencss, and acouracy of Work; and

{f) Achievement of specific parfonmance measures and incentives us spplicable.

Ariicle IV Amendments and Modifications

448 Formal Procedure

No different or additional Work or contractual obligations will be authorized or performed unkess
<ontemplated within the Scope of Work and memorialized in sn amendment or modification of the Contract
that i executed in compliance with this Article, No waiver of any ferm, covenant. or condition of the
Contract will be valid unless exceuted in complisnce with this Article, Contractor will not be entitled 1o
payment for Work thet is not euthorized by a properly exccated Contract amendment or modification, or
through the express written authorization of HIISC.

Any changes to the Contract that results in a change to cither the torm, foes. or significanily impacting the
ohligations of the partics to the Contract must be effectuated by a formal Amendment to the Contract. Such
Amendment must be signed by the appropriate and duly suthorized representative of esch party in oeder o
have any efiect,

A 62 Minoy Admanastrative Changes

HHSC's designee, refared to as the Contract Manager, Projoct Sponsor, or ndher equivalent, in the Contract,
is authorized to provide written approval of mutuatly agreed upon Minor Administratiive Changes to the
Work or the Contract that do not increase the fees or term. Changes that increase: the fees or ferm must be
accomplished through the formal amendment procodure, as sct forth in Scction 4.08 of these Special
Conditions. Upun approval of a Minor Administrative Change. HHSC and Contractor will maintoin writlen
notice that the change has beer aceepted in their Contract files,

Arucle V. Pavment

301  Fabanced Pavimont Provedures

HHSC will be relieved of its obligation to make any pavments 1o Contractor until such tume as any and afl
set-off amountz have been credited to HHSC IFHHSC disputes pavmont of all or any portion of an invoice
from Contractor. HHSC will notify the Contractor of the dispute and both Parties will attempt in good faith
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1o resolve the dispute in accordance with these Special Conditions, HHSC will not be roquired to pay any
disputed portion of 3 Contractos invoioe unless. and watil, the dispute i resolved  Notwithstanding any
such dispute. Contractor will continuc 1o perform the Work: in compliance with the terms of the Contract
pending resolution of such dispute so long as all undisputed amounts continue to be paid to Contractor,

Adicle VI Confidentiality

0.0 Consultant | sclosure

Comtractor agrees that any consultant reports received by HHSC in connection with the Contract may be
distributed by HHSC. in its discretion, to any other state agency and the Texas kegislatur, Any distribution
may inchude posting on HHSC's website or the website of 8 standing commitice of the Texas Legistatore

002 Contdennal Svsiem Informanion

HHSC prohibits the unsmthorized disclosure of Confidential System Information.  Contractor and all
Contractos Agents will not disclose or use any Confidential System Information in any mannct except s is
nocessary for the Work or the propes discharge of oblipations and securing of rights under the Contract.
Contractor will hnve a system in offect to protoct Confidential System Information. Any disclosure o
transfer of Confidential System Information by Contractor, anchldmg information requosted 1o do so by
HHSC, will be in accordance with the Contract, f Contractor roccives a request for Confidential System
Information, Contractor will immediaicly notify HHSC" of the roquest, and will make reasonable efforts to
protect the Confidentisl System Information from disclosure until further instrucied by the HHSC,

Contractor will notif’y HHSC promptily of any unauthorized posscasion, use, knowledge, or atteay thereof,
of any Confidential System Information by any person or entity that may become known to (Contractor.
Contractos will furnish to HHSC #ll known details of the imauthorized possession, usc. or knowlodge, or
attempt thereof, and use reasonable efforts to assist HHSC in invesligating or preventing Lhe reocammence
of any unauthorized possession, use, o knowledge. or sttempt thereof. of Confidential Sysiem Information,

HHSC will have the righl 1o recover from Contractor all damages and liabilifies caused by or anising from
Cantractor or Contradter Agents' failire to protest HIISC's Confidential Information as reyquired by this
section,

TO THE EXTENT ALLOWED BY LAW, IN COORDINATION WITH THFE
INDEMNITY PROVISIONS CONTAINED IN THE UTC, CONTRACTOR WILL
INDEMNIFY AND HOLD HARMLESS HHSC FROM ALL DAMAGES, COSTS,
LIABILITIES, AND EXPENSES (INCLUDING WITHOUT LIMITATION
REASONABLE ATTORNEYS' FEES AND COSTS) CAUSED BY OR ARISING
FROM CONTRACTOR OR CONTRACTOR AGENTS FAILURE TO PROTECT
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CONFIDENTIAL SYSTEM INFORMATION, CONTRACTOR WILL FULFILL
THIS PROVISION WITH COUNSEL APPROVED BY HHSC,

Aricle VI Disputes and Remedies

70l Agreement of the Parfies

The Partics agree that the interests of faimess, efficiency, snd gond business practices are hest servad when
the Parlies employ all ressonable and informal means W resolve any dispule under the Comtract before
resofting to formal dispule resolution processes ofherwise provided in the Contract. The Partics will use
all rexsonable and informal means of resolving disputes prior to inv oking & remedy provided elsewhere in
the Contract, untoss HHSC immediately terminates the Contract in accordanes with the terms and
coniditions of the Condract,

Any dispute, that in the ;udgmem of any Panty to the Agreement. may materialty affect the porformance of
any Party will he reduced o writing and deliverad to the other Party within 10 business davs aficr the
disputc arises. The Partica must then negotiate in good faith and usc every reasonsble effort to resolve the
dispute at the managenal or executive levels prior (o initiating formal procecdings pursuant to the UTC and
Texss Government Code §2260. unless a Parly has reasonably delcrmined that a negotiated resolution is
not possible and hax so notified the other Party. The resolution of any dispulc disposed of by agreement
between the Partics will be reduced to writing ‘and dclivered 16 all Partics within 10 business d.ns of such
resolution,

742 Operational Remedics

The remedies deserihed in this section may be used or pussucd by HHSC i the context of the routine
operation of the Contrsct and are dirceted to Contractor's timely and responsive performance of the Work
as well as the creation of a flexibks snd responsive relationship between the Partics. Contractor agress that
HEISC may pursue operational remedizs for Items of Noncompliance with the Contracl. At any time. and
8t its sole diserction. HHSC may impose of pumsue one o more said remedies for each Item of
Noncompliance, HHSC will determine oporational remodics on s case-hy-case hasis which include, but
are noL. himited to!

(%) Requesting 3 detailod Convoctive Action Plan, subjoct to HHSC approval, 10 comreet and resobve a
deficiency or breach of the Contract;

{b) Reguirc additional of different cometive action(s) of HHS("s choice:

{¢) Suspension of all or part of the Contract or Work;

(d) Prohibit Contractor from incurring additional obligations under the Conteact;

() Insuc Notice to stop Work Onders;

() Assessment of liquidated damages as provided in the Contract

(g) Accekerated oc additional monitering,

thy Withholding of pavments; and
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(1) Additional and more detailed programrastic and financial reporting.

HHSCs pumuit or non-pursuit of an operational remady dacs not constifute 2 waiver of any other remody
that HHSC may have ab law or equity; cxcose Confracior’s prior substandand perfommance, relieve
Contractor ol its duty to comply with performance standards, or prohibit HHSC from sssessing additional
operational remedics or pursuing nther appropriate remedics for continued substandard performance.

HHSE will provide notice to Contractor of the impasition of an operational remedy in sccordsnce with this
section. with the excoption of accclerated monitormg. which may be unsmounced. HHSC may require
Contractor to file 5 written response as part of the operational remedy approach.

703 Equitsble Remedic:

Contractor acknowlodges that if, Contractor breaches, attempits, or threatens to breach, any obligation upder
the Contract, the State will be irrcparably harmed. In such a circumstance, the State may proceed directly
to court nowithstanding any other provision of the Contract. If a court of competent jurisdiction finds that
Contractor breached, attempicd, or throstened Jo breach sny such obligations, Contractor will nat appose
the entry of 2 order compelling performance by Contractor and restraining it from any fusther becaches.
attemps, or threats of breach without a further finding of freparable Injury or other conditions to injunctive
rehef,

704 Contmurug Dty 1o Perform

Neither the occurence of an cvent constituting an alleged breach of contract, the pending status of any
chaim for breach of contract, nor the application of an operational remedy. is grounds for the auspension of
performance, in wholk or in pant. by Contracior of the Wark or any duty or obligation with resped to Lhe
Contract.

Article VI Damages

Bu1  Awailubilitv ind Assessment

HHSC will be entitled to actual, direct, indiroct, mesdental, special. and consequential damages resulting
from Contractor's failure to comply with any of the terms of the Contract, In sosnc cases, the actual damage
to HHSC a8 a resuh of Contesctor's failure do moet the responsibilities or performance standards of the
Condract are difficult or impossible to determine with precise accuracy.  Therefore, if provided in the
Confract, bquidated damages may be asscssed against Contractor for faihuire to moet any aspect of the Work
of responsibilities of the Contractor, HHSC may elect to collect liquidated damages:

{a) Through direct assessment and domand for payment (o Contractor: or
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(b) By deducting the amounts assessed as liquidated damages apairst payiments owed to Contractor for
Work pecformed. In its sole discration. HHSC may dedust amounts assessed as figuidaied damages
as 8 singlc fump sum payment or as muktiple payments until the full amount pavablc by the
Contractor is receivod by the HHSC,

5402 specific ltems of Liability

Contractor bears sl risk of Joss or damage due to defects in the Work, unfitness or obsolescence of the
Work, or the negligence or intentional miscondust of Costractor or Contractor Agents. Contractor will ship
all equipment and Sofiware purchased and Third Party Software Jicensed under the Contract, freight
prepaid, FOB HHS(s destination. The mothed of shipment will be consistent with the naturc of the stems
shipped and applicable hazank of transportation o such items. Regandless of FOR poinl. Contractor bears
all risks of Joss. damage, or destruction of the Work, in whole or in part. under the Coatract that oceurs
prior to aceeptance by HHSC  After acoeptance by HHSC, the risk of loss or damage will be borne by
HHSC: however, Contractor semains lisble for loss or damage atiribuiable to Contractor’s fault or
negligence.

Contractor will protoct HHSCs real and pereonal propenty from demage arising from Contractor o
Contractor Agents performance of the Contract, and Contrackor will be responsible for any lose, destruction,
o1 damage to HHSC's property that results from or ix caused by Contractor or Contractor Agents' nogligent
or wrongful acts or omissions. Upon the loss of, dostnuction of, or damage to any property of HHSC,
Condractor will notify HHSC thereof and, subject to direction from HHSC or its designee, will take sll
reasonable sleps o protect thal property from further damage. Conbractor agrees, and will require
Contractor Agents. to obsarve safely measures and proper operating procedures ai HIISC sifes at a1l imes.
Contractor will immediately report to the HIISC any special defect or 3 ursate condition it envounters o
otherwise learms about,

TO THE. EXTENT ALLOWED BY 1AW, IN COORDINATION WITH THE
INDEMNITY PROVISIONS CONTAINED IN TIIE UTC, CONTRACTOR WILL
BE SOLELY RESPONSIBLE FOR ALL COSTS INCURRED THAT ARE
ASSOCIATED WITH INDEMNIFYING THE STATE OF TEXAS OR HHSC
WITH RESPECT TO INTELLECTUAL, REAL AND PERSONAL PROPERTY.
ADDITIONALLY, HHSC RESERVES THE RIGHT TO APPROVE COUNSEL
SELECTED BY CONTRACTOR TO DEFEND HHSC OR THE STATE OF TEXAS
AS REQUIRED UNDER THIS SECTION.

Artcle 1% Miscellancous Provisions

Q01 Conthiots of Interest
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Contractor warratits to the best of its knowledpe and belief, except 1o the extent skready disclosed to HHSC,
there are o facts or circumstances that could give risc t0 a Conflict of Intciest and furthet that Contracior
or Contractor Agents have no interest and will not acquine any direct or indsrect interest that would conflict
in any manner or degree with their performance ander the Contracl. Contractor will, and require Contractor
Agenls, fo establish safeguards to probibit Contract Agents from using their positions for a purpose that
constitules or prosents the appearance of personal or organizational Conflict of nterest, or for personal
galn. Contractor and Comtractor Agents will operate with complete independence and objectivity without
sctuak potential or apparent Conflict of Inferest with respect 1o the activities conducted under the ContracL

Contracior agres that. if afier Contractor's execution of the Contract, Contractor discovers or is made aware
of a Conflict of Interest, Contractor will immediately and fully disclose such interest in writing fo HHSC,
In addition, Contractor will prompily and fully disclose any relationship that might be perceived or
represented as a conflict afier its discovery by Contractor of by HHSC 2% a potential conflict, HHSC
reserves the right to make 3 Final dolermination eegarding the existence of Conllicts of Interest, and
Coniractor agrecs to abide by HHS(s decision.

1P HHSC determines that Conteactor was sware of a Conflict of Interest and did nod disclose the conflict o
HHSC. such nondisclosure will be considored a matcrial breach of the Contract, Futhermore, such breach
may be submilled to the Office of the Attorney General, Texas Ethics Commission, or appropriate State or
federal law enforcement officials for further aclion.

02 Cleow Down Peovisions

Contractor must include any applicable provisions of the Contract in all subcontracts based on the scope
and magnitude of Work to be performed hy such Subcontractor,  Any necessary terms will be modified
appropriately to preverve the Statc’s sighls under the Contrast,

Arcle X DSHS Legacy Provisions

{01 Notee of Criminal Activaty and Diserphoury Actions

(») Contractor shall immediately report in writing 1o their contract manager when Contracior
has knowledge or any reason o believe that they or any person with ownership or controlling
interest in the organization/business, or their agent, employee, subcontractor or volunteer
that is providiag services snder this Contract has:

Engaged in any activity that could constitule 2 criminal offense oqual to or grester than a Class A
misdemeanor or grounds for disciplmary action by a stale of fediral regulatory authority: or

Been placed on community supervision, received deferred adjudicstion. or been indicted for or
convicted of a criminal offense relating 10 invebvernent in any finsncial matter, foderal or state
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ATTACHMENT B

program or felony sex crime,
(b) Contractor shall not permit any person who engaged, or was alleged to have engaged, in any
activity subject to reporting under this section 1o perform direct client services or have direct
contact with clients, unless atherwise directed in writing hy the System Agency.

10,02 Consent by Non<arent o Gthoer State Law 1o Medical Cate of a Mine

Unless a federal law applies. before a Contractor or its subcontractor can provide medical, dental,
psvechological or surgical treatment to a minor without parental consent, informed consent must be
obtained as required by Texas Family Code Chapter 32

tons Telemedicine Delepsyehiatry Mediead Services

1f Contractor o its subtoniractor uses ielemedivineitelepsyehiatry, these sorvices shall be in accordance
with the Contractors wrilien procedures. Contractor rmust use a protacol approved by Confractor’s medical
dircctor and equipment that complies with the System Ageney equipment standards, if applicable.
Contractor's procedures for providing telemedicine service must inelude the following requirancnts:

2} Clinical oversight by Contracton’s medical dinector or desipnated physician responsibie for
medical leadorship:

{h) Contraimdication considerations for telemedicine nsc;

(¢} Qualificd staff members to cnsurc the safcdy of the individual being served by
telemodicine at the remole sits,

(dy Safeguards to ensure confidentiality and privacy in sccordance with state imd federal laws:

() Use by credentisled Hicensed providers providing clinical care within the scope of their licenses;

() Demonstrated competency in the operations of the system by all stafl’ menbers whoe are
involved in the operation of the avstem and provision of the senices prior 1o initiating the
protocol;

{g) Prionity in scheduling the syatem for clinkeal care of individoals;

th Quality oversight and monitoring of satisfaction of the mdividuals served: and

(i) Moanagement of information and documentation for telamedicine servicos that ensues timely
acuess to scourste information betw con the two sites, Tolomedicine Modical Services dows not
include chemical dependency freatment services provided by cleetronic means under 25 Texas
Administeative Code Rule § 498.911.

100 Senvices and fofoarmation for Persons with Lanited  ouhsh Proficiency

(a} Contractor shall takc reasonablc steps to provide services and fnformation bath oratly and in
writing, in appropriale languages other than English. to ensure that persons with limited English
proficiency ane effectively informed and can have muaningful access to programs, benefits and
activities.
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ATTACHMENT D

(b Contractor shall identify and document on the client records the primary langusgedialect of 3
slient who has limied English proficiency and the nood for translation o interpretation scrvices
and shall not require a client to provide or pay for the serviees of a translator or intopreter,

{cy Contractor shall make every effort to svaid usc of sny persons undey the age of 18 or any family
member or fricnd of the client as an intarpretes for essential communications with a client with
limited Englsh proficiency unkas the client has requested that person and using the person
would not compromise the effoctivencss of services or violate the client’s conflidentiality and
the clicnt is advised that 3 frec interpicter is svailable,

10 as | hid Party Payors

Excopt as provided in this Contract, Contmctor shall screen alf clionts and may not bill the System Agency
for senvices cligible fur reimbursement from third party payors, who &re any person or entity who has the
kegal responsibillity for pwmg for allor part of the services provided. including commercial health o Hability
tnsurance cartiers, Modicaid, or other federal, state, local and peivate funding sourocs.

As applicable, the Contractor shall:

() Enroll as 2 Modicaid provider, of entor iile 3 setwork provider agrovment with a Children's Heshh
Insurance Program and Medicaid Managod Care Organization (MCL) under terms and conditions
that arc mutuslly-pgrecable to the Grantos and MCO, If providing approved servives authorized
wndor this Contract that may be covercd by Nedicaid or CHIP, the Grantee will bill those programs
or contracted MCOs for the coversd servicm:

(h Provide assistance to individuals to caroll in such programs when the screening process indicades
possiblc cligibility for such programs.

{2) Not bill the System Agency Tor any services eligible for thied party reimbunement until all sppeals
o third party payors have bevn exhausted.

(dy Maintain sppropriste docwmentation from the third party paver reflecting attcrapts (o obtain
rembursement:

() Bill ali third pany pavors for services providod under this Contracl before sobmitting any request
for reimbursement Wo System Agency: and

(0 Provide third party billing functions at no cost 1o the clien

Lot HIV ATDS Model Wearkplace Guidelines

Condractor shall implement System  Agency's polities based on the Human Immunodeficicney
Virus:Aoguired Immunodeficiency Syndrome (HIVZAIDS). AIDS Model Workplace Guidehines for
Businesses st http: www.dshs state tx us hivstd policy policies.shim.  State  Agencies and  State
Contractors Policy No, 090.02).

Contractor shall alse educate cmployecs and clicnts concamimg HIV and its related conditions, incloding
AIDS. in accordance with the Texas. Health & Safaty Code §§ 85.112-114.

10,07 Medieal Keeords Retention
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ATTACHMENTD

Contractor shall retain medical records in accordanie with 22 TAC §165.1(6) or other applicable statutes,
rubes and regulstions goveming modical information

T ok Tnterim I xtension Amendmoem

(a) Prior to or on the expiralion dale of this Contract, the Partics agree that this Contract can be
extendad as provided under this Section.

() The System Agency shall provide writlen notice of interim extension amendment to the
Contractor under one of the following circumstances:

1. Continue provision of servioos in respomse 1o 2 disaster declared hy the governor: or
2. To cnsurc that services are provided to clicnts withood inlcvruption.

{c) The System Agency will provide written nolice of the interim extension emendment that specifics
the reason for it and peciod of time for the extension.

(d) Contracior will provide and invoice for sarvices tn the same manner that & stated in the Contract

(¢) An interim exlension under Soction (bY 1) above shall extend the term of the contract not longer
than 30 dayw after governor's disaster declaration is declared unloss the Partics agroc 10 s shirter
period of time.

(A An interim exicnsion under Section (h)2) above shall be 5 one-time cxtension for a period
of time detemmined by the System Agency.

06 Child Abuse Reputting Reguirement

(a) Contractors shall comply with child abuse and noglect reporting requirements in Texas Family
Code Chapter 261, This section is in addition 1o and doca not sepersade any othey legal
obligation of the Contracior {0 repont child abusc,

{b) Contractor shall develop, implement and enforce a writien policy that inclodes at a minimum
the System Agency's Child Abwse Sciveming, Documenting. and Reporting Policy for
Contractors Providors and teain all staff on reponting rogquirements,

{c) t cnmctor shall usc the System Agency's Child Abusc Reporting Form located at

www, dhi fexcas pon childab as required by the System  Agency.

C‘ mlnctor shall retain reporting documentation on sitc and make it available for inspection by

the Systom Agney.

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK
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ATTACHMENT £

CENERAL AFFIRMATIONS
By entering inio this Contract. Contractor affirms, without exception, as follows:

L Contractor represents and warrants thal these General Aflisnations apply to Contractor and all of
Coniraclor’s principals, officess. divectors, sharcholdess, parinors, owners, agenls. employess,
Subcontractors, mdqudml contraclors. and any other rupmmnmcs who may provide services
under, who have a financial intercat in, or otherwise are interested in this Conifract

2 Contractor represents and warrants thai all stitements and information provided to the Enterpris
Agency are currenl. complete, and accurate. This includes all statemonts and information relating in
any manner 0 this Contract and any solicitation resulting in this Contrad.

3, Contrastor has not given, has not offcred to give, and dock not intendd 1o give at any time hercafier any
cconomis opportunity, fubire employment. gift, loan. gratuity. apecial discount. trip. favor. or service
to a public servant in cetnection with this Contract.

4. Under Section 2155.00M, Texay Govemment Code (relating 1o financial participation in preparing
solivitations), Ciontractor cerlifics that # is not incligible 1o roocive this Contract and acknowledges
that this Contracl may be tenminated and pavment withheld if this contification is inaecuratc.

s Under Scction 2155.006, Texas Govermment Code {relating to convictions and penaltics segarding
Hwricanc Rita, Hurricane Katrina. snd other disasiers), Contractor verdifies that it is not inchigible to
receive This Contract and acknowledges that this Contract may be terminated and payment withheld if
this vertification i inaccurate.

6 Under Section 2261.053, Texas Government Code {relating to convictions and penalum regarding
Hurricanc Rita, Hurvicane Katrina, ond other disasters), Contractor certifios that it is not incligible to
receive this Conteact and acknowledges that this Contract may be torminated and payment withheld if
this cerdification is inscourate.

7. Under Section 231.006, Texas Family Code (relating to delinquent child support), Contractar costifics
that it is not incligible to receive the specifiod grant, loan, or paymenl and acknowledges that this
Contract may b terminaled and paymuent may be withheld if this certification s insccurate,

8. Contractar cortifics that: {a) the ontity executing this Centract: (b) ils principals; (c) its Subeonlracions;
and (d) any personnel designated to perform services related to this Contract are nol presently
debarred, suspended, proposed for debarment, declared incligible. or voluntarily oxcluded from
participation in this transaction by any fedwal Department or Agency. This carfification s made
pursvant to the regulations implementing Esecutive Order 12549 and Execttive Order 12689,
Debarment and Suspension, 2 CFR, Pant 376, and any relevanl regulations promulgated by the
Depariment or Agency fonding this peojoct. This provision shall be included in its entirety in

ontractor’s Subcontracts if payment in whale or in pant is from federal funds,

9, Contractor certifics that it, its principals, its Subcontractors. and any pemonne] designated o pedorm
savices related to this Contract arc cligible fo participaic in this transaction and have not been
subjecied to suspension, debarment, or similar incligibility delermined by any federal. stste. or local
governmental entity,

10,  Contrsetor oelilies it s in compliance with all State of Texas statutes and rules rolating to
procurement: and that (a) the entity exeouting this Contract: (b) its principaly: {¢) its Subcontractors:
and {d) any personnel dosignated to perform senvice related W this Contract are a0t listed on the
federal povernment's terrorism wateh Iist dcss.n‘bal in E wum\e Order 13224, Entities incligible for
foderal procurement are listed at , SAMY, which Contractor may
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review in making this certification. Contractor acknowledges that this Contract may be terminated and
payment withheld if this certification is inaccurate. This provision shall be included in its entirety in
Contractor’s Subcontracts if payment in whole or in part is from federal funds.

11. In accordance with Texas Government Code Section 669.003 (relating to contracting with the
executive head of a state agency), Confractor certifies that it (1) is not the executive head of the
Enterprise Agency; (2) was not at any time during the past four years the executive head of the
Enterprise Agency; and (3) does not employ a current or former executive head of the Enterprise

Agency.
12. Contractor represents and warrants that it is not currently delinquent in the payment of any franchise
taxes owed the State of Texas under Chapter 171 of the Texas Tax Code.

13. Contractor represents and wamants that payments to Contractor and Contractor's receipt of
appropriated or other funds under this Contract are not prohibited by Sections 556.005, 556.0055, or
556.008 of the Texas Govemment Code (relating to use of appropriated money or state funds to
employ or pay lobbyists, lobbying expenses, or influence legislation).

14. Contractor represents and warrants that it will comply with Texas Government Code Section
2155.4441, relating to the purchase of products produced in the State of Texas under service contracts.

15. Pursuant to Section 2252.901, Texas Government Code (relating to prohibitions regarding contracts
with and involving former and retired state agency employees), Contractor will not allow any former
employee of the Enterprise Agency to perform services under this Contract during the twelve (12)
month period immediately following the employee’s last date of employment at the Enterprise
Agency.

16. Contractor acknowledges that, pursuant to Section 572.069 of the Texas Government Code, a former
state officer or employece of the Enterprise Agency who during the period of state service or
employment participated on behalf of the Enterprise Agency in a procurement or contract negotiation
involving Contractor may not accept employment from Contractor before the second anniversary of
the date the officer’s or employee's service or employment with the Enterprise Agency ceased.

17. Contractor understands that the Enterprise Agency does not tolerate any type of fraud, The Enterprise
Agency’s policy is to promote consistent, legal, and ethical organizational behavior by assigning
responsibilities and providing guidelines to enforce controls. Vielations of law, agency policies, or
standards of ethical conduct will be investigated, and appropriate actions will be taken. All employees
or contractors who suspect fraud, waste or abuse (including employee misconduct that would
constitute fraud, waste, or abuse) are required to immediately report the questionable activity to both
the Health and Human Services Commission's Office of the Inspector General at 1-800-436-6184 and
the State Auditor's Office. Contractor agrees to comply with all applicable laws, rules, regulations, and
Enterprise Agency policies regarding fraud including, but not limited to, HHS Circular C-027.

18. Contractor represents and warrants that it has not violated state or federal antitrust laws and has not
communicated its bid for this Contract directly or indirectly to any competitor or any other person
engaged in such line of business. Contractor hereby assigns to Enterprise Agency any claims for
overcharges associated with this Contract under 15 US.C. § 1, ef seq., and Texas Business and
Commerce Code § 15.01, ef seg.

19. Contractor represents and warrants that it is not aware of and has received no notice of any court or
governmental agency proceeding, investigation, or other action pending or threatened against
Contractor or any of the individuals or entities included numbered paragraph 1 of these General
Affirmations within the five (5) calendar years immediately preceding the execution of this Contract
that would or could impair Contractor’s performance under this Contract, relate to the contracted or
similar goods or services, or otherwise be relevant to the Enterprise Agency’s consideration of entering
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into this Contract. If Contractor is unable to make the preceding representation and warranty, then
Contractor instead represents and warrants that it has provided to the Enterprise Agency a complete,
detailed disclosure of any such court or governmental agency proceeding, investigation, or other action
that would or could impair Contractor’s performance under this Contract, relate to the contracted or
similar goods or services, or otherwise be relevant to the Enterprise Agency’s consideration of entering
into this Contract. In addition, Contractor represents and warrants that it shall notify the Enterprise
Agency in writing within five (5) business days of any changes to the representations or warranties in
this clause and understands that failure to so timely update the Enterprise Agency shall constitute
breach of contract and may result in immediate termination of this Contract.

20. Contractor understands, acknowledges, and agrees that any false representation or any failure to
comply with a representation, warranty, or certification made by Contractor is subject to all civil and
criminal consequences provided at law or in equity including, but not limited to, immediate
termination of this Contract.

2L Contractor represents and warrants that it will comply with all applicable laws and maintain all permits
and licenses required by applicable city, county, state, and federal rules, regulations, statues, codes,
and other laws that pertain to this Contract.

22, Confractor represents and warrants that the individual signing this Contract is authorized to sign on
behalf of Contractor and to bind Contractor.

REMAINDER OF PAGE INTENTIONALLY LEFT BLANK
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ATTACHMENT F
DATA USE AGREEMENT
BETWEEN THE
TEXAS HEALTH AND HUMAN SERVICES
SYSTEM AND
CONTRACTOR

This Data Use Agreement (“DUA”™) is effective as of the date of the Base Contract into which it is
incorporated (“Effective Date™), by and between the Texas Health and Human Services System, which
includes the Texas Health and Human Services Commission and the Department of State Health Services
(“HHS"") and Contractor (the "Base Contract").

ARTICLE 1. PURPOSE; APPLICABILITY; ORDER OF PRECEDENCE

The purpose of this DUA is to facilitate access to, creation, receipt, maintenance, use, disclosure or transmission
of Confidential Information with Contractor, and describe Contractor’s rights and obligations with respect to
the Confidential Information and the limited purposes for which the Contractor may create, receive, maintain,
use, disclose or have access to Confidential Information. This DUA also describes HHS’s remedies in the
event of Contractor’s noncompliance with its obligations under this DUA. This DUA applies to both HHS
business_associates, as “business associate” is defined in the Health Insurance Portability and Accountability
Act (HIPAA), and contractors who are not business associates, who create, receive, maintain, use, disclose or
have access to_Confidential Information on behalf of HHS, its programs or clients as described in the Base
Contract. As a best practice, HHS requires its contractors to comply with the terms of this DUA to safeguard
all types of Confidential Information.

As of the Effective Date of this DUA, if any provision of the Base Contract conflicts with this DUA,
this DUA controls.
ARTICLE 2. DEFINITIONS
For the purposes of this DUA, capitalized, underlined terms have the following meanings:
“Authorized Purpose” means the specific purpose or purposes described in the Base Confract for Contractor
to fulfill its obligations under the Base Contract, or any other purpose expressly authorized by HHS in writing

n advance.
“Authorized User” means a person:

) Who is authorized to create, receive, maintain, have access to, process, view, handle,
examine, interpret, or analyze Confidential Information pursuant to this DUA;

) For whom Contractor warrants and represents has a demonstrable need to create, receive,
maintain, use, disclose or have access to the Confidential Information; and

(3) Who has agreed in writing to be bound by the disclosure and use limitations pertaining to
the Confidential Information as required by this DUA.

“Breach” means an impermissible use or disclosure of electronic or non-clectronic sensitive personal
information by an unauthorized person or for an unauthorized purpose that compromises the security or
privacy of Confidential Information such that the use or disclosure poses a risk of reputational harm, theft
of financial information, identity theft, or medical identity theft. Any acquisition, access, use, disclosure or
loss of Confidential Information other than as permitted by this DUA shall be presumed to be a Breach
unless Contractor demonstrates, based on a risk assessment, that there is a low probability that the
Confidential Information has been compromised.

I3
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“Confidential Information” means any communication or record (whether oral, written, electronically stored
or transmitted, or in any other form) provided to or made available to Contractor or that Contractor may create,
receive, maintain, use, disclose or have access to on behalf of HHS that consists of or includes any or all of the
following:

1) Education records as defined in the Family Educational Rights and Privacy Act, 20 U.S.C.
§1232g; 34 CF.R. Part 99

(03] Federal Tax Information as defined in Internal Revenue Code §6103 and Internal Revenue
Service Publication 1075;

3) Personal Identifying Information (PII) as defined in Texas Business and Commerce Code,
Chapter 521,

O] Protected Health Information (PHI) in any form including without limitation, Electronic
Protected Health Information or Unsecured Protected Health Information as defined in 45
C.F.R. §160.103;

(5) Sensitive Personal Information (SPI) as defined in Texas Business and Commerce Code,
Chapter 521,

6) Social Security Administration Data, including, without limitation, Medicaid information
means disclosures of information made by the Social Security Administration or the Centers for Medicare
and Medicaid Services from a federal system of records for administration of federally funded benefit
programs under the Social Security Act, 42 U.S.C., Chapter 7;

0] All privileged work product;

8) All information designated as confidential under the constitution and laws of the State of
Texas and of the United States, including the Texas Health & Safety Code and the Texas Public Information
Act, Texas Government Code, Chapter 552.

“Destroy”, “Destruction”, for Confidential Information. means:

(e8] Paper, film, or other hard copy media have been shredded or destroyed such that the
Confidential Information cannot be read or otherwise cannot be reconstructed. Redaction is specifically
excluded as a means of data destruction.

(2)  Electronic media have been cleared, purged, or destroyed consistent with NIST Special
Publication 800-88, "Guidelines for Media Sanitization.” such that the Confidential Information cannot be
retrieved.

“Discover, Discovery” means the first day on which a Breach becomes known to Contractor, or, by
exercising reasonable diligence would have been known to Contractor.

“Legally Authorized Representative” of an individual, including as provided in 45 CFR 435.923 (authorized
representative), 45 CFR 164.502(g)(1) (personal representative); Tex, Occ. Code § 151.002(6); Tex. H. & S.
Code §166.164 (medical power of attorney); and Texas Estates Code § 22.031 (representative).

“Required by Law” means a mandate contained in law that compels an entity to use or disclose Confidential
Information that is enforceable in a court of law, including court orders, warrants, subpoenas or investigative
demands.

“Subcontractor” means a person who contracts with a prime contractor to work, to supply commodities, or to
contribute toward completing work for a governmental entity.

HHS Data Use Agreement v.8.4 March 15, 2018
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“Workforce” means employees, volunteers, trainees or other persons whose performance of work is under the
direct control of a party, whether or not they are paid by that party.

ARTICLE 3.CONTRACTOR'S DUTIES REGARDING CONFIDENTIAL INFORMATION

Section 3.01  Obligations of Contractor
Contractor agrees that:
A) With respect to PHI, Contractor shall:

n Make PHI available in a designated record set if requested by HHS, if Contractor maintains
PHI in a designated record set, as defined in HIPAA,

2) Provide to HHS data aggregation services related to the healthcare operations Contractor
performs for HHS pursuant to the Base Contract, if requested by HHS, if Contractor provides data
aggregation services as defined in HIPAA.

(3) Provide access to PHI to an individual who is requesting his or her own PHL or such
individual’s Legally Authorized Representative, in compliance with the requirements of HIPAA.

C)) Make PHI available to HHS for amendment, and incorporate any amendments to PHI that
HHS directs, in compliance with HIPAA.

(5) Document and make available to HHS, an accounting of disclosures in compliance with
the requirements of HIPAA.

(6) If Contractar receives a request for access, amendment or accounting of PHI by any
individual, promptly forward the request to HHS or, if forwarding the request would violate HIPAA,
promptly notify HHS of the request and of Contractor’s response. HHS will respond to all such requests,
unless Contractor is Required by Law to respond or HHS has given prior written consent for Contractor to
respond to and account for all such requests.

B) With respect to ALL Confidential Information, Contractor shall:

) Exercise reasonable care and no less than the same degree of care Contractor uses to protect
its own confidential, proprictary and trade secret information to prevent Confidential Information from
being used in a manner that is not expressly an Authorized Purpose or as Required by Law. Contractor will
access, create, maintain, receive, use, disclose, transmit or Destroy Confidential Information in a secure
fashion that protects against any reasonably anticipated threats or hazards to the security or integrity of
such information or unauthorized uses.

2 Establish, implement and maintain appropriate procedural, administrative, physical and
technical safeguards to preserve and maintain the confidentiality, integrity, and availability of the
Confidential Information. in accordance with applicable laws or regulations relating to Confidential
Information. to prevent any unauthorized use or disclosure of Confidential Information as long as
Contractor has such Confidential Information in its actual or constructive possession.

[€))] Implement, update as necessary, and document privacy, security and Breach notice policies
and procedures and an incident response plan to address a Breach, to comply with the privacy, security and
breach notice requirements of this DUA prior to conducting work under the Base Contract. Contractor
shall produce, within three business days of a request by HHS, copies of its policies and procedures and
records relating to the use or disclosure of Confidential Information.

4 Qbtain HHS s prior written consent to disclose or allow access to any portion of the
Confidential Information to any person, other than Authorized Users. Workforce or Subcontractors of
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Contractor who have completed training in confidentiality, privacy, security and the importance of promptly
reporting any Breach to Confractor's management and as permitted in Section 3.01(A)(3), above.
Contractor shall produce evidence of completed training to HHS upon request. HHS, at its ¢lection, may
assist Confractor in training and education on specific or unique HHS processes, systems and/or
requirements.

(5) Establish, implement and maintain appropriate sanctions against any member of its
Workforce or Subcontractor who fails to comply with this DUA, the Base Contract or applicable law.
Ceontractor shall maintain evidence of sanctions and produce it to HHS upon request.

6) Obtain prior written approval of HHS, to disclose or provide access to any Confidential
Information on the basis that such act is Required by Law, so that HHS may have the opportunity to object
to the disclosure or access and seek appropriate relief. If HHS objects to such disclosure or access,
Contractor shall refrain from disclosing or providing access to the Confidential Information until HHS has
exhausted all alternatives for relief.

Q) Certify that its Authorized Users each have a demonstrated need to know and have access
to Confidential Information solely to the minimum extent necessary to accomplish the Authorized Purpose
and that each has agreed in writing to be bound by the disclosure and use limitations pertaining to the
Confidential Information contained in this DUA. Contractor and its Subcontractors shall maintain at all
times an updated, complete, accurate list of Authorized Users and supply it to HHS upon request.

(8) Provide, and shall causg its Subcontractors and agents to provide, to HHS periodic written
confirmation of compliance with controls and the terms and conditions of this DUA.

)] Return to HHS or Destroy, at HHS’s election and at Contractor’s expense, all Confidential
Information received from HHS or created or maintained by Contractor or any of Contractor’s agents or
Subcontractors on HHS's behalf upon the termination or expiration of this DUA, if reasonably feasible and
pemitted by law. Contractor shall certify in writing to HHS that all such Confidential Information has
been Destroved or returned to HHS, and that Contractor and its agents and Subcontractors have retained no
copies thercof. Notwithstanding the foregoing, Contractor acknowledges and agrees that it may not Destroy
any Confidential Information if federal or state law, or HHS record retention policy or a litigation hold
notice prohibits such Destruction. If such return or Destruction is not reasonably feasible, or is
impermissible by law, Contractor shall immediately notify HHS of the reasons such return or Destruction
is not feasible, and agree to extend the protections of this DUA to the Confidential Information for as long
as Contractor maintains such Confidential Information.

(10)  Complete and return with the Base Contract to HHS, attached as Attachment 2 to this DUA,
the HHS Security and Privacy Initial Inquity (SPI) at h#tps/hhs.texas.govilaws-
regulations/forms/miscellaneous/hhs-information-security-privacy-initial-inquiry-spi. The SPI
identifies basic privacy and security controls with which Contractor must comply to protect Confidential
Information. Contractor shall comply with periodic security controls compliance assessment and
monitoring by HHS as required by state and federal law, based on the type of Confidential Information
Contractor creates, receives, maintains, uses, discloses or has access to and the Authorized Purpose and level
of risk. Contractor's security controls shall be based on the National Institute of Standards and Technology
(NIST) Special Publication 800-53. Contractor shall update its security controls assessment whenever there
are significant changes in security controls for HHS Confidential Information and shall provide the updated
document to HHS. HHS also reserves the right to request updates as needed to satisfy state and federal
monitoring requirements.

(11)  Comply with the HHS Acceptable Use Policy (AUP) and require each Subcontractor and
Workforce member who has direct access to HHS Information Resources, as defined in the AUP, to execute
an HHS Acceptable Use Agreement.
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(12)  Only conduct secure transmissions of Confidential Information whether in paper, oral or
electronic form. A secure transmission of electronic Confidential Information in motion includes secure
File Transfer Protocol (SFTP) or encryption at an appropriate level as required by rule, regulation or law.
Confidential Information af rest requires encryption unless there is adequate administrative, technical, and
physical security as required by rule, regulation or law. All electronic data transfer and communications of
Confidential Information shall be through secure systems. Contractor shall provide proof of system, media
or device security and/or encryption to HHS no later than 48 hours after HHS's written request in response
to a compliance investigation, audit, or the Discovery of a Breach. HHS may also request production of
proof of security at other times as necessary to satisfy state and federal monitoring requirements.  De-
identification of Confidential Information in accordance with HIPAA de-identification standards is deemed
secure.

(13)  Designate and identify a person or persons, as Privacy Official and Information Security
Official, each of whom is authorized to act on behalf of Contractor and is responsible for the development
and implementation of the privacy and security requirements in this DUA. Contractor shall provide name
and current address, phone number and e-mail address for such designated officials to HHS upon execution
of this DUA and prior to any change. Upon written notice from HHS, Contractor shall promptly remove
and replace such official(s) if such official(s) is not performing the required functions.

(14)  Make available to HHS any information HHS requires to fulfill HHS's ebligations to provide
access o, or copies of, Confidential Information in accordance with applicable laws, regulations or demands
of a regulatory authority relating to Confidential Information. Contractor shall provide such information ina
time and manner reasonably agreed upon or as designated by the applicable law or regulatory authority.

(15)  Comply with the following laws and standards if applicable to the tfype of Confidential
Information and Contractor's Authorized Purpose:
o Title 1, Part 10, Chapter 202, Subchapter B, Texas Administrative Code;

o  The Privacy Act of 1974,

¢ OMB Memorandum 17-12;

o The Federal Information Security Management Act of 2002 (FISMA);

e The Health Insurance Portability and Accountability Act of 1996 (HIPAA);

e Internal Revenue Publication 1075 — Tax Information Security Guidelines for Federal, Staie
and Local Agencies;

s National Institute of Standards and Technology (NIST) Special Publication 800-66 Revision 1
- An Introductory Resource Guide for Implementing the Health Insurance Portability and
Accountability Act (HIPAA) Security Rule;

o NIST Special Publications 800-53 and 800-53A —Recommended Security Controls for Federal
Information Systems and Organizations, as currently revised,

o NIST Special Publication 800-47 — Security Guide for Interconnecting Information
Technology Systems;

e NIST Special Publication 800-88, Guidelines for Media Sanitization:

o  NIST Special Publication 800-111, Guide to Storage of Encryption Technologies for End User
Devices containing PHI;

o Family Educational Rights and Privacy Act

HHS Data Use Agreement v.8.4 March 15, 2018
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o  Any other State or Federal law, regulation, or administrative rule relating to the specific HHS
program area that Contractor supports on behalf of HHS.

(16) Be pemmitted to use or disclose Confidential Information for the proper management and
administration of Contractor or to carry out Contractor’s legal responsibilities, except as otherwise
limited by this DUA, the Base Contract, or law applicable to the Confidential Information. if:

(a) Disclosure is Required by Law;
) Contractor obtains reasonable assurances from the person to whom the information is
disclosed that the person shall:
1 Maintain the confidentiality of the Confidential Information in accordance with
this DUA;
2, Use or further disclose the information only as Reguired by Law or for the
Authorized Purpose for which it was disclosed to the person; and

3 Notify Contractor in accordance with Section 4.01 of a Breach of Confidential
Information that the person Discovers or should have Discovered with the exercise of
reasonable diligence.

(C)  With respect to ALL Confidential Information, Contractor shall NOT:

) Attempt to re-identify or further identify Confidential Information that has been de-
identified, or attempt to contact any persons whose records are contained in the Confidential Information.
except for an Aunthorized Purpose, without express written authorization from HHS.

(2)  Engage in prohibited marketing or sale of Confidential Information.

3) Permit, or enter into any agreement with a Subcontractor to, create, receive, maintain, use,
disclose, have access to or transmit Confidential Information, on behalf of HHS without requiring that
Subcontractor first execute either the Form Subcontractor Agreement, Attachment 1. or Contractor’s own
Subcontractor agresment that ensures that the Subcontractor shall comply with the same safeguards and
restrictions contained in this DUA for Confidential Information. Contractor is directly responsible for its
Subcontractors’ compliance with, and enforcement of, this DUA.

ARTICLE 4. BREACH NOTICE, REPORTING AND CORRECTION REQUIREMENTS

Section 4.01. Cooperation and Financial Responsibility.
(A)  Contractor shall, at Contractor’s expense, cooperate fully with HHS in investigating,

mitigating to the extent practicable, and issuing notifications as directed by HHS, for any Breach of
Confidential Information.

B) Contractor shall make Confidential Information in Contractor’s possession available
pursuant to the requirements of HIPAA or other applicable law upon a determination of a Breach.

(©)  Contractor’s obligation begins at the Discovery of a Breach and continues as long
as related activity continues, until all effects of the Breach are mitigated to HHS’s satisfaction (the
"incident response period").

Section 4.02. Initial Breach Notice.

For federal information obtained from a federal system of records, including Federal Tax Information and
Social Security Administration Data (which includes Medicaid and other governmental benefit program
Confidential Information), Contractor shall notify HHS of the Breach within the first consecutive clock
hour of Discovery. The Base Contract shall specify whether Confidential Information is obtained from a
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federal system of records. For all other types of Confidential Information Contractor shall notify HHS of
the Breach not more than 24 hours after Discovery, or in a timeframe otherwise approved by HHS in
writing. Contractor shall initially report to HHS's Privacy and Security Officers via email at:
privacy@HHSC.state.tx.us and to the HHS division responsible for the Base Contract.

Contractor shall report all information reasonably available to Contractor about the Breach.

Contractor shall provide contact information to HHS for Contracter's single point of contact who will
communicate with HHS both on and off business hours during the incident response period.

Section 4.03 Third Business Day Notice: No later than 5 p.m. on the third business day after
Discovery, or a time within which Discovery reasonably should have been made by Contractor of a Breach
of Confidential Information, Contractor shall provide written notification to HHS of all reasonably available
information about the Breach, and Contractor's investigation, including, to the extent known to Contractor:

a. The date the Breach occurred;
b. The date of Contractor's and, if applicable, Subcontractor's Discovery;

¢. A brief description of the Breach, including how it occurred and who is responsible (or
hypotheses, if not yet determined);

d. A brief description of Contractor's investigation and the status of the investigation;
€. A description of the types and amount of Confidential Information involved;

f. Identification of and number of all individuals reasonably believed to be affected, including first
and last name of the individual and if applicable, the Legally authorized representative, last known
address, age, telephone number, and email address if it is a preferred contact method;

g. Contractor’s initial risk assessment of the Breach demonstrating whether individual or other
notices are required by applicable law or this DUA for HHS approval, including an analysis of
whether there is a low probability of compromise of the Confidential Information or whether any
legal exceptions to notification apply;

h. Contractor's recommendation for HHS’s approval as to the steps individuals and/or Contractor
on behalf of individuals, should take to protect the individuals from potential harm, including
Contractor’s provision of notifications, credit protection, claims monitoring, and any specific
protections for a Legally Authorized Representative to take on behalf of an individual with special
capacity or circumstances;

i. The steps Contractor has taken to mitigate the harm or potential harm caused (including without
limitation the provision of sufficient resources to mitigate);

j- The steps Contractor has taken, or will take, to prevent or reduce the likelihood of recurrence of
a similar Breach;

k. Identify, describe or estimate of the persons, Workforce, Subcontractor. or individuals and any
law enforcement that may be involved in the Breach;

1. A reasonable schedule for Contractor to provide regular updates regarding response to the Breach,
but no less than every three (3) business days, or as otherwise directed by HHS in writing, including
information about risk estimations, reporting, notification, if any, mitigation, corrective action, raot
cause analysis and when such activities are expected to be completed; and

m. Any reasonably available, pertinent information, documents or reports related to a Breach that
HHS requests following Discovery.

HHS Data Use Agreement v.8.4 March 15, 2018
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Section 4.04. Investigation. Response and Mitigation.

(A)  Contractor shall immediately conduct a full and complete investigation, respond to the
Breach, commit necessary and appropriate staff and resources to expeditiously respond, and report
as required to HHS for incident response purposes and for purposes of HHS’s compliance with
report and notification requirements, to the satisfaction of HHS.

(B) Contractor shall complete or participate in a risk assessment as directed by HHS following
a Breach, and provide the final assessment, corrective actions and mitigations to HHS for review
and approval.

(C)  Contractor shall fully cooperate with HHS to respond to inquiries and/or proceedings by
state and federal authorities, persons and/or individuals about the Breach.

(D)  Contractor shall fully cooperate with HHS's efforts to seck appropriate injunctive relief or
otherwise prevent or curtail such Breach, or to recover or protect any Confidential Information.
including complying with reasonable corrective action or measures, as specified by HHS in a
Corrective Action Plan if directed by HHS under the Base Contract.

Section 4.05. Breach Notification to Individuals and Reporting to Authorities.

(A)  HHS may direct Contractor to provide Breach notification to individuals, regulators or
third-parties, as specified by HHS following a Breach.

(B}  Contractor must comply with all applicable legal and regulatory requirements in the time,
manner and content of any notification to individuals, regulators or third-parties, or any notice
required by other state or federal authorities. Notice letters will be in Contractor's name and on
Contractor's letterhead, unless otherwise directed by HHS, and will contain contact information,
including the name and title of Contractor's representative, an email address and a toll-free
telephone number, for the individual to obtain additional information.

(C)  Contractor shall provide HHS with draft notifications for HHS approval prior to
distribution and copies of distributed and approved communications.

(D)  Contractor shall have the burden of demonstrating to the satisfaction of HHS that any
required notification was timely made. If there are delays outside of Contractor’s control,
Contractor shall provide written documentation to HHS of the reasons for the delay.

(E) If HHS directs Contractor to provide notifications, HHS shall, in the time and manner
reasonably requested by Contractor, cooperate and assist with Contractor’s information requests in
order to make such notifications.

ARTICLE 5. GENERAL PROVISIONS

Section 5.01 Ownership of Confidential Information

Contractor acknowledges and agrees that the Confidential Information is and shall remain the property of HHS.
Contractor agrees it acquires no title or rights to the Confidential Information.

Section 5.02 HHS Commitment and Obligations

HHS will not request Contractor to create, maintain, transmit, use ot disclose PHI in any manner that would
not be permissible under applicable law if done by HHS.

HHS Data Use Agreement v.8.4 March 15, 2018
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Section 5.03 HHS Right to Inspection

At any time upon reasonable notice to Contractor, or if HHS determines that Contractor has violated this DUA,
HHS, directly or through its agent, will have the right to inspect the facilities, systems, books and records of
Contractor to monitor compliance with this DUA. For purposes of this subsection, HHSs agent(s) include,
without limitation, the HIHIS Office of the Inspector General, the Office of the Attorney General of Texas, the
State Auditor’s Office, outside consultants, legal counsel or other designee.

Section 5.04 Term; Termination of DUA; Survival

This DUA will be effective on the date on which Contractor executes the Base Contract, and will terminate
upon termination of the Base Contract and as set forth herein. If the Base Contract is extended, this DUA is
extended to run concurrent with the Base Contract.

(A)  IfHHS determinss that Contractor has violated a material term of this DUA; HHS may in
its sole discretion:

1) Exercise any of its rights including but not limited to reports, access and inspection under
this DUA and/or the Base Contract; or

()] Require Contractor to submit to a corrective action plan, including a plan for monitoring
and plan for reporting as HHS may determine necessary to maintain compliance with this DUA; or

?3) Provide Contractor with a reasonable period to cure the violation as determined by HHS;
or

4) Terminate the DUA and Base Contract immediately, and seek relief in a court of competent
Jjurisdiction in Travis County, Texas.

Before exercising any of these options, HHS will provide written notice to Contractor describing the
violation and the action it intends to take.

(B) If neither termination nor cure is feasible, HHS shall report the violation to the applicable

regulatory authorities.

(C) The dutiss of Contractor or its Subcontractor under this DUA survive the expiration or
termination of this DUA until all the Confidential Information is Destroyed or returned to HHS, as required
by this DUA.

Section 5.05 Injunctive Relief

(A)  Contractor acknowledges and agrees that HHS may suffer irreparable injury if Contractor
or its Subcontractor fails to comply with any of the terms of this DUA with respect to the Confidential
Information or a provision of HIPAA or other laws or regulations applicable to Confidential Information.

(B) Contractor further agrees that monetary damages may be inadequate to compensate HHS
for Contractor's or its Subcontractor's failure to comply. Accordingly, Contractor agrees that HHS will, in
addition to any other remedies available to it at law or in equity, be entitled to seek injunctive relief without
posting a bond and without the necessity of demonstrating actual damages, to enforce the terms of this
DUA.

Section 5,06 Indemnification

To the extent allowed by law, Contractor shall indemnify, defend and hold harmless HHS and its respective
Executive Commissioner, employees, Subcontractors. agents (including other state agencies acting on behalf

of HHS) or other members
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of HIIS” Worddoree (each of the forepoing herdinafter refermed fo a5 *Indurmnifiod Party™) againgt all actusl and
direct lonses suffered by the Indemnified Party and alt Babililx 1o thisd parties atising fiom or in conaection
withi any breach of this DUA of from any acts or omissions related 1o thas DUA by Comtractod or its employeos,
diroctors, officors, Subcontesctons. or agents or oiher mombers of Contractor's Workforee, The dedy (o
mdemnify, defond and hold hasmless is independent of the dudy to insure.  Upon demand. Contractor shall
reimburse HHS for any and all losses, Habilitics, lost profits, fines, penalties. costs or expensen {including costs
ol required notices, investigation. and mitipation of 2 Bresch. fines or penaltics impused on an Indemmified
Party by a regulatory sulbority, and reasonable atiemeys® fees) which may be imposed upos any Indomnificd
Party 1o the extent caused by and which resulis fom the Conlrctor's failure (o mect any of its cbligations
under this DUA. Contractor’s obligation t defend, indemnify and hotd harmless any Indemnificd Party will
survive the expiration or tennination of this DUA.

Seclion 5,07  Insurance

{A)  In addition to any insmance reguired in the Base Contrack. at HHS option. HHY may
roquire Contractor to maintain, a1 its expensc. the special andor custom first- and thisd-party insmrance
coverages, inchuding without limitation data breach. cyber Hability. crime theft and notification expense
coverages. with policy fimity sutficient to cover any liatulity arising undor thiz DUAL naming the State of
Texas, scting through HHS. as an addiional named imsurcd and Joss pavee, with primary and non-
contributory siaius,

{B)  Contractor shell provide HHS with writton proof that roquired insurance coverage i in
cffect, al the request of HHS,

Section §08  Entirety of the Contract
‘This DA is incotporated hy sefetence into the Base Contract and, together with the Base Contract, consiitutes
the entire agrocment. between the partics. No change, waiver. or discharge of obligations ansing under those
documents will be valid umbess in wiiting and exccuted by the party agamst whom such change, waiver, or
discharge is sought o be enforced.

Sedti Autamsatic A i i Int "

'pun the effective dote of oy wamndment or issvance of additional regulations to any law applicable to
Confideniial Infoemation, this DUA will automatically b amended so that the obligations imposed on HHS
antlor Contractor ramain in compliance with such requirements. Any ambiguity in this DUA will be resolved
in favor of a meaning that permits HIIS and Contractor 1o comply With laws applicable 1o Confidential

Setion 310 Notiges; Requests for ;

All nctices and requosts for approval refated to this DU A must be directod ta the HHS Cluct Privacy Offiecr at
prvacythhse stabe. g us.

1§85 Dhuns Vise Agreement v ¥ 4 March 15, 208
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ATTACHMENT 1. SUBCONTRACTOR AGREEMENT FORM
HHS CONTRACT NUMBER

The DUA between HHS and Contractor establishes the permitted and required vses and disclosures of
Confidential Information by Contractor.

Contractor has subcontracted with = _(Subcontractor) for
performance of duties on behalf of CONTRACTOR which are subject to the DUA. Subcontractor
acknowledges, understands and agrees to be bound by the same terms and conditions applicable to
Contractor under the DUA, incorporated by reference in this Agreement, with respect to HHS
Confidential Information. Contractor and Subcontractor agree that HHS is a third-party beneficiary to
applicable provisions of the subcontract.

HHS has the right, but not the obligation, to review or approve the terms and conditions of the
subcontract by virtue of this Subcontractor Agreement Form.

Contractor and Subcontractor assure HHS that any Breach as defined by the DUA that Subcontractor
Discovers shall be reported to HHS by Contractor in the time, manner and content required by the DUA.

If Contractor knows or should have known in the exercise of reasonable diligence of a pattem of activity
or practice by Subcontractor that constitutes a material breach or violation of the DUA or the
Subcontractor's obligations, Contractor shall:

1. Take reasonable steps to cure the violation or end the violation, as applicable;

2. Ifthe steps are unsuccessful, terminate the contract or arrangement with Subcontractor, if
feasible;

3. Notify HHS immediately upon Discovery of the pattern of activity or practice of Subcontractor
that constitutes a material breach or violation of the DUA and keep HHS reasonably and
regularly informed about steps Contractor is taking to cure or end the violation or terminate
Subcontractor's contract or arrangement.

This Subcontractor Agreement Form is executed by the parties in their capacities indicated below.

CONTRACTOR SUBCONTRACTOR
BY: BY:

NAME: NAME:

TITLE: TITLE:

DATE ,201 . DATE:

HHS Data Use Agreement v. 8.4 March 15,2018
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40 TEXAS Texas HHS System - Data Use Agreement - Attachment 2
- -t
¢ B health and Ruman SECURITY AND PRIVACY INQUIRY (5P1)
. Services
1 you are a bidder for a new procurement/cantract, in order to participate in the bidding process, you must have corrected any "No”
responses {except A9a) prior to the contract award dale. If you are an applicant for an open enroliment, you must have corrected
ahy "No" answers (except A9a and All} pror to performing sny work on behalf of atty Texas HHS agency.

for any questions answerad "No™ (except A9a snd A11}, an Action Plan for Compliance with o Timeline must be documented in the
designated area beiow the question. The timetine for compliance with HIPAA-related requirements for safeguarding Protected Heaith
Information Is 30 calendar days from the date this form is slgned. Compliance with requirements related to other types of
Confidenual Information must be confinmed within 90 calendac days from the date the form Is signed,

SECTION A: APPLICANT/BIDDER INEORMATION [To be completed by Applicant/Bidder)

1. Does the applicant/bidder access, create, disclose, receive, transmit, maintain, or store Texas
HHS Confidential Infarmation in electronic systems {e.g., laptap, personal use computer,
mobile device, database, server, etc.}? IF NO, STOP. THE 5P FORM 1S NOT REQUIRED.

2. Emity or Applicant/Bldder Legal Name Legal Name:

Legai Entity Tax Identification Number

{TIN) {Last Four Numbers Only):
Procurement/Contracté:
Address:
City; State: Z2tp:
Telephone #;
Email Address:
3. Number of Employees, at all locations, in Total Employees:
Applicant/Bidder's Workforce
"Workforce” means all employees, volunteers, tralnees, and
ather Peesons whose conduct is under the direct comrol of
Applicant/Bidder, whether or ot they are paid by Applcant/
Bickler, If Applicant/Bidder 13 3 sole proprietor, the workforce
may be only one employee.
4. Number of Subcontractors Total Subcontractors:
[ff Appiicant/Bidder will not use subcantractors, anter "0°} - -
S. Name of Information Technology Security Official A. Security Official:
and Name of Privacy Officlal for Applicant/@idder Legal Name:
(Privacy and Secursty Official may be the same person.) .
Address:
| City: State: P
| Telephone #:
| Email Address:
B. Privacy Official:
Legal Name:
| Address:
‘ City: State: piig
Tetephone #:
| Email Address: B
SP1 Version 2 1 (05/2018) Texas HHS Systetn - Data Use Agreement - Attachment 2: Pagelof iB
SECURITY AND PRIVACY INQUIRY {SP1)
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6. Typels)of Teiss HHS Confidential Information the HIPAA Chis IRS FT! s 55A Pli
Applicant/Bidder will create, recelve, maintain, use, D D
disclose or have access to: {Check all that apply) b T o B
o Health Inswonpe Poriabiity and Accouniobility Act {HIFAA) dota i tmeau U‘Sl)
o Criminat Justice Informenion Servoes (CHS) dota

s kel Revenue Service Federol Tax Information (RS FTY) dots
= Cernters for Medimre & Mediooid Services (OMS)

* Sacip) Securtty Administrotion {554}
» Parsonaily identiliodle information (P11)

7. Number of Storage Devices for Texas HHS Confidentia) Information (as defined in the Total #
Texas HHS System Data Use Agreemant (DUA)) (Surn a-d}
Clouwt Services involve using & network of remaote servers hosted on the intemet tostore, 0

manage, and process data, rather than a local server or a personal computer,

A Data Center is a centralized repository, either physical or virtual, for the storage,

management, and dissemination of data and information organized around a particufar body

of knowledge or pertaining to » particular business,

a. Devices. Number of personal user computers, devices or drives, including mobile
devices and mobile drives,

b. Servers. Number of Servers that are notin a data center or using Cloud Services.

¢. Cloud Services. Number of Cloud Services inuse.
d. Data Centers. Number of Data Centers in use.

8. Number of undupticated Individuals for whom Applicant/Bidder reasonably expects to Select Option

handle Texas HHS Confidential Information during one year: (a-d)

a. 499 individuals or less Oa.

b. 500 to 999 Individuals Ob.

¢. 1,000 to 99,999 individuals O«

d. 100,000 Individuals or more OCa.

9. HIPAA Business Associate Agreement

o, Wil Applicant/Bidder use, disclose, create, recelve, ransmit or maintain protected 0 Yes
heaith Information on behalf of a HIPAA-covered Texas HHS agency for a HIPAA- O e
covered function?

b. Does Applicant/Bidder have a Privacy Notice prominently displayed on a Webpage or a CYes
Public Office of Applicant/Bidder's business open 10 or that serves the public? [This is a O nNo
HIPAA requirement. Answer "N/AY if not applicable, such as for agencies not covered ON/A
by HIPAA.)

Action Pign for Compliance with a Timeline: Compliance Date:

10. Subcontractors. if the Applicant/Bidder responded "0" to Questicn 4 {indicating no
subcontractors), check "N/A” for both 'a." and b’

a. Doss Applicant/Bidder require subcontractors to execute the DUA Attachment 1 O Yes
Subcontractor Agreement Form? O Ne
O NA
Action Plan for Compliance with 3 Timellne: Complience Qate;
SFI Version 2 1 (0GR2018) Texas HS System - Data Use Agreement - Attachment 2: Page 20f 18
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b. Will Applicant/Bidder agiee to require subcontractors who will access Confidential OVes
Information to comply with the terms of the DUA, not disclose any Confidential O No
Information to them until they have agreed in writing to the same safeguards and 1o OwN/A
discontinue their access to the Confldential Information If they fail 1o comply?

Agticn Plga for Complignce with ¢ Timehing: Sompliance Date;

11, Does Applicant/Bidder have any Optional Insurance currently in place?

¥
Optional insurance provides coverage for: (1) Network Securlty and Privacy; {2) Data Breach; {3} Cyber 8 5
Liabllity [lost data, bost use or delay/suspension in business, denlal of servics with e-husiness, the Internet, No
networks and informational assets, such as privacy, Intellectual property, virus transmission, extrtion, 0 N/A

sabotage or web acthvitles): (4] Electronic Medla Liabilley; [5) Crime/Thaft; (&) Advertising Injuryand Personal
Injary Listillity; angi {7] Crisis Mansgement and Notification Enpease Coverage.

SPI Version2 1 (06/2018) Texas HHS System - Data Use Agreement - Attachment 20
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SECTION B: PRIVACY RISK ANALYSIS AND ASSESSMENT (To be completed by Applicant/Bidder)

For any questions answered "No,® an Action Plan for Compliance with a Timeline must be documented in
the designated area below the question. The timeline for compliance with HiPAA-related requirements for
safegusrding Protected Health Information ks 30 calendar days from the date this form Is signed.
Compliance with requirements related to other types of Confidential information must be conflrmed within
90 calendar days from the date the form is signed. R, 1 e i i

1. Written Pollcles & Procedures. Does Applicant/Blddes mve current wntten privacy and Yes or No
secutlty policies and procedures that, at a minimum:

a. Does Applicant/Bidder have current written privacy and securlty policles and G Yes
procedures that identify Authorized Users and Authorized Purposes (as defined in the O o
DUA) refating 1o creation, receipt, maintenance, use, disclosure, access of transmission
of Texas HHS Confidential Information?

b. Does Applicant/Bidder have current written privacy and security policies and O ves
piocedures that require Applicant/Bidder and Its Workforee to comply with the 0 No

applicable provisions of HIPAA and othet laws referenced in the DUA, relating
to craation, recelpt, maintenance, use, disclosure, access of transmission of
Texas HHS Confidential Information on behalf of a Texas HHS agency?

Agtion Plag tor CompRgnce with 3 Timeng: Comgiance Date:
¢. Does Applicant/Bldder have current written privacy and sacurity policies and procedures O Yes

that fimit use or disclosure of Texas HHS Confidential Information to the minimum that is ONo
necessary to fulfill the Authorized Purposes?

étion Plan for Complance with 3 TimeFoe; Compants Date;
d. Does Applicant/Bidder have current written privacy and secudity policies and procedures O Yes
that respond to an actual or suspected breach of Texas HHS Confidential Information, to Q No

include at a minimum {if any responses are "No" check “No" for all three):

i. immediate breach notification to the Texas HHS agency, regulatory authorities, and
other required Individuals or Autharities, in accordance with Article 4 of the DUA;

li. Following a documented breach response plan, in accordance with the DUA
and applicable law; &

hi. Notifying Individuals and Reporting Authorities whose Texas HHS Confidential
Infarmation has been breached, as directed by the Texas HHS agency?

SP| Version 2 1 (06/2018) Texas HHS System - Data Use Agreement - Atachment 2: Page dof 18
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Planf, Tmeline: Compliance Date:
e. Does Applicant/Bidder have current wtltten privacy ahd security policies and procedutes 0O ves
that conduct annual workforee training and monitoring for and cofrection of any training O
definquencies? Ro
f. Does Applicant/Bidder have current written privacy and security policies and O Yes R
procedures that permit or deny individusl rights of access, and amendment y
or correction, when appropriate? ONo
T Eﬂm ﬂ_ﬂ & gﬂﬂlﬁ&_ _H!m_ _g !Egi[_rg. o - o S Qmﬂhnﬁl E_I.EZ
§- Does Applicant/Bidder have current written privacy and security policies and procedures O Yes
that permit only Authorized Users with up-to-date privacy and security training, and O No
with a reasonable and demonstrable need to use, disclose, create, receive, maintain,
access or ransmit the Texas HHS Confidential Information, to carry out an obligation
under the DUA for an Authorized Purpose, unless otherwise approved in writing by 8
Texas HHS agency?
i i i Ith & fimaline: Compliance Date;
h. Does Applicant/Bidder have current written prlvac_v a_nd securit_y_paitie_es ana p_rocedures O Yes
that establish, implement and maintain proof of appropriate sanctions against any ON
Warkforce or Subcontractors who fail to comply with an Authorized Purpose or who is v
not an Authorized User, and used or disclosed Texas HHS Confidential Information in
viclation of the DUA, the Base Contract or applicable law?
Aetion Plan for Comoliance with a Timelina: Compliance Date:

I. Doss Applicant/Bidder have current written privacy and security policies and
procedures that require updates to policies, procedures and plans following major

O vYes

changes with use or disclosure of Texas HHS Confidential infermation within 60 O No
days of identification of a need for update?
] (i) i ith & Yirmeling: Lompliance Date:
SP| Version 2 1 {06/2018) Tewss HHS Systemn - Dats Use Agreement - Attachment 2 PapeS of 18
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J. Does Applicant/Bidder have cutrent written privacy and security polictes and
procedures that restrict permissions of attempts to re-identify or further identify
de-identified Texas HHS Confidential Information, or attempt to contact any Individuals
whose records are contained in the Texas HHS Confidential information, except for an
Authorized Purpose, without express written authorization from a Texas HHS agency or
as expressly permitted by the Base Contract?

Cves
Qo

Complignce Dater

k. if Applicant/Bidder intends to use, disclose, create, maintain, store or transmit Texas HHS

OYes

Lonfidential Information outside of the United States, wilt Applicant/Bidder obtain the ONo
express prior written permission from the Texas HHS agency and comply with the Texas
HHS agency conditions for safeguarding offshore Texas HHS Confidential information?
1. Does Applicant/Bidder have current written privacy and security policies and procedures Oves
that require cooperation with Jexas HHS agencies' or federal regutatory inspections, ONo
audits or investigations related to compliance with the DUA or applicable law?
n mplignce with & Timeling: Compliance Datg;

m. Does Applicant/Bidder have current written privacy and security policies and

COves

System Agency Contract No. HHS000046000006

procedures that require appropriate standards and methods to destroy or dispose of ONe
Texas HHS Confidential Information?
n, [ ¥ Gompliance Date:
n. Does Applicant/Bidder have current written privacy and security policies and procedures O ves
that prohibit disclosure of Applicant/Bidder's work product done on behaif of Texas HHS ONo
pursuant to the DUA, or to publish Texas HHS Confidential Information without express
prior appioval of the Texas HHS agency?
Action Plan for Complianze with o Timeline: Comptlance Data:
2. Does Applicant/Bidder have a current Workforce training program? O Yes
Training of Workforce must oo at least anca every year, and within 30 days of dste of hiting 2 new O No
Workforce member who will handle Texas HHS Confidential information, Tralning must Indhude: {1} privacy and
securlty policies, procedures, plans and applicable requirements for handling Texas HHS Confidentlat
information, {2) a requirement tocomplete training befare access s gven to Texas HHS Lonfidentiat
Information, ang {3) wrltten proof of tralning and a procedure for monitoring timely completion of training.
SP; Varsion 2 1 (062018} Toxas #HS Sysoeen - Data Use Agreement - Attachment 2. Page6of 18
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Compliarce Dyte:
3. Does Applicant/Bidder have Privacy Safeguards to protect Texas HHS Confidential Oves
Information in oral, paper and/or electronic form? O No
“Privacy Safepaards” means pratection of Texas HHS Confidentisl Information by estadlishing, implementing
and mairtaining required Administrative, Physical and Technical policies, procadures, processes and contrals,
required by the DUA, HIPAA [45 CFR 164.530}, Soclal Secunity Administration, Medicaid and laws, rules or
ragulitions, 8s applicable. Administrative sefeguirds Inchuse sdministrative grotections, poiicies and
prockdures for matters such as raihing, provision of access, tarmination, snd review of safeguerds, incident
management, disaster recovery plans, and contract provisions. Technical safeguards include technicat
protecdors, policies and procadures, such as passwords, logging, emergencles, how paper ks faxed or malied,
ard electronlc protections such #s encryption of dats, Physical safeguards include physical protections,
policies and procecures, such a3 kocks, keys, physical socess, physicsl storage and trash
N _Cﬂm |2 3 .om—F_ 'ﬁi im 'l _17 _____ N g!_ ’_’ﬂ!!!_,!ﬂm_ E;
4. Does Applicant/Bidder and ail subcontractors {if applicable) maintain a current list of C Yes
Autharized Users who have access to Texas HHS Confidential Information, whether oral, ONo
written or electronic?
Agtion m s for Complipnee with ¢ Timeline: mmm‘
5. Does Applicant/Bidder and all subcontractors (if applicable) monitor for and remove O Yes
terminated employees or those no longer authorized to handle Texas HHS ONeo
Canfidential Information from the list of Authorized Users?
SP1 Version 2 1 (06/2018) Texas BHS System - Data Use Agreement - Attachment 2: Page 7 of 18
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SECTION C: SECURITY RISK ANALYSIS AND ASSESSMENT (to be completed by Applicant/Bidder)
This section Is sbout your electronic system. if your business DOES NOT store, access, or
tranamit Texas HHS Confidential information In electronie systems [e.g., iaptop, personal
use compiter, moblle device, database, server, etc.) select the box to the right, and

*YES" will be entered for all questions in this section.

No Elecironic
Systems

O

days, Pil.related items is 90 calendar days.

For any guestions answered *No.” an Action Plan for Compliance with a Timeline must be docurnented in the
designated area beiow the guestion. The timeline tor compliance with HIPAA-related items is 30 calendal

1. Does the Applicant/Bidder ensure that services which access, create, disclose, receive,
trahsmit, maintain, or store Texas HHS Confidential Inforrnation are malntained IN the
United States (no offshoring) unless ALL of the following requirements are met?

8. The datais encrypted with FIPS 140-2 validated encryption

b. The offshore provider does not have access to the encryption keys

¢. The Applicant/Bidder maintains the encryption key within the United States

d. The Application/Bidder has chtained the express prior written permission of the

Texas HHS agency

For more informantion regarding FIPS 140-2 encryption products, please refer (o
dite ARt ery publaticnidfios

Oves
CiNe

Action Plan for Compliance with 3 Timeline:

C ance Date:

2. Does Applicant/Bidder utilize an IT security-knowledgeable person o company to maintain Qves
or oversee the configurations of Applicant/8iddec’s computing systems and devices? ONo
Action Plan for Complignce withs Timeline: Comoliance Date;
3. Does Applicant/Bidder monitor antd manage aceess to Texas HHS Confidential information O)Yes
{e.g., a formal process exists for granting access and validating the need for users to access 0 No
Texas HHS Confidential Information, and access is limited to Authorized Users)?
Bction Plan for Complianios with 3 Timeline: ) " Compliance Date:
4. Does Applicant/Bidder a) have a system for changing default passwords, b) require user ()_ Yes
password changes at least every 90 calendar days, and ¢} prohibit the creation of weak ONo
passwords (e.g., require a minimum of 8 characters with a combination of uppercase,
lowercase, special characters, and numerals, where possible} for all computer systems
that access or store Texas HHS Confidential information,
If yes, upen request must provide evidence such as a screen shot or a system report.
n fi i ¥ i Compliance Dare:
SPI Version 2 1 (06/2018) Texas HHS Systern - Dats Use Agreement - Attachenent 2: Page 8 of 18
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5. Does each member of Applicant/Bidder's Workforce who will use, disclose, create, receive, Oves
transmit or maintain Texas HHS Confidential Information have & unique user name Ono
{account) and private password?

Action Pian for Compliance with a Timelice: Compliance Date:

6. Does Applicant/Bidder lock the password after a certain number of failed attempts and O Yes
after 15 minutes of user inactivity in all computing devices that access of stare Texas ONo
HHS Confidential Information?

Actlon Plan for CompHance with 3 Timeline: Compliance Date;

7. Does Applicant/Bidder secure, manage and encrypl remote access (including wireless Ove
access) 1o computer systems containing Texas HHS Confidentlal information? {e.g., a formal ONo
process exists for granting access and validating the need for users 1o remotely access Texas
HHS Confidential information, and remote access is limited to Authorized Users).

Encryption is requined for a¥f Texas HHS Confrdentss! Information, Additonoly, FIPS 140-2 voldated encryprion is requred
Jar Health inserance fortobubty and Accoumsalelity Act (FIPAA) dota, Coimvnsl Justice infarmation Serwces {CHS) dota,
internat Revenue Service Federal Tax irformurtion (RS FT7) dota, and Centers for Medwore 8 Medicoid Services {CMS] data.
For more dnformation regarding FIPS 140-2 encrypiion products. please refer o;
" Actlon Planfcr Compliante with 8 Timetine: - - Compliance Dote:

8. Does Applicant/Biddes implement computer security configurations or settings for all CYes
computers and systems that access or store Texas HHS Confidential Information? ONo
{e.g., non-essential features or services have been removed or disabled to reduce the
threat of breach and to limit exploitation opportunities for hackers or intruders, etc.)

Ton Plan for Cor Timatine, Compliance Date:

9. Does Applicant/Bidder secure physical access to compuler, papes, or other systems O Yes
containing Texas HHS Confidential iInformation from unauthorized personnel and theft ONo
{e.g., door locks, cable locks, laptops are stored in the trunk of the car instead of the
passenger area, etc.)?

ipey Plan fi iance with » Timeltine: Lompliance Date:
S Version 2.1 (06/2018) Texas HHS System - Data Use Agreement - Attachment 2: Page Sof 18
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10. Does Applicant/Bidder use encryption products to protect Texas HHS Confidential OYes
information that is fransmitted over a public network {e.g., the internet, Wik, ete.}? ONo
If yes, upon request must provide evidence such as a screen shot or 8 system report.
Ercryption 15 reqinrad for a¥l HHS Confidential informanan, Additionally, FIPS 140-2 vakdoteg encryption is required for
Heplth swrance Partabidnty and Accourtability Act (HIPAM) dato, Comimal Justice Informution Services {CITS) data, Interng!
Revence Service Federal Tax infermaton {IRS £ data. and Cerers for Medicgre 8 Medwoord Services {CMS] data,
For mote information segarding HPS 180-2 encryption praduets, plecse refer ta:
g o mteonoubiaptionsitis
Astlen Plan for Complinte with g Timebing: Lompliance Dats:
11. Does Applicant/Bidder use encryption products to protect Texas HHS Confidential Cves
Infarmation stored on end user devices [e.g., laptops, USBs, tablels, smartphones, external ONo
hard drives, desktops, etc.}?
if yes, upon request must provide evidence such as a screen shot or a system report.
Encryption is regoired for i Yexos HHS Confident ol Informotion, Addihonolly, FIPS 140-2 voldated enaryption is requeced
Sor Heafth inswonee PortabiMy and Accourtabity Act (HIPAA] dite, Crminal Justice information Services (CHS) data,
Internal Revenue Service Faderal Tax infonmotion {IRS K1) data, and Canters for Medicnre & Medicoid Services {CM5) dato.
Fur more inforrnotton repording FIPS 14012 encryphion products, please refer to:
b it oov/eticotens/(ins
stion Plan for Comorignce with 3 Timelina: Compllence Date.
12. Does Applicant/Bidder require Workforce members to formally acknowledge rules autlining OYes
their responsibilities for protecting Texas HHS Confidential information and associated OnNo
systerns containing HHS Confidential information before their access is pronded?
Ion Plan f i ith & Timekine. Comoliance Date;
13, k Applicant/Bidder willlng to perform or submit ta a eriminal background eheck on Oves
Authorized Users? O o
Agtion E_gn-!z ggﬂ_ gl'g_ rch witl 11_- i Tlmgﬁ_ng: M_ﬁ_i!m_ m_gg:
14. Does Applicant/Bidder prohibit the access, creation, disclosure, reception, transmission, Oves
maintenance, and storage of Texas HHS Confidential Information with a subcontractor One
| (e.g., cloud services, social media, ete.) unless Texas HHS has approved the subcontractor
| agreement which must Include compliance and Hability clauses with the same
| requirements as the Applicant/Bidder?
i Agtlon Planfer Compligncs with § Timefine: ance Date;
SPI Versian 2 1 {06/2018) Texas HHS5 Systern - Data Use Agreement - Attachment 2: Page 100f 18
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15. Does Applicant/Bidder keep current on security updates/patches {including firmware,

Qves

software and applications) for computing systems that use, disclose, access, create, ONo
transmit, maintain or store Texas HHS Confidential Information? "
Hmgling; Complignce Date:
16. Do Applicant/Bidder's compinting systems that use, disclose, access, create, transmit, O Yes
maintain or store Texas HHS Cenfidential Information contain up-to-date anti- ONo
malware and antivicus protection?
Actlon Plan for Complance with a Timekine: Comgliance Dae:
17. Does the Aﬁi:!ic_anijai_dder review system secmzy!_ags on-compuil-ng svsims that access _()yes
or store Texas HHS Confidential Information for abnormal activity or secutity concerns on e
5 No
a regular basis?
lon Plan f : Himeking; Compllance Date:
18, Notwitistanding records retertion requirements, does Applicant/Bidder's disposal OY*-'S
processes for Texas HHS Confidential information ensure that Texas BHS Confidentiat Ono
Information is destroyed so that It Is unreadable or undecipherable?
Action Plan for Compliance with a Timeline: anﬂlmm
19, Does the Applicant/Bidder ensure that all public facing websites and mobile O Yes
applications containing Texas HHS Confidential information meet security testing 0 No
standards set forth within the Texas Government Code (TGC}, Section 2054.516;
Including requirements for implementing vulnerabllity and penetration testing and
addressing identified vulnerabliities?
For mive infotmation separding TGC, Section 2054.516 DATA SECURITY PLAN FOR ONLINE AND MOBILE
APPLICATIONS, please refer to: hitor/fwaican pam/Tx Aex/HEBE0LT
Action Plan for Compliance with a Timeline: Lompliance Date:
SFI Version 2 1062018 Texas HHS System - Data Use Agreement - Attachment 2: Page 11 of 18
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SECTION D: SIGNATURE AND SUBMISSION {to be completed by Applicant/Bidder)
Piease sign the Joim digitally, If possible. If you con't. provide o handwritten signature.

1. | certify that all of the information provided in this form is truthful and correct to the best of my knowledge,
i | Jearn that any such information was not correct, | agree to notify Texas HHS of this immediately.

2, Signature 3. Title ’4 Dare:

To submit the completed, signed form:
+ Emafl the form a5 an attachment to the appropriate Texas H4S Contract Manager(s).

Section E: To Be Completed by Texas HHS Agency Staff:
Agency(s): Requesting Departmentls):

wisc:[J o[ oses:[]

Legal Entity Tax Identification Number (TIN} {Last four Only}: |PO/Contractis) #:

Contract Manager. Contract Manages Email Address: Contract Manager Tetephone #:
Contract Manager: Contract Manager Email Address: Contract Manager Telephone B:
Contract Manager: Contract Manager Email Address: Contract Manager Tetephone #:
Contract Manager: Contract Manager Emaif Address: Contract Manager Telephone #:
Contract Manager: Contract Manager Email Address: Contract Manager Telephane #:
Contract Manager: Contract Manager Email Address: Contract Manager Telephone #:
Contract Manager: Contract Manager Email Address: Contract Manager Telephone #!
Contract Manager: Contract Manager Email Address: Contract Manager Telephone #:

SP1 Version 2 1 (06/2018) Texas HHS System - Data Use Agreement - Attachment 2; Page 120f 18
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INSTRUCTIONS FOR COMPLETING THE SECURITY AND PRIVACY INQUIRY {5F1)

Below ore instructions for Agplicants. Bidders ond Contractors for Texas HWealth ond Human Services requiring the
Aftochment 2, Security ond Privacy Inquiry [5Pi] to the Dota Use Agreement (DUA). Instruction item numbers bélow
correspond o sections on the SPi form.

1 you are a bidder for 3 new procurement/contract, in order to participate in the bidding process, you must have corrected any "No'
responses {exceps A%} prior 1o the contract sward date. 1T you are an spplicant for an spen enveliment, you must have corrected
any *No" answers {except AS3 and AL1) prior to perfarming any work on behalf of anv Texas HHS agency.

For any questions answersd "No” {except ASs snd A11), #n Action Plan for Compliance with @ Timeling must be documented in the
designated grea below the question. The timeline for compliance with HIPAA-refated requirerents for safeguarding Protected Health
Information Is 3D cabendar days from the date this formissigned. Compliance with requirernents refsted to other types of
Confidential Information must be confirmed within 90 calendar days from the date the form Is signed,

SECTION A. APPLICANT /BIDDER INFORMATION
fem #1, Only contractors that access, transmit, store, and/or maintain Texas HHS Confidentiol Information will
camplete and emai) this form os an gttachment ta the oppropriote Texas HHS Contract Monager.

Rtem 2. Entity or AppBcant/Bidder Legal Name. Froyide the jegal name of the business {the name used for legal purposes,
tike fling o federal or state tax form an behaif of the business, and is not o trade or gssumed nomed “dbg”), the fegal tax
identification number {last four numbers oniv} of the entity of applicant/bidder, the address of the corparate or main branch of
the business, the telephone number where the business can be coritacted regarding questions reloted ta the information on
this form and the website of the business, if a website exists,

ftem #3. Number of Employees, at all locations, in Applicant/Bidder's workforce. Provide the total number af
individuals, including volunteers, subcontractors, trainees, and other persons who work for the business. if you are the
only employee, please answer "1."

ftem #4. Number of Subcontractors. Provide the total number of subcontroctors working for the business. If you have
nonhe, please answer *0° zero.

ftem #S. Number of unduplicoted individuals for whom Applicont/Biider reasonably expects to handis HHS Confidential
information during one year. Select the radio button that corresponds with the number of clients/consumers for whom you
expect to handle Texos HHS Confidential Informetion during @ year. Only count clientsfconsumers once, no matter kow mony
direct services the client receives during @ yeor.

ftem #5. Nome of Information Technology Securlty Officiat and Name of Privacy Official for Applicant/Bidder. As with all other
fieids on the SPI, this is a required fietd. This may be the same person and the owner of the business if such person has the security
ond privacy knowledge thot is required to implement the requirements of the DUA ond respond to questions related to the 5P In
4.A. provide the name. address, telephone number, ond email oddress of the person whom you hove designated to answer any
secutity questions found in Section € and in 4.8. provide this information for the person whom you hove designoted os the person
t answer any privacy questions found in Section B. The business may contract out for this expertise; howewver, designated
ingividuplis) must have knowledge of the business's devices, systems ond mathods for use, disclosure, creation, receipt,
transmission ond maintenance of Texos HHS Confidentiol infermation ond be willing 1o be the point of contoct for privacy and
security questions.

ttem #6. Type(s) of HHS Confidential Information the Entity or Applicant/Bidder Wikt Create, Receive, Muaintein, Use, Disclose or
Hove Access to; Provide o complete listing of oll Texas HHS Confidentiol Infarmation thot the Conlroctor will creote, réceive,
maintgin, use, disclase or have access to. The DUA secrion Article 2. Definitions, defines Texas HHS Cenfidentiol Information as;

“Canfidential Information * meons any communkation o record [whether orol, written, electronically stored or transmitted,
av in gny other form) provided to ar made owilabie 10 CONTRACTOR or that CONTRACTOR muoy creqte. receive, maintain,
use, disclose or have occess to on beholf of Texas HHS thot consists of or includes any or all of the following:

{1} Ctient information;

(2} Protected Heolth information in ony form including without liritation, Electronic
Protected Health Information or Unsecured Pratected Health Information;

{3) Sensitive Persono! Information defined by Texos Business and Cammerce Cade Ch, 521;
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(8} Federa! Tax Information;

{5) Personally identifiobie Informotion;

(6} Social Security Administration Date, incleding, without limitation, Medicaid information;
{7} AN privileged work product;

{8} AY information designoted as confideatiol under the constitution and kaws of the State of
Texas gnd of the United States, including the Texas Health & Safety Code ond the Texas Public
information Act, Texas Government Code, Chapter 552,

Definitions for the following types of canfidentiol information can be faund the following sites:

 Heaith insuronce Portability and Accountability Act (HIFAA] - htip: Jhhs oy i imienr h
» Crimingl Justice Infarmption Services (CHS] - & i i - (- IES NG
 internol Revenue Service Federa! Tax lr.farmaﬁon {!RS Fn‘) - hitps ,{,-‘_‘M :mgcv{gub;’:rs-ﬂﬂ'gz 075. g[

* Centers for Medicare & Medicaid Services {CMS) - bites:/fwaw.cins gov/Requigtions-ond-Guidgnce/Requiations-and.

Geidgnce.htmf
 Social Security Administration {SSA} - hittos://www sso.qov/regulations/

* Persenally Identifinble infarmation (P} - http.ffcsre nlst gov/publications/nistpubs/800-122/5p800-122. pidf

Rem #7, Number of Storage devices for Texas HHS Confidential information. The total number of devices Is
avtomaticolly colculoted by exiting the fields in lines o - o, Use the <Tob> key when exiting the field to prompt
calculation, if it doesn't otherwise sum correctly.

» ltem 7a. Devices. Provide the number of personal user computers, devices, and drives (intluding maobile
devices, loptops, USE drives, and external drives) on which vour business stores or will store Texas HHS
Confidentiol Information.

» ftem 7b. Servers. Provide the numbet of setvers not housed ki a date center or "in the tloud, * on which Texos HHS
Confidential Information is stored or will be stored. A server is a dedicated compuier that provides dota or services to other
computers, It moy provide services or dota 10 systems on o Jocol area network {LAN} or o wide area netwerk (WAN] over the
internet, If nohe, onswer 0" [zera).

* Mem 7c. Cloud Services. Provide the number of cloud services to which Texas HHS Confidential information is stored. Cloud
Sesvices involve using o nerwork of remote servers hosted an the Internet to store, manage, and process dato, rather thon
on o local server or o personal computer. If none, onswer "0" (zero.}

® {tem 7d. Data Cemters. Provide the number of data centers in which you store Texas HHS Confidentio! information A
Data Center is o centrolized repository, efther physkal ar virtuo!, for the storage, management. ond
dissemingtion of date and informotion orgonized arcund g porticular body of knowledge or pertaining to o
particular business. Jf none, answer "0" (cers).

Hem #8. Number of unduplicoted individuals for whom the Applicent/Bidder reasonably expects to handie Texos HHS
Confidential Informuotion during one year, Select the radio button that corresponds with the number of clients/consumers for
whom you expect to handie Confidentiol Information during o yeor. Only count clents/consumers ance, no matter how many
direct services the ciient receives during @ yeor
frem #5. HIPAA Business Associate Agreement
» Rem ¥9q. Answer "Yes" if your business will use, disclose, create. receive, transmit, or store information relating ta o
thent/consumer's bealthiore on behalf of the Department of State Hewith Services, the Department of Disobility ond Aging
Services, or the Health and Humon Services Commission for treotment, payment, or ogeration of Medicaid or Medicaid
clients. if pour contract does not include HIPAA covered infarmation, respond “no.” Iif *no, ¥ o compliance pion is not required,
« ftem #9b, Answer *Yes® if your business hus o nolice of privicy practices {6 document thot explains how you protect ond
use a client/consumer's healthcare information} tisplayed either on o website {if one exists far your business] or in your
ploce of business (if that locotion Is open 16 clients/consumers or the public). If your contract does notinclude HIPAA
covered infarmation, respond “N/A, "
ftem #10. Subcontroctors. If your business responded "0 o question 4 {number of subcontractars), Answer "N/A" to ltems 100
and 13b to indicote not opalicable,
» ftem #100. Answer "Yes® )f your business requires that ell subcontroctars sign Attachment 1 of the DUA,
» Jtem #10b. Answer “Yes* if your busingss obtains Texas HHS approval before permitting subtontractars to hongle Texos HHS
Canfidentiol information on your business's behalf.
NRem 11, Optlono! Insurance. Answer "yes® if opplicant has aptional insuraace in ploge to provide coverage for a Breach or ony

Texas HHS System - Dats Use Agreement - Attacnment 2,
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other situations listed in this question. I you are not required to have this optionol covergge, answer "N/A™ A compliance plon is
not required.

SECTION B. PRIVACY RISK ANALYSIS AND ASSESSMENT

Reasonable and appropriate written Privacy #nd Security palicies and procedures are required, even for sole proprietors who are
the only emptoyee, 1o demonstrate how your business will safeguarc Texas HHS Confidential information and respond in the
event of a Breach of Texas HHS Contidentiat Information. To ensure that your business is prepared, all of the items below must
be adarested In your written Privacy and Security polities ang procedures,

Mern M1, Answer *Yes” If you have written policies in place for each of the areas (a-o).

» Item Nla. Answet "yes® if your business has written polides and procedures that identify everyone, including
subcontractors, who are authorized to use Texas HHS Confidential information. The policies and procedures should aiso
identify the reason why these Authorized Users need to access the Texas HHS Confidentlal iInformation and this reason
raust align with the Authonized Purpose described in the Scope of Weork or deseription of services in the Base Contract
with the Texas HHS agency,

Rem #1b, Answer "Yas® if your business has written policies and procedures that require your employees {including
yourself), your volunteers, your trainees, ang any ather persons whose work you direct, to comply with the requirements
of HIPAA, If applicable, and other confident:atity laws as they relate to your handling of Texas MHS Confidentiat
Information. Refer to the laws and rules that apply, including those referenced in the DUA and Scope of Work or
description of services in the Base Contract.

Rom #lc. Answer "Yes™ if your business has written policies and procedures that limit the Texas HHS Confidential
Information you disclose to the minimum necessary for your workforce and suboontractors {if applicable) to perform the
obligations described fn the Scope of Work or service description In the Base Contract. (€., if a chient/consumer's Social
Security Number is not required for a workforce member to perform the ohligations described in the Scope of Work or
service desceiption In the Base Contract, then the Socisl Security Number wil not be given to them.) If you sre the only
employee for your business, policies and procedures must not inciude a request for, or use of, Texas HHS Confidentiat
information that is not required for performance of the services,

Rem #1d, Answer "Ves™ i your business has writter polficies and procedures that explain how your business would
respond 10 an actuat or suspected breach of Texas HHS Conflaential vformation, The written policles snd procedures,
at a minimum, must include the three items below. If any response to the three iterns beiow are no, answer "rio.*

)

-

*

© ltem Nidi. Answer "Yes” if your business has written potlcies and procedures that require your business to
immediately notify Texas HHS, the Texas HHS Agency, regulatory authorities, or other required Individuals or
Authaorities of 3 Breach as desoribed in Articke 4, Section 4 of the DUA.
Refer to Artigie 4, Section 4.01:
Initiat Notice of Breach must be provided in accordance with Texas HHS ond DUA requirements with g5 much
infarmution as possible obout the Event/Breach and o nome and cantact wha will serve as the singhe peint of contact
with HH3 both on ond off business hours, Time frames related to Initio! Notice inctude:
« within one haur of Distavery of an Event or Breach of Federal Tax Infarmotion, Social Security Admirstrotion
Dato, ar Medicaid Client Informotion
s within 24 hours of oll other types of Texas HHS Confudential Information 48-hour Formuo! Notice must be provided
no toter than 48 haours after Discovery for protected heatth informuotion, sensitive persengl! infoematian or other
pon-public information and must include applicable information as referenced in Section 4.01 (€1 2, of the DUA
© item #1dE. Answer "Yes" if your business has writien policias and procedures require you to have and follow a
written breach response plan as described in Article 4 Section 4.02 of the DUA.

O tem RidBI. Amswer "Yes” if your business has written policies and procedures require you to notify Reporting
Authorilies and Individuals whase Texas HHS Confidential Information has been breached as described in Article 4
Section 4,03 of the DUA,

» Ram #le. Answer “Yes" if your business hias written policies ang procedures requiring annual training of your entire
work{orce on matters related to tonfidentiality, privacy, and security, stressing the importance of promptly reporting any
Event o Breach, outhnes the process that you will use ta require attendance and track complation for emplioyees who
failed to complete annual traming.

SR Version 2 1(06/2018) Tenas HHS Systarm - Data Use Agreement - Attachment 2, Page 15 of 18
SECURITY AND PRIVACY INQLERY {SP1}

System Agency Solicitation No. %%AUC_ID%% Page 82 of 87
System Agency Contract No. HHS000046000006



DocuSign Envelope ID: E8321EBS8-C1BD-48C4-AEC3-A3190D387FA1

o ftem N1f, Answer "Yes" if your businaess has written policies and procedures requiring you to allow individuals
{clients/consumers) to access their individual récord of Texas HHS Confidential Information, and allow them to
amend or carrect that information, if applicable.

* Rem Mg, Answer "Yes" if your business has written polidies and procedures restricting access to Texas HHS Confidentia!
trfarmation to only persans who have been authorized and trained pn how to handle Texas HHS Confidential information

¢ Htem ¥1h. Arswer "Yes" if your business has written policies and procedures requiring sanctioning of any subcontractor,
emplayee, trainse, volunteer, of anyane whose work you direct when they have accessed Texas HHS Confidential
Irfonmation but are rot suthotized to do so, and that you have 3 method of proving that you have sanctioned suchan
individuals. if you are the only employee, you must demanstrate how you will dozument the noncompliance, update
policies and procedures If needed, and seek additional training o education to prevent future occurrences.

* Hem #1L Answer "Yes" if your business has written policies and procedures reguiring you to update your palicies within
60 days after you hawe made changes to how you use or disciose Texas HHS Confidential Information,

« ftem #1}. Answer *Yes" if your business has written policies and procedures reguiring you to restrict attempts to take
de-identified data and re-identify it or restrict any subcontractor, empioyee, trainee, volunteer, or anyone whose work
you direct, from contacting any individuals for whom you have Texas HHS Confidential Information except to perform
obligations under the contract, or with written permission from Texas HHS.

* Rem ¥1k. Answer "Yes" if your business nas written policies and proceduyres prohibiting you from using, disclosing,
creating, maintaining, storing or transmitting Texas HHS Confidential Information cutside of the United States,

» Htem ¥1L Answer "Ves" if your business has written polides and procedures requiring your business o cooperate with
HHS agencies or federal regulatory entities for inspections, awdits, or investigations related to compliance with the DUA or
applicable law.

« ttem Kim, Answer "Yes” if your business has written policies ang procegures requiring your business to e appropriate
standatds and methods to destroy or dispose of Texas HHS Confidential information. Policles and protedures should
comply with Texas HHS requinements for retention of records and methods of disposal.

* lem #in, Answer “Yes" if your business has written policies and procedures prohibiting the publication of the
work you created o perforrmed on behalf of Texas HHS pursuant to the DUA, or other Texas HHS Confidentiai
Informiation, without express prior written approval of the HHS agency

Item #2, Answer "Yes" if your business has a current training program that meets the requirements specified in the SP
for you, your employees, your subcontraciors, your volunteers, your frainees, and any other persons under you direct
superyision.

Rem #3, Answer "Yes" if your business has privacy safeguards to pretect Texas HHS Confidential Information as described
In the SPi

ftem #4. Answer "Yes" IF your business malntains current ists of persons in your workiorce, including subcontractors
{if apphcable), who are authorized 1o access Texas HHS Confidential nformation. if you are the only derson with
access 1o Texas HHS Confidential information, please answer “yes."

ftem ¥5. Answer "Yes” If your business and subcontractors {if appilcable) monitor for and remove from the list of
Authorires Users, members of the workforce who are terrinated of are no longer authorized to handie Texas HHS
Lonfidential information, If you are the only one with access ta Texas HHS Confidential Informatian, please answer “Yes.”

SECTION €. SECURITY RISK ANALYSIS AND ASSESSMENT

This section is aboul your electronic systems If you DO NOT store Texas HHS Confidential information in electronlc systems
le.g., laptop, parscnal computer, mobile device, database, server, etc.}, select the "No Electronic Systems” box and respond
"Yes™ for all questians in this section,

Rean #1. Answer "Yes® If your business does not “offshore” of use, disclose, treate, receive, transmit or maintain
Texas HHS Confidential Infarmation gutside of the Uinited States If you are not certain, contact your provider of
technalogy services (application, cloud, data center, network, etc.} and reauest confirmation that they do not off
shore their data.

SPt Version 2 1{0672018) Texas MHS Systern - Data Use Agreement - Attachment 2: Page 16of 18
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Rem K2, Answer "Yes" if your business uses a person or company wha is knowledgeable in IT security 1o maintain or oversee
the configurations of your business's computing systems and devices You may be that person, or yiu may hire someane who
can provide that service for you.

Hem ¥3, Answer "Ves" if your business monitors and manages access to Texas HHS Confidential Infarmation {ie., reviews
systems to ensure that access is limited to Authorized Users; has formal processes for granting, validating, and reviews the
need for emote access to Authorized Users to Texas HHS Confidential information, etc.), If you are the only employes,
angwer “Yes" [f you have Implemented & process to periciically evaluate the need for accessing Texas HHS Confidential
information to fulfill your Authorized Purposes.

ftem #4. Answer “Yes" if your business has implemented a system for changing the password a system initially assigns to the
user {also known as the default password), and requires users to change their passwords at least every 90 days, and prohibits the
treation of weak passwords for all computer systems that access or store Texas HHS Confidential Information (e.g., a strong
password has 8 minimum of & characters with a cambination of uppercase, lowercase, special characters, and numbers, where
possib!el off your business wes s Mlcrosort Windows System, refer to the M&crmoft w!'bSlte on how to do this, see exarnple:

. h

ftern NS, Answer "Yes™ if your business assigns 3 unique user name and private password to each of your employees,
your subcontractors, your volunteers, yaur trainees and any other persons under your direct control who will use,
disclose, create, receive, tranemit or maintain Texas HHS Confidential information.

Rem #6. Answer "Yes" if your business {ocks the access after a certain number of falled attempts ta login and after 15 minutes
of user inactivity on all computing devices that access or store Texas HHS Confidential information. 1 your business uses a
Microsoft Wmdmvs svs(em. refer to the Microsoft websate on how xo do mu, see example'

Rhem §7. Answer “Yes" if your business secures, manages, and encrypts remote access, such as: using Virtual Private
Network {VPN) software on your home computer to access Texas HHS Confidential Information that resides on s
computer systern at a business location or, if you use wireless, ensuring that the wireless is secured using a
password code, If you do nat access systems remotely or over wireless, answer "Yes,”

Rem #8. Answer "Yes" if your business updates the computer securlty settings for all your computers and electronic
systems that access or store Texas HHS Confidential Information to prevent hacking or breaches fe.g., non-essentiat
features or seovices have beeriremoved or disabled to reduce the theeat of breach and to imit opportunities for batkers or
intruders to actess your system). For example, Microsoft's Windows security checklist:

htips Aidocs. microsoft com/en.us/wingews/security/threat-protection/security policy-settings/now-to~corfigure-security-policy-sett

hem #9, Answer "Yes” if your busingss secures physical access to computer, paper, or other systems containing Texas HHS
Configential iInformation from unauthonzed persornel and theft (e.g., door locks, cable locks, laptops are stoted in the
trunk of the car instead of the passenger area, etc.). If you are the pnly employee and use these practices for your
business, answer “Yes.”

Hem #10. Answer "Yes” if your businass uses encryption products to pratect Texas HHS Confidential Information that is
transmitted over & public network (e.g., the internet, WiF), etc.) or thatis stored on a cornputer system that & physicatly or
electronically accessible to the public {FIPS 140-2 validated encryption is required for Health insurance Portability and
Accountability Act {HIPAA) data, Criminal Justice information Services {CJIS) data, Internat Revenue Service Federal Tax
informatior {IRS FT1} data, and Centers for Medicare & Medicaid Services {CVS) data) For more information regacding FIPS

140-2 encryptian progducts, please refer tot hifp://gsrenistagy/publications/fips).

Item #11, Answer "Yes” f your business stores Texas HHS Confidentlal information on encrypted end-user electronic devices
{e.z., laptops, USBs, tablets, smartphones, external hard drives, aesktops, etc.} and can produce evidence of the enceyption,
such as, @ screen shot or a system report {FIPS 140-2 encryption is required for Health insurance Porsability and Accountability
Act (HIPAA) data, Crimina® Justice Information Services (CiIS) data, Internal Revenue Service Federal Tax information (RS Fi(}
data, and Centers for Medicare & Medicaid Services (CMS) data). For more information regarding FIPS 140-2 vatidated
encryption products, please refer to: http/fosre mist.gov/publications/fips) W you de not utilize end-user electronic devices
for storing Texas HHS Confidential Information, answer "Yes."
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Hem #12, Answer “Yes™ if your business requires emplayees, volunteers, trainees and other workfarce members 1o signa
decument that clearly outiines their responsibilities for protecting Texas HHS Confidential information and sssodiated
systerms containing Texas HHS Confidentiat Information before they can obtaln access. i you are the only employes answer
"Yes® if yau have signed oc are witing to sign the DUA, ackrowledging your adherence to requirements and responsibliities,

temn W13, Answer “Yes™ If your business is willing to perform a criminal background check on employees, subcontractors,
voluriteers, ot trainees who access Texas HHS Confidentlal Information. If you are the only employee, answer *Yes® if you
are willing 10 submit to 2 background check.

Rem ¥14. Answer *Yes™ if your business prohibits the access, creation, disciosure, recaption, transmission, maintenance,
and storage of Texas HHS Confidential Information on Cloud Services or soclal media sites If you use such services or sites,
and there Is a Texas MHS appraved subcontractor agreement that includes compliance and habllity clauses with the same
requirements as the Applicant/Bidder. i you do not utilize Cloud Services or media sites for storing Texas HHS Confidentia!
Infarmation, answer “Yes,*

Hem H1S. Answer "Yes" if your business keaps current on security updates/patches (including firmware, saftware and
applications] for computing systems that use, discibse, access, ereate, transmit, maintain or store Texas HHS Confidential
informatsion, ¥ yau use a Microsoft Windows system, refer to the Microsoft website on how to ensure your systerriis
automatically updating, see example:

ttps:, Lmsre.microsoft com/en-us,

ltem ¥16. Arswer “Yes” if your business's computing systems that use, disclose, access, create, transmit, maintain or stare

Texss HHS Canfidential Infonmation contain up-to-date anti-malware and aativirus protection. If you vse 3 Microsoft

Windows system, refer to the Micrasoft website on how to ensure your system fs automaticatly updating, see example:
https//docs microsoft com/en-us/windaws/security/thregt-protectio

tem H17. Answer "Yes™ if your business reviews system security logs on computing systerns that access or store Texas HHS
Confidential information for abnormal sctivity ar security concems on a regular basis. If you use a Microsoft Windows systern,
rafer to the Microsait website for ensuring your system is logging security events, see example:

https://docs. microsoft.com/en-us/windows ‘securitv/threot-pmtection/ auditing fbasic-security-gudit-policies

Rem #18, Answer "ves” if your business disposal provesses for Texas HHS Confidential Information ensures that Texas
HHS Confidential Information is destroved so that it is unreadabie or undecipherable. Simply deleting data or formatting
the hard drive Is nat enough; ensure you use products that perform a secure disk wipe. Prease see NIST SP 800-88 R1,
Guidelines for Media Sonitizqtion and the applicable laws end regulations for the informatian type for further guidance.

em H19, Answer "Yes” if your business ensures that all public fating websites and mobile applications containing HHS
Configential Information meet security testing standards set forth within the Texas Government Code (TGC), Sectlon
2054.518

SECTION D. SIGNATURE AND SUBMISSION
Click on the signsture ares to digitaliy sign the document. Email the form as sn attachment to the appropriate
Texas HS Contract Manager
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