Collin County Sheriff’s Office

Memorandum

To:  Hon. Keith Self, County Judge, and Hon. Susan Fletcher, Cheryl Williams,
John Thomas, and Duncan Webb, Commissioners

From: Sheriff Jim Skinner
Datc: Tuesday, October 16, 2018
Re:  The Shenff’s App and Related Contracts

Summary

OCV, LLC develops a smart-phone application called the Sheriff’s App. The application
gives a phone the capabilities of a computer for interacting with inmate-information, commissary,
and telephone-account systems for inmates in the Collin County Detention Facility. I plan to use
commissary funds to engage OCV to dcvelop the application. But the County must sign a set of
contracts with Appic, Inc. in order to develop the app so as to be compatible with Apple products
and to distribute the app on Apple’s distnbution platforms. Although I have the authority to buy
developer services from OCV, I don’t think that I have the authority to sign the Apple contracts.
Thus, I ask you for an ordcr that authorizes me to sign a Store Letter, which confers the authority
to sign electronically the Apple contracts on a deputy, and the deputy to sign the contracts.

Apple’s contracts are designed to facilitate Apple in providing its services to a broad range
of application developers, who then sell or otherwise distribute their apps on Apple’s distribution
platforms. Apple must provide developers with enough programming or other information to
permit developers to create apps that work on Apple’s lechnology. So, Apple’s contracts protect
Apple’s information and technology (e.g., confidentiality clauses, use restrictions, and clauses
prohibiting the transfer of rights or benefits) and try to absolve Apple from all liability that might
arisc from a developer’s application {e.g., partnership and agency disclaimers, warranty
disclaimers, liability disclaimers, damage limitations, no-waiver clauses).

While Apple’s contracts are one-sided, | think this project’s benefits outweigh its risks. As
to benefits, the Sheriff’s App should reduce phone calls to the Detention Center for basic inmate
information or assistance. As to risks, the County is acquiring only an application. No S.0. or
County operation will turn on the app. The County won’t store data with OCV or Apple. The
Sheriff’s App won't collect personal information from end users or handle financial transactions.
The app will only connect users to existing resources that do those things (e.g., pull an inmate list
or allow a person to deposit money to an inmate’s commissary account).

Discussion
Background: A Commissary Fund Project

[ plan to use commissary funds to contract with OCV, LLC to develop an application,
called “the Shenff’s App” that can be used on iPhone, Android, and other phones. Using the app,
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family, friends, and attorneys of inmates can get current information about an inmate (arrest,
charges, bond, fines, costs, visitor lists, and court and case numbers) or add money to an inmate’s
commissary or phone account (Tab 1).! OCV can develop the app and has performed this service
for sherift’s offices around the country.”

Getting an Apple Developer Account

To put a Collin County version of the Sheriff’s App, or any other County app, on Apple’s
distribution platforms, like the Apple App Store, the County would need to go through Apple’s
Developer Account Setup Process. This includes:

. Creating an Apple ID,
. Submitting a developer enrollment request,
. Submitting an Apple Store Letter, and
. Talking to Apple (Tab 2).
Apple’s Contracts

To create or obtain a developer account, the County must also sign a series of contracts
with Apple, including:

. the Apple Developer Agreement,

. the Apple Developer Program License Agreement,

. the Apple iTunesConnect Terms of Service, and

. the Apple Developer Application Transfer Agreement (which gives certain authority to

OCV) (Tabs 2, p.21; Tabs 4-7).
Apple’s Store Letter — An Authorization for a County Empioyee to Sign the Contracts

Apple makes these contracts available online in a process. To get access to the contracts,
the County would need to submit an Apple Store Letter (Tab 2, pp.1, 6, 10). This letter is designed
to give a person the authority to sign the contracts to create a developer account (Tab 2, pp.8, 10;
Tab 3). OCV has provided March 2018 versions of these contracts, which [ discuss here.

! See Local Gov’'t Code, § 351.0415(c) (*“The sheriff or the sheriff's designee may use commissary proceeds
only to: ... (5) fund physical plant improvements, technology, equipment, programs, services, and activities
that provide for the well-being, health, safety, and sccurity of the inmates and the facility.”).

2 hitps:/thesheriffapp.comy/



The Division of Authority

Although I have the authority to use commissary funds for the benefit of inmates (subject
to the County Auditor’s annual audit®) and to buy the Sheriff's App,* I don’t believe that I have
the authority to sign the related contracts by which Apple clearly intends to bind the County, not
just the 8.0., or the Store Letter.> Apple’s contracts go beyond just a mere contract under which I
would use commissary money to buy a good or service. Therefore, I ask you for an order that
authorizes me to sign the Apple Store Letter and designate a sheriff’s deputy to sign the developer
contracts.

Apple’s Contracts Overall

I would use commissary funds to engage OCV to develop the Sheriff’s App. If the Court
granted the order I request, then I would sign the Store Letter and a deputy would electronically
sign the Apple contraets. The County would open an Apple Developer Account.

Overall, Apple’s contracts are designed to facilitate Apple in providing its services to a
broad range of application developers, who then sell or otherwise distribute their apps on Apple’s
distribution platforms. Applc must provide developers with enough programming or other
information to permit developers to create apps that work on Apple’s technology. So, Apple’s
confracts protect Apple’s information and technology (e.g., confidentiality clauses, use
restrictions, and clauses prohibiting the transfer of rights or benefits) and try to absolve Apple from
all liability that might arise from a developer’s application (e.g., partnership and agency
disclaimers, warranty disclaimers, liability disclaimers, damage limitations, no-waiver clauses).

3 See Local Gov’t Code, § 351.0415(d); Tex. Att’y Gen. Op. No. KP-0079 (2016), at 5.

* See Local Gov't Code, § 351.0415(b) (*The sheriff or the sheriff’s designee (1) has exclusive control of
the commissary funds . . . ”); Tex. Att’y Gen. Op. No. GA-0901 (2011), al 4 {“A county sheriff controls
the county jail commissary fund, and as a result, the sheriff must make the initial determination, subject to
judicial review, as to whether procceds from the fund may be used for particular purposes. The proceeds
may be used only to fulfill one of the five purposes described in section 351.0415(c) of the Local
Government Code.”); Tex. Att’y Gen. Op. No. GA-0791 (2010), at 3 (“This office determined in Attorney
General Opinion JC-0122 that purchases from jail commissary proceeds are not subject to the competitive
procurement requirements in the County Purchasing Act, Local Government Code chapter 262,
subchapter 6C.”).

* In general, the commissioners court has the power to sign contracts for the county. Tex. Att’y Gen. Op.
No. IC-0214 (2000), at 7 {“Moreover, the general power to make contracts binding upon the county belongs
to the commissioners court.”). If a statute grants specific authority, then a sheriff may sign a contract. See
Tex, Att’y Gen. Op. No. DM-111, at 2 (1992) (“Generally, the commissioners court has sole authority to
make contracts binding on the county unless a statute expressly grants the county sheriff or other county
official the authority to contract for the county.”); Tex. Ait’y Gen. Op. No. DM-0067 (1991), at 2
(“Generally, the sheriff does not have authority to contract for the county. Anderson v. Wood, 152 S.W.2d
1084 (Tex. 1941); Attomey General Opinion DM-19 [(1991)]. In this case, however, the legislature has
given the sheriff express authority to enter into a contract for the operation of a jail commissary. The
commissioners court has no authority to controt the sherifls exercise of discretion in this regard.”).



Because 1 think the benefits outweigh the risks, I ask you to approve my request. While the
Apple contracts are, in a sense, one-sided, the County won’t incur substantial risk associated with
this application:

* I don’t think that the County can lose money by signing the Apple contracts or setting up the
Sheriff’s App (beyond the development fee from commissary funds). The Sheriff’s App will only
provide pcople a way fo get information about inmates and inmate services. No S.0. or County
operations will tum on the contracts.

« The Sheriff’s App itself will not handle money. The app will merely connect people to the
County’s and vendor’s websites that already handle commissary and phone-service transactions.
Those websites are secure (or not) independent of the Sheriff’s App. The use of the app adds no
risk.

* The County will not store data with OCV or Apple. Thus, the County doesn’t need to worry about
performance standards or warranties related to data storage.

» [ don’t see a way that an end user could lose money or have personal information exposed. The
Sheriff’s App itself will not collect private or personal information. The app will display only
puhlic information that will also be available on the Detention Facility’s website.

= While the Sheriff’s App will connect to various sources of information, for example, an inmate
list, the app will use the same connection for the Detention Facility’s website and the County’s IT
Department has already approved the connection.

In addition, signing Apple’s contracts is necessary to get the service and distribution of the
Sherifl’s App on Apple products. Because many people have only their phone as an internet
connection and because the Sheriff’s App will let a phone act as if it were a desk top cownputer,
the Sheriff’s App should reduce the number of phone calls to the Detention Facilities for basic
information and assistance about inmates.

Apple Developer Agreement (Tab 4}

This contract is six pages and establishes the basic relationship hetween Apple and a
developer. It gives the developer certain rights to access to Apple’s services and site (§§ 1,2, 7, 8,
15). As discussed, it contains provisions on confidentiality (§§ 4-6, 18), use restrictions (§§ 3, 7,
12, 16), and warranty, liability, and waiver disclaimers (§§ 13, 14, 19).

Apple Developer Program License Agreement (Tab 5)

This contract is 78 pages long. In it, Apple grants the developer a license to develop
applications for Apple-branded products and distribute them on Apple’s platforms (i.e., App Store,
B2B program area, use on Registered Devices, and TestFlight (for beta testing)) (see, e.g., §§ 1.1,
2.1,27,2.8,3.1,3.2,3.3.35, 5, 6, 7, 14), including rights related to third-party service providers,
such as OCV (§ 2.9)

As discussed, this contract contains provisions on confidentiality (§§ 2.3, 2.4, 9, 11.2(b)),
use restrictions (§§ 2.1, 2.2, 2.6, 2.7,3.2, 3.3.1-3.3.53, 7, 14.1, 14.8, attachment 1 (p.45),
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attachment 2 (p.48), attachment 3 (p.51), attachment 4 (p.53), attachment 5 (p.57), attachment 6
(p.59), attachment 7 (p.61), ), and warranty, liability, and waiver disclaimers, and indemnification
clauses (§§ 10, 12, 13, 14.7, 14.10(a), attachment 1, §6 (p.47), attachment2, §7 (p.50),
attachment 3, 74 (p.52), attachment 4, 94 (p.56), attachment 5, 95 (p.58), attachment 6, 9 5
(p.60), attachment 7, § 7 (p.50), schedule 1, § 5.1 (p.67), attachment 1 to exhibit C of schedule 1,
§ 11 (p.77)). The County would also appoint Apple and its subsidiaries agents for purposes of
marketing and delivering the Sheriff’s App to end users (see Schedule 1, p.63).

iTunes connect App Store Connect Terms of Service (Tab 6)

Apple grants access to its App Store under the App Store Connect Terms of Service and
an account with a password (§§ 1, 6). This contract has similar terms to those in the other two
contracts, including a confidentiality clause (§ 3), intellectual-property ownership clause (§ 8), and
disclaimers of warranties and liability and an indemnification clause (§§ 9, 10).

Application Transfer License Agreement (Tab 7)

Under this contract, the County would authorize and instruct Apple to transfer a licensed
application (thc Sheriff’s App) to the County’s developer account to be identified by the transferor
(OCV) in the iTunes Connect tool (introduction; § 2). The contract limits Apple’s liability (§ 4)
and waives warranties (§ 7).

Note: Although the County has a contract with another application developer, Citizen
Observer, LLC (Tab 8), for the tip411 app (Tab 9),% and this app is on Apple’s store, Collin County
doesn’t have an Apple Developer Account (Tab 10). After Citizen Observer developed tip411 for
the County, Apple started requiring third-party developers to gct their clients to open their own
developer accounts as a measure to fight unauthorized applications.

At this time, T don’t think that the County will need to sign analogous contracts with
Android. If this changes, 1 will present another item to the Commissioners Court.

¢ https://www.collincounts tx, zov/sheriff/Payes/tipline.aspx
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Apple Developer Account Setup
Process Summary

To get your app in the app stores, Apple is requiring that you setup an Apple Developer Account
and distribute the app through your account. OCV is here to help you with that process. Below
are the following items you will need throughout the process, a summary of the process you will
go through, and your first step to initialize the setup process.

Things You Will Need During the Setup P .
¢ Organization contact information
o You will need your full address, phone number, website, efc. during the process
+ Tax ID Number (Your Employer Identification Number or EIN)
o This will be submitted to Apple to request for them to waive your developer
program enroliment fees (normally $88 per year but are $0 with a waiver)
o DUNS Number (Only needed if you are NOT a government organization)
o This is your Dun & Bradstreet (D&B) D-U-N-8 Number, 8 unique nine digit
identification number, for each physical location of your business.
App Store Letter
o The Store Letter will have to follow a specific format that Apple has specified
stating that you want to set up an Apple developer account and app store. Just
note that you will receive the template with the fuli documentation we will provide
after you reply to the email you received.
Alias emall address
o This is what you will set up with “Your First Step” below

m 's Pr
1. Create Apple ID
a. You will set up an Apple ID with your app’s email address.
2. Developer Enroliment Request
a. You will submit a developer enroliment request with your contact information and
tax ID to request the fee waiver.

3. Store Letter Submission
a. Apple will take 1-2 days to reply to your request and will ask for a store ietter on
official letterhead to prove your identity.
4. Apple Phone Call
a. Apple will take 1-2 days to get back with you after submitting your letter. Apple
will call your phone number you provided them during the process
5. Approved!
a. Your account is set up and ready to get your app submitted for review and then
released to the public!

Table Of Contents
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Your First Step

The first step you will have to do is create an alias email address to use for the store setup
process. Whether that is an alias email for your domain (i.e. gpp@mygcv,.com) or you would
like us to setup a generic email address for you {either a gmail.com, hotmail.com, or
outlook.com account that both parties will have the login information for).

Once you have setup the alias email, please reply to the email you received this file in and we
can get you the full setup document and get the process moving.

Questions?
You can either reply to the email you received this file in to talk with your iOS App Store Setup
Representative(s) or you can reach out to your sales representative.

Table Of Contents
Page 2
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OCV, LLC’s Apple Developer Account
Setup Process Documentation

Table of Contents

Background & Timeline

Your Setup Process Choices

What you will need during either setup process
App Store Setup Process Outline

Definitions

FAQ (Frequently Asked Questions)
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h. You will now see an enrollment screen with your email address, name, and
country. If any of these are wrong, use the blue “Contact Us” button on the
screen.

i.  Select your entity type in the dropdown and hit “Continue” in the bottom right of
the screen. (Make sure to pick the right one, especially if it is “Government
Organization,” “Nonprofit Organization,” or “Accredited Educational Institution® as
this will prompt you on the next screen to submit for you fee waiver)

Enthty Type B L
| develop apps as | Select \f_}

Cancel Cortnue

j- Atthe top of the next screen, you will need to sefect if you are the person in
charge of your organization (i.e. sheriff, director, CEQ, etc.) or if you have been
given permission by that person to accept legal agreements on behalf of the
organization. Select the correct option.

i.  Ifyou are the person in charge, select the owner/founder option and
provide your work email.

Autharity to Sign Legal Agreements

Caonfirm that you have Lhe authority to sign fegal
agreements on behalf of your arganization.

® 1 am lhe ownerffounder and have the authority
bind my orgenization to legal agreements.

1 My organization has given me the authority to
bind it ta iegal agreements. '

o e

Your Wark Email |

ii.  if you have been given authority, input your work email. Then provide the
contact information of your organization's leader {e.g. sheriff, director,
CEOQ, etc.) as the “Verification Contact.”

Table Of Contents
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Legal ¥

Below is the link to the current Apple documentation and terms of service that you will be binded
to when setting up an app store; (NOTE: These links require you to be logged in to an Apple
developer account, below this section is OCV’s direct links to the Agreements so that you can
view them without setting up your account first)

https://developer. le.

Below are links to the current legal agreements and terms of service that you will have to agree
to set up an app store and use iTunesConnect to release an app. Next to each item is the date
that the information was pulied by OCV,LLC from Apple.

(NOTE: OCV, LLC is providing these documents for convenience and can not guarantee that al}
items below are 100% up to date at all times. OCV, LLC will stay up to date on Apple License
Agreements as much as possible).

Apple Developer Agreement - Last Pulled on 3/14/18
Apple Developer Program License Agreement - Last Pulled on 3/14/18

Apole iTune nect TERMS OF - | ast Pull i
Apple Developer Application Transfer Agreement - Last Pulied 3/25/18

Table Of Contents
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Store Letter Template

Below has to be on official letterhead:

I, [Client Name], have the legal authority to bind my organization, [Organization Name], to all iegal agreements
presented on behalf of the Apple Developer Programs.

My organization, [Organization Name], has the intent to participate in the Apple Developer Programs.

(if you are being authonized to accept on behalf of your organization, include the following line.)
And |, fSupervisor's Name], am delegating authorily for {Client Name] fo sign current and subsequent versions

of the Apple Developer Program legal agreements.

My enrallment ID is {Provided enroliment ID from Apple in their amaif].
(Orly If you have been given authority from an admin shouid you

Thank you,

includa the befow]
Signature Supervisor's Signaturg
[Client Name] [Supervisor's Name]
[Client Job Title] [Suparvisor's Job Title)
[Client Email} [Supervigor's Email]

{the following should be included here or somewhere on the letterhead)
Client Organization Name

Full Address {non P.Q. box)}

Phone

Website URL

Table Of Contents
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OFFICE OF THE SHERIFF
COLLIN COUNTY 4300 Community Avenue

McKinney, Texas 75071

Jim Skinner, Sheriff

Date: July 17,2018
To: Apple
From: Sheriff Jim Skinner

Regarding: Apple Developer Program

L, Deputy Jessica Pond, have the lzgal authority to bind my organization, Collin County
Sheriff’s Office, to all legal agreements presenied on behalf of the Apple Developer Programs.
My organization, the Collin County Sheriff’s Office, has the intent to patticipate in the Apple
Developer Programs.

In addition, 1, Sheriff Jim Skinner, am delegating authority for Deputy Jessica Pond to
sign current and subsequent versions of the Apple Developer Program legal agreements. My

enrollment 1D is

Thank you,
Jessica Pond Jim Sk]nn.er
Deputy Sheriff o o Sheriff
JLPond@collincounts tx,oov SherifiSkinner @ collincountytx. gov
Tax ID: 756000873
App Email:

CollinCountySheriffOfficei@gmail.com

Sheriff’s Office (972) 547-5100 Admin (972) 547-5108 Fax (972) 547-5304
Detention (972) 547-5200 Metro (972) 424-1433  Fax (972) 547-5301
www.collincountysheriff.org



m ~

THIS IS A LEGAL AGREEMENT BETWEEN YOU AND APPLE INC. ("APPLE™) STATING THE
TERMS THAT GOVERN YOUR PARTICIPATION AS AN APPLE DEVELOPER. PLEASE READ
THIS APPLE DEVELOPER AGREEMENT (“AGREEMENT”) BEFORE PRESSING THE
"AGREE" BUTTON AND CHECKING THE BOX AT THE BOTTOM OF THIS PAGE. BY
PRESSING "AGREE,"” YOU ARE AGREEING TO BE BOUND BY THE TERMS OF THIS
AGREEMENT. {F YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, PRESS
"CANCEL".

Apple Developer Agreement

1. Relationship With Apple; Apple ID and Password. You understand and agree that by
registering with Apple to become an Apple Developer {"Apple Developer”), no legal partnership or
agency relationship is created between you and Apple. You agree not to represent otherwise. You
also certify that you are at least thirteen years of age and you represent that you are legally
permitted fo register as an Apple Developer. This Agreement is void where prohibited by Jaw and
the right to register as an Apple Developer is not granted in such jurisdictions. Unless otherwise
agreed or permitted by Apple in writing, you cannot share or transfer any bensfits you receive from
Apple in connection with being an Apple Developer. The Apple ID and password you use o log
into your Apple Developer account cannot be shared in any way or with anyone. You are
responsible for maintaining the confidentiality of your Apple ID and password and for any activity in
connection with your account.

2. Developer Benefits. As an Apple Developer, you may have the opportunity to attend
certain Apple developer conferences, technical talks, and other events {including online or
electronic broadcasts of such events) (“Apple Events®). In addition, Apple may offer to provide
you with certain services ("Services"), as described more fully herein and on the Apple Devsloper
web pages ("Site"), solsly for your own use in connection with your participation as an Apple
Developer. Services may include, but not be limited to, any services Apple offers at Apple Events
or on the Site as well as the offering of any content or materials displayed on the Site (“Content”).
Apple may change, suspand or discontinue providing the Services, Site and Content to you at any
time, and may impose limits on certain features and materials offered or restrict your access to
parts or all of such materials without notice or liability.

3. Restrictions. You agree not to exploit the Site, or any Services, Apple Events or Content
provided fo you by Apple as an Apple Developer, in any unauthorized way, inciuding but not limited
to, by trespass, burdening network capacity or using the Services, She or Content other than for
authorized purposes. Copyright and other intellectual property laws protect the Site and Content
provided to you, and you agree to abide by and maintain all notices, license information, and
restrictions contained therein. Unless expressly permitted herein or otherwise permitted in a
separate agreement with Apple, you may not modify, publish, network, rent, lease, loan, transmit,
sell, participate in the transfer or sale of, reproduce, create derivative works based on, redistribute,
perform, display, or in any way exploit any of the Site, Content or Services. You may not
decompile, reverse engineer, disassemble, or attempt to derive the source code of any software or
security components of the Services, Site, or Content (except as and only to the extent any
foregoing restriction is prohibited by applicable law or to the extent as may be permitted by any
licensing terms accompanying the foregoing). Use of the Site, Content or Services to violate,
temper with, or circumvent the security of any computer network, software, passwords, encryption
codes, technological protection measures, or to otherwise engage in any kind of ilegal activity, or
to enable others to do so, is expressly prohibited. Apple retains ownership of all its rights in the
Site, Content, Apple Events and Services, and excapt as expressly set forth herein, no other rights
or licenses are granted or to be implied under any Apple intellectual property.

4, Confidentiality. Except as otherwise set forth herein, you agree that any Apple pre-
release software, services, and/or hardware (including related documentation and materials)
provided to you as en Apple Developer (“Pre-Release Materials®) and any information disclosed



by Apple to you in connection with Apple Events will be considered and referred to as “Apple
Confidential Information”.

Notwithstanding the foregoing, Apple Confidential Information will not include: (a) information that is
generally and legitimately available to the public through no fault or breach of yours; (b) information
that is generally made available to the public by Apple; (c) information that is independently
devsloped by you without the use of any Apple Confidential Information; (d) information that was
rightfully obtained from a third party who had the right to transfer or disclose it to you without
limitation; or () any third party software andfor documnentation provided to you by Apple and
accompanied by licensing terms that do not impose confidentiality obligations on the use or
disclosure of such software and/or documentation. Further, Apple agrees that you will not be
bound by the foregoing confidentiality terms with regard to technical Information about Apple pre-
release software, services and/or hardware disclosed by Apple at WWDC (Apple’s Worldwide
Developers Conference), except that you may not post screen shots of, write pubiic reviews of, or
radistribute any such materials.

5. Nondisclosure and Nonuse of Apple Confidential Information. Unless otherwise
eXpressly agreed or permitted in writing by Apple, you agree not to disclose, publish, or
disseminate any Apple Confidential Information to anyone other than to other Apple Developers
who are employees and contractors working for the sarne entity as you and then only to the extent
that Apple does not otherwise prohibit such disclosure. Except for your authorized purposes as an
Apple Developer or as otherwise expressly agreed or permitted by Apple in writing, you agree not
to use Apple Confidential Information in any way, including, without limitation, for your own or any
third party’s benefit without the prior written approval of an authorized representative of Apple in
each instance. You further agree to take reasonable precautions to prevent any unauthorized use,
disclosure, pubiication, or dissemination of Apple Confidential Information. You acknowledge that
unauthorized disclosure or use of Apple Confidential Information could cause irreparable harm and
significant injury to Apple that may be difficult to ascertain. Accordingly, you agree that Apple will
have the right fo seek immediate injunctive relief to anforce your obligations under this Agreement
in addition to any other rights and remedies it may have. If you are required by law, regulation or
pursuant to the vaiid binding order of a court of competent jurisdiction to disclosa Apple
Confidential Information, you may make such disclosure, but only if you have notified Apple before
making such disclosure and have used commercially reasonable efforts to limit the disclosure end
to seek confidential, protective treatment of such information. A disclosure pursuant to the
previous sentence will not relieve you of your obligations to hold such information as Apple
Confidential Information.

6. Confidential Pre-Release Materials License and Restrictions. If Apple provides you
with Pre-Release Materials, then subject to your compliance with the terms and conditions of this
Agreement, Apple hereby grants you a nonexclusive, nontransferable, right and license to use the
Pre-Release Matarials only for the limited purposes set forth in this Section 6: provided however
that if such Pre-Reigase Materials are subject 1o a separate license agreement, you agree that the
license agreement accompanying such materials in addition to Sections 4 and 5 of this Agreement
shall also govern your use of the Pre-Release Materials, You further agree that in the event of any
inconsistency between Section 4 and 5 of this Agreement and the confidentiality restrictions in the
license agreement, the license agreement shall govern. You agree not to use the Pre-Releass
Materials for any purpose other than testing and/or development by you of a product designed to
opsrate in combination with the same operating systemn for which the Pre-Release Materials are
designed. This Agreement does not grant you any right or license to incorporate or make use of
any Apple intellectual property (including for example and without limitation, trade secrets, patents,
copyrights, trademarks and industrial designs) in any product. Except as expressly set forth herein,
no other rights or licenses are granted or to be implied under any Apple inteliectual property. You
agree not to decomplle, reverse engineer, disassemble, or otherwise reduce the Pre-Release
Materials to a human-perceivable form, end you will not modify, network, rent, lease, transmit, sell,
or loan the Pre-Release Materials in whole or in part.



7. Developer Content License and Restrictions. As an Apple Developer, you may have
access to certain proprietary content (including, without limitation, video presentations and audio
recordings) that Apple may meke availabla to you from time fo time (“Content®). Content shall be
considered Apple Confidential Information, unless otherwise agreed or permitted in writing by
Apple. You may not share the Content with anyone, including, without limitation, employees and
contractors working for the same entity as you, regardless of whether they are Appie Developers,
uniess otherwise expressly permitted by Apple. Subject to these terms and conditions, Apple
grents you a personal and nontransferable license to access and use the Content for authorized
purposes as an Apple Developer; provided that you may only downioad one (1) copy of the
Content and such download must be completed within the time period specified by Apple for such
download. Except as expressly permitted by Apple, you shall not modify, franslate, reproduce,

" distribute, or create derivative works of the Content or any part thereof. You shall not rent, leass,

loan, sell, sublicense, assign or otherwise transfer any rights in the Content. Apple and/or Apple’s
licensor(s) retain ownership of the Content itself and any copies or portions thereof. The Content is
licensed, not sold, to you by Apple for use only under this Agreement, and Apple reserves all rights
not expressly granted to you. Your rights under this license to use and access the Content will
terminate automatically without notice from Apple if you fail to comply with any of these provisions.

8. Compatibiiity Labs; Developer Technical Support (DT8). As an Apple Developer, you
may have access to Apple’s software and/or hardware compatibility testing and development labs
{*Labs") and/or developer technical support incidents ("DTS Services") that Apple may make
availabie to you from time to time as an Apple developer benefit or for a separete fee. You agree
that all use of such Labs and DTS Services will be in accordance with Apple’s usage policies for
such services, which are subject to change from time to time, with or without prior notice to you.
Without limiting the foregoing, Appie may post on the Site and/or send an email to you with notices
of such changes. Itis your responsibility to review tha Site and/or check your email address
registered with Apple for any such notices. You agree that Apple shall not be liable to you or any
third party for any modification or cessation of such services. As part of the DTS Services, Apple
may supply you with certain code snippets, sample code, software, and other materials
{"Materials”). You agree that any Materials that Apple provides as part of the DTS Services are
licensed to you and shall be used by you only in accordance with the terms and conditions
accompanying the Materials. Apple retains ownership of ail of its right, title and interest in such
Materials and no other rights or licenses are granted or to be implied under any Appie intellectual
property. You have no right to copy, decompile, reverse engineer, sublicense or otherwise
distribute such Materials, except as may be expressly provided in the terms and conditions
accompanying the Matarials. YOU AGREE THAT WHEN REQUESTING AND RECEIVING
TECHNICAL SUPPORT FROM DTS SERVICES, YOU WILL NOT PROVIDE APPLE WITH ANY
INFORMATION, INCLUDING THAT INCORPORATED IN YOUR SOFTWARE, THAT IS
CONFIDENTIAL TO YOU OR ANY THIRD PARTY. YOU AGREE THAT ANY NOTICE,
LEGEND, OR LABEL TO THE CONTRARY CONTAINED IN ANY SUCH MATERIALS
PROVIDED BY YOU TO APPLE SHALL BE WITHOUT EFFECT. APPLE SHALL BE FREE TO
USE ALL SUCH INFORMATION IT RECEIVES FROM YQOU IN ANY MANNER IT DEEMS
APPROPRIATE, SUBJECT TO ANY APPLICABLE PATENTS OR COPYRIGHTS. Apple
reserves the right to reject a request for access to Labs or for DTS Services at any time and for any
reason, in which event Apple may credit you for the rejected lab or support request. You shall be
solely responsible for any restoration of fost or altered files, data, programs or other materials

provided.

9. Amendment; Communication. Apple reserves the right, at its discretion, to modify this
Agreement, including any rules and policies at any time. You will be responsible for reviewing and
becoming familiar with any such modifications {including new terms, updates, revisions,
supplements, modifications, and additional rules, palicies, terms and conditions)("Additional
Terms”) communicated to you by Apple. All Additional Terms are hereby incorporated into this
Agreement by this reference and your continued use of the Site will indicata your acceptance of
any Additional Terms. In addition, Apple may be sending communications to you from time to time.
Such communications may be in the form of phone calls and/or emails and may include, but not be



limited to, membership information, marketing materials, technical information, and updates and/or
changes regarding your participation as an Apple Developer. By agresing to this Agreement, you
consent that Apple may provide you with such communications.

10. Term and Termination. Apple may terminate or suspend you as a registered Apple
Developer at any time in Apple’s sole discretion. If Apple terminates you as a registered Apple
Developer, Apple reserves the right to deny your reapplication at any time in Apple’s sole
discrefion. You may terminate your participation as a registered Apple Developer at any time, for
any reason, by nofifying Apple in writing of your intent o do so. Upon any termination or, at
Apple’s discretion, suspension, all rights and licenses granted to you by Apple will cease, including
your right to access the Site, and you agrea to destroy any and all Apple Confidential Information
that is in your possession or control. At Apple’s request, you agree to provide certffication of such
destruction to Apple. No refund or partial refund of any fees paid hereunder or any other fees will
be made for any reason. Following termination of this Agreement, Sections 1, 3-5, 7 {(but only for
so long as the duration specified by Apple for such usage), 10-19 shall continue to bind the parties.

11. Apple Independent Development. Nothing in this Agreement will impair Apple’s right to
develop, acquire, license, market, promote or distribute products, software or technologies that
perform the same or similar functions as, or otherwise compete with, any other products, software
or technologies that you may develop, produce, market, or distribute. In the absence of a separate
written agresment to the contrary, Apple will be free to use any information, suggestions or
recommendations you provide to Apple pursuant to this Agresment for any purpose, subjact to any
applicable patents or copyrights.

12. Use Of Apple Trademarks, Logos, ete. You agree to follow Apple’s rademark and
copyright guidelines as published at: www.apple.com/legal/guidelinesfor3rdparties.html
(“Guldelines") and as may be medified from time to time. You agree not to use the marks “Apple,”
the Apple Logo, "Mac", “iPhone,” "iPod touch” or any other marks belonging or liceneed to Apple in
any way except as expressly authorized in writing by Apple in each instance or as pemitted in
Apple’s Guidelines. You agree that all goodwill arising out of your authorized use of Apple’s marks
shall inure to the benefit of and belong to Apple.

13. No Warranty. APPLE AND ITS AFFILIATES, SUBSIDIARIES, OFFICERS, DIRECTORS,
EMPLOYEES, AGENTS, PARTNERS, AND LICENSORS {COLLECTIVELY, “APPLE” FOR
PURPOSES OF THIS SECTION 13 AND 14) DO NOT PROMISE THAT THE SITE, CONTENT,
SERVICES (INCLUDING, FUNCTIONALITY OR FEATURES OF THE FOREGOING]), LABS, DTS
SERVICES, OR ANY OTHER INFORMATION OR MATERIALS THAT YOU RECEIVE
HEREUNDER AS AN APPLE DEVELOPER (COLLECTIVELY, THE “SERVICE" FOR PURPOSES
OF THIS SECTION 13 AND 14) WILL BE ACCURATE, RELIABLE, TIMELY, SECURE, ERROR-
FREE OR UNINTERRUPTED, OR THAT ANY DEFECTS WILL BE CORRECTED. THE SERVICE
IS PROVIDED ON AN “AS-1S” AND "AS-AVAILABLE” BASIS AND THE SERVICE IS SUBJECT
TO CHANGE WITHOUT NOTICE. APPLE CANNOT ENSURE THAT ANY CONTENT
{INCLUDING FILES, INFORMATION OR OTHER DATA) YOU ACCESS OR DOWNLOAD FROM
THE SERVICE WILL BE FREE OF VIRUSES, CONTAMINATION OR DESTRUCTIVE
FEATURES. FURTHER, APPLE DOES NOT GUARANTEE ANY RESULTS OR
IDENTIFICATION OR CORRECTION OF PROBLEMS AS PART OF THE SERVICE AND APPLE
DISCLAIMS ANY LIABILITY RELATED THERETO. APPLE DISCLAIMS ALL WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING ANY WARRANTIES OF ACCURACY, NON-
INFRINGEMENT, MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. APPLE
DISCLAIMS ANY AND ALL LIABILITY FOR THE ACTS, OMISSIONS AND CONDUCT OF ANY
THIRD PARTIES IN CONNECTION WITH OR RELATED TO YOUR USE OF THE SERVICE.
YOU ASSUME TOTAL RESPONSIBILITY AND ALL RISKS FOR YOUR USE OF THE SERVICE,
INCLUDING, BUT NOT LIMITED TO, ANY INFORMATION OBTAINED THEREON. YOUR SOLE
REMEDY AGAINST APPLE FOR DISSATISFACTION WITH THE SERVICE IS TO STOP USING
THE SERVICE. THIS LIMITATION OF RELIEF IS A PART OF THE BARGAIN BETWEEN THE
PARTIES. TO THE EXTENT THAT APPLE MAKES ANY PRE-RELEASE SOFTWARE,



HARDWARE OR OTHER PRODUCTS, SERVICES OR INFORMATION RELATED THERETO
AVAILABLE TO YOU AS AN APPLE DEVELOPER, YOU UNDERSTAND THAT APPLE IS
UNDER NO OBLIGATION TO PROVIDE UPDATES, ENHANCEMENTS, OR CORRECTIONS, OR
TO NOTIFY YOU OF ANY PRODUCT OR SERVICES CHANGES THAT APPLE MAY MAKE, OR
TO PUBLICLY ANNOUNCE OR INTRODUCE THE PRODUCT(S) OR SERVICE AT ANY TIME IN
THE FUTURE.

14.  Disclaimer of Liability. TO THE EXTENT NOT PROHIBITED BY APPLICABLE LAW, IN
NO EVENT WILL APPLE BE LIABLE FOR PERSONAL INJURY, OR ANY INCIDENTAL,
SPECIAL, INDIRECT, CONSEQUENTIAL OR PUNITIVE DAMAGES WHATSOEVER,
INCLUDING, WITHOUT LIMITATION, DAMAGES RESULTING FROM DELAY OF DELIVERY,
FOR LOSS OF PROFITS, DATA, BUSINESS OR GOODWILL, FOR BUSINESS INTERRUPTION
OR ANY OTHER COMMERCIAL DAMAGES OR LOSSES, ARISING QUT OF OR RELATED TO
THIS AGREEMENT OR YOUR USE OR INABILITY TO USE THE SERVICE, HOWEVER
CAUSED, WHETHER UNDER A THECRY OF CONTRACT, WARRANTY, TORT {INCLUDING
NEGLIGENCE), PRODUCTS LIABILITY, OR OTHERWISE, EVEN IF APPLE HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, AND NOTWITHSTANDING THE
FAILURE OF ESSENTIAL PURPOSE OF ANY REMEDY. IN NO EVENT SHALL APPLE’S
TOTAL LIABILITY TO YOU UNDER THIS AGREEMENT FOR ALL DAMAGES (OTHER THAN AS
MAY BE REQUIRED BY APPLICABLE LAW IN CASES INVOLVING PERSONAL INJURY)
EXCEED THE AMOUNT OF FIFTY DOLLARS {$50.00).

15. Third-Party Notices and Produets. Third-party softiware provided by Apple to you as an
Apple Developer may be accompanied by its own licensing terms, in which case such licensing
terms will govern your use of that particular third-party software. Mention of third-parties and third-
party preducts in any materials, documentation, advertising, or promotions provided to you as an
Apple Developer is for informational purposes only and constitutes neither an endorsement nor a
recommendation. All third-party product specifications and descriptions are supplied by the
respeclive vendor or supplier, and Apple shall have no responsibility with regard to the selection,
performance, or use of these vendors or products. All understandings, agreements, or warranties,
if any, take place directly between the vendors and the prospective users.

16. Export Control. You may not use or otherwise export or re-export any Apple Confidential
Information received from Apple except as authorized by United States law and the laws of the
jurisdiction in which the Apple Confidential Information was obtained. In particular, but without
limitation, the Apple Confidential Information may not be exported or re-exported (a} into any U.S.
embargoed countries or (b) to anyone on the U.S. Treasury Department's list of Specially
Designated Nationals or the U.S. Department of Commerce Denied Person's List or Entity List or
any other restricted party lists. By becoming an Apple Developer or using any Apple Confidential
information, you represent and warrant that you are not located in any such country or on any such
list. You also agree that you will not use any Apple Confidential Infermation for any purposes
prohibited by United States law, including, without limitation, the development, design, manufacture
or production of nuclear, chemical or biological weapons.

17. Governing Law. This Agreement will be govemed by and construed in accordance with
the laws of the State of California, excluding its conflict of taw provisions. The parties further submit
to and waive any objections to personal jurisdiction of and venue in any of the following forums:
L. S. District Court for the Northern District of California, California Superior Court for Santa Clara
County, Santa Clara County Municipal Court, or any other forum in Santa Clara County, for any
disputes arising out of this Agreement.

18. Government End Users. Certain Apple Confidential Information may be censidered
"Commercial ltems”, as that term is defined at 48 C.F.R. §2.101, consisting of “Commercial
Computer Software” and “Commercial Computer Software Documentation”, as such terms are
used in 48 C.F.R. §12.212 or 48 C.F.R. §227.7202, as applicable. Censistent with 48 C.F.R.
§12.212 or 48 C.F.R. §227.7202-1 through 227.7202-4, as applicable, the Commercial Computer



Software and Commercial Computer Software Documentation are being licensed to L).S.
Govemment end users (a) only as Commercial ltems and (b) with only those rights as are granted
to all other end users pursuant to the terms and conditions hereln. Unpublished-rights reserved
under the copyright laws of the United States.

19. Miscellaneous. No delay or failure o take action under this Agreement will constitute a
waiver unless expressly waived in writing, signed by a duly authorized representative of Apple, and
no single waiver will constitute a continuing or subsequent waiver. This Agreement will bind your
successors but may not be assigned, in whole or part, by you without the written approval of an
authorized representative of Apple. Any non-conforming assignment shall be nuil and void. If any
provision is found to be unenforceable or invalid, that provision shall be limited or eliminated to the
minimum extent necessary so that this Agreement shall otherwise remain in full force and sifect
and enforceable. This Agreemant constitutes the entire agreement between the parties with
respect fo its subject matter and supersedes all prior er contemporanecus understandings
regarding such subject matter. No addition io or removal or modification of any of the provisions of
this Agreement will be binding upon Apple unless made in writing and signed by an authorized
representative of Apple. The parties hereto confirm that they have requested that this Agresment
and all attachments and refated documents be drafted in English. Les parties ont exigé que le
présent contrat et fous les documents connexes soient rédigés en anglais.
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PLEASE READ THE FOLLOWING APPLE DEVELOPER PROGRAM LICENSE AGREEMENT
TERMS AND CONDITIONS CAREFULLY BEFORE DOWNLOADING OR USING THE APPLE
SOFTWARE OR APPLE SERVICES. THESE TERMS AND CONDITIONS CONSTITUTE A
LEGAL AGREEMENT BETWEEN YOU AND APPLE.

Apple Developer Program License Agreement

Purpose

You would like to use the Apple Software (as defined below) to develop one or more Applications
(as defined below) for Apple-branded products. Apple is willing to grant You a limited licensa to
use the Apple Software and Services provided to You under this Pragram to develop and test
Your Applications on the terms and conditions set forth in this Agreement.

Applications developed under this Agreement for iOS Products, Apple Watch, or Apple TV can be
distributed in four ways: {1) through the App Stors, if selected by Apple, (2} through the B2B
Program area of the App Store, if selected by Apple, {3) on a limited basis for use on Registered
Devices (as defined below), and (4) for beta testing through TestFlight. Applications developed
for macOS can be distributed through the App Store, if selected by Apple, or separately
distributed under this Agreement.

Applications that meet Apple’s Documentation and Program Requirements may be submitted for
consideration by Apple for distribution via the App Store, B2B Program, or for beta testing through
TestFlight. If submitted by You and selected by Apple, Your Applications will be digitally signed
by Apple and distributed, as applicable. Distribution of free {no charge} Applications {(including
those that use the In-App Purchase AP for the delivery of free content) will be subject to the
distribution terms contained in Schedule 1 to this Agreement. If You would like to distribute
Applications for which You will charge a fee or would like to use the In-App Purchase API for the
delivary of fee-based content, You must enter into a separate agreement with Apple (“Schedule
2"). If You would like to distribute Applications via the B2B Program, You must enter into a
separate agreement with Apple (*Schedule 37). You may also create Passes (as definad balow)
for use on Apple-branded products running iQS or watchQS under this Agreement and distribute
such Passes for use by Wallet.

1. Accepting this Agreement; Definitions

1.1 Acceptance

In order to use the Apple Software and Services, You must first accept this Agreement. If You do
not or cannot accept this Agreement, You are not permitted to use the Apple Software or
Services. Do not download or use the Apple Software or Services in that case. You accept and
agree to the terms of this Agreement on Your own behalf and/or on behalf of Your company,
organization, educational institution, or agency, instrumentality, or department of the federal
government as its authorized legal representative, by doing either of the following:

(a) checking the box displayed at the end of this Agreement if You are reading this on an Apple
website; or

(b} clicking an “Agree” or similar button, where this option is provided by Apple.

1.2 Definitions
Whenever capitalized in this Agreement:

"Ad Support APls” means the Documented APls that provide the Advertising |dentifier and
Advertising Preference.

Progrem Agreement
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“Advertising Identifler’ means a unique, non-personal, non-permanent identifier provided by
i08 or tvOS through the Ad Support APls that is associated with a particular iOS Product or
Apple TV and is to be used solely for advertising purposes, unless otherwise expressly approved
by Apple in writing.

“Advertising Preference” means the iOS or tvOS setting that enables an end-user to set an ad
tracking preference,

“Agreement” means this Apple Developer Program License Agreement, including any
attachments, Schedule 1 and any exhibits thereto which are hereby incorporated by this
reference. For clarity, this Agreement supersedes the iOS Developer Program License
Agresment (including any attachments, Schedule 1 and any exhibits thereto), the Saferi
Extensions Digital Signing Agreement, the Safari Extensions Gallery Submission Agreement, and
the Mac Developer Program License Agreemant.

“App Store’ means an electronic store and its storefronts branded, owned, and/or controlled by
Apple, or an Apple Subsidiary or other affiliate of Appie, through which Licensed Applications may
be acquired.

“App Store Connect’ means Apple’s proprietary online content management tool for
Applications.

“Apple” means Apple Inc., a California corporation with its principal place of business at One
Apple Park, Cupertino, California 95014, U.S.A.

"Apple Certificates” means the Apple-issued digital certificates provided to You by Apple under
the Program.

“Apple Maps Service” means the mapping platform and Map Data provided by Apple via the
MapKit API for iOS version 6 or later and for use by You only in connection with Your
Applications, or the mapping platform and Map Data provided by Apple via MapKit JS for use by
You only in connection with Your Applications, websites, or web applications.

“‘Apple Pay APls” means the Documented APls that enable end-users to send payment
information they have stored on a supported Apple-branded product to an Application to be used
in payment transactions made by or through the Application, and includes other payment-related
functionality as described in the Documentation.

“Apple Pay Payload” means a customer data package passed through the Apple Software and
Apple Pay APIs as part of a payment fransaction (e.g., name, email, billing address, shipping
address, and device account number).

“Apple Push Notificatlon Service” or “APN" means the Apple Push Notification service that
Apple may provide to You to enable You to transmit Push Notifications to Your Application or for
use as otherwise permitted harein.

“APN API" means the Documentad AP that enables You to use the APN to deliver a Push
Notification to Your Application or for use as otherwise permitted herein.

"Apple Services” or “Services” means the developer services that Apple may provide or make
available through the Apple Software or as part of the Program for use with Your Covered
Products or development, including any Updates thereto (if any) that may be provided to You by
Apple under the Program.

“Apple Software” means Apple SDKs, iOS, watchOS, tvOS, and/or macOS, the Provisioning
Profiles, FPS SDK, FPS Deployment Package, and any other software that Apple provides to You
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under the Program, including any Updates thereto (if any) that may be provided to You by Apple
under the Program.

“Apple SDKs™ means the Apple-proprietary Software Development Kits (SDKs) provided
hereunder, including but not limited to header files, APls, libraries, simulators, and software
{source code and object code) labeled as part of i0S, watch0OS, tvOS, or Mac SDK and included
in the Xcode Developer Tools package for purposes of targeting Apple-branded produets running
i0S8, watchOS, tvOS, or macOS, respectively.

"Apple Subsidiary’ means a corporation at least fifty percent (50%) of whose outstanding shares
or securities {representing the right to vote for the election of directors or other managing
authority) are owned or controlled, directly or indirectly, by Apple, and that is involved in the
operation of or otherwise affiliated with the App Store, B2B Program, TestFlight, and as otherwise
referenced herein (e.g., Attachment 4).

“Apple TV' means an Apple-branded product that runs the tvDS.
“Apple Watch" means an Apple-branded product that runs the watchQSs.

“Application” means one or mora software programs (including extensions, media, and Libraries
that are enclosed in a single software bundle) developed by You in compliance with the
Documentation and the Program Requirements, for distribution under Your own trademark or
brand, and for specific use with an Apple-branded product running iOS, watchQS, tvOS, or
macQOS$, as applicable, including bug fixes, updates, upgrades, modifications, enhancements,
supplements to, revisions, new releases and new versions of such software programs.

‘Authorized Developers" means Your employees and contractors, members of Your
organization or, if You are an educational institution, Your faculty and staff who (a) each have an
active and valid Apple Developer account with Apple, (b) have a demonstrable need to know or
use the Apple Software in order to develop and test Covered Products, and (c) to the extent such
individuals will have access to Apple Confidential Information, each have written and binding
agreements with You to protect the unauthorized use and disclosure of such Apple Confidential
informatfion.

“Authorized Test Units” means Apple-branded hardware units owned or controlled by You that
have been designated by You for Your own testing and development purposes under this
Program, and if You permit, Apple-branded hardware units owned or controlled by Your
Authorized Developsers so long as such unils are used for testing and development purposes on
Your behalf and only as permitted hereunder.

‘Beta Testers” means end-users whom You have invited to sign up for TestFlight in order to test
pre-release versions of Your Appiication and who have accepted the terms and conditions of the
TestFlight Application.

“B2B Program” means the Apple program that offers third parties (who are accepted into the
B2B program) the ability {o obtain volume purchases of Licensed Applications and/or customized
Licansed Appiications through the B2B area of the App Store, or as otherwise permittad by Apple.

“ClassKit APIs” means the Documented APis that enable You to send student progress data for
use in a school-managed environment.

“CloudKit APIs™ means the Documented APIs that enable Your Applications, Web Software,
and/or Your end-users (if You permit them) to read, write, query and/or retrieve structured data
from public and/or private containers in iCloud.
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"Covered Products" means Your Applications, Libraries, Passes, Safari Extensions, Safari Push
Notifications, and/or FPS implementations developed under this Agreement.

“DeviceCheck APIs" means the set of APIs, including server-side APIs, that enable You to set
and query two bits of data associated with a device and the date on which such bits wers fast
updated.

‘DeviceCheck Data" means the data stored and returned through the DeviceCheck APIs.

“Documentation” means any technical or other specifications or documentation that Apple may
provide to You for use in connection with the Apple Software, Apple Services, Apple Certificates,
or otherwise as part of the Program.

“Documented API(s)’ means the Application Programming Interface(s) documented by Apple in
published Apple Documentation and which are contained in the Apple Software.

“Face Data” means information related to human faces (e.g., face mesh data, facial map data,
face modeling data, facial coordinates or facial landmark data, including data from an uploaded
photo} that is obtained from a user’s device and/or through the use of the Apple Software (e.g.,
through ARKit, the Camera APls, or the Photo APls), or that is provided by a user in or through
an Application (e.g., uploads for a facial enalysis service).

"FPS" or ‘FalrPlay Streaming” means Apple's FairPlay Streaming Server key delivery
mechanism as described in the FPS SDK.

‘FP8 Deployment Package" means the D Function specification for commaercial deployment of
FPS, the D Function reference implementation, FPS sample code, and set of unique production
keys specifically for use by You with an FPS implementation, if provided by Apple to You.

“FP$S SDK" means the FPS specification, FPS server reference implementation, FPS sample
code, and FPS development keys, as provided by Apple to You.

“FOSS" (Free and Open Source Software} means any software that is subject to terms that, as a
condition of use, copying, moedification or redislribution, require such software and/or derivative
works thereof to be disclosed or distributed in source code form, to be licensed for the purpose of
making derivative works, or to be redistributed free of charge, including without limitation software
distributed under the GNU General Public License or GNU Lesser/Library GPL.

“Game Center’ means the gaming community service and related APls provided by Apple for
use by You in connection with Your Applications that are associated with Your developer account.

“HealthKit APis” means the Documented APIs that enable reading, writing, queries and/or
retrieval of an end-user’s health and/or fitness information in Apple’s Health application.

“HomeKIt Accessory Protocol” means the proprietary protocol licensed by Apple under Apple’s
MFifWorks with Apple Program that enables home accessories designed to work with the
HomekKit APIs {e.g., lights, locks) to communicate with compatible iOS Products, Apple Watch
and other supported Apple-branded products.

“HomeKit APls” means the Documented APls that enable reading, writing, queries and/or
relrieval of an end-user’s home configuration or home automation information from that end-
user's designated area of Apple’s HomeKit Database.

"HomeKit Database" means Apple’s repository for storing and managing information about an

end-user’s Licensed HomeKit Accessories and associated information.
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“ICloud” or “iCloud service" means the iCloud online service provided by Apple that includes
remote online storage.

“ICloud Storage APls" means the Documented APls that allow storage and/or retrieval of user-
generated documents and othar files, and allow storage and/or retrieval of key value data {(e.g., a
list of stocks in a finance App, settings for an App) for Applications and Web Software through the
use of iCloud.

“In-App Purchase API” means the Documented API| that enables additional content, functionality
or servicas to ba dalivered or made available for use within an Application with or without an
additional fee,

“Intermediary Party” means a party that passes an Apple Pay end-user's Apple Pay Payload to
a Merchant for processing such end-user's payment transaction outside of an Application.

*'i08" means the iOS operating system software provided by Apple for use by You only in
connection with Your Application development and testing, including any successor versions
thereof.

“i0S Product” means an Apple-branded product that runs iOS.

"iPod Accessory Protocol” or "IAP” means Apple's proprietary protocol for communicating with
iOS Products and which is licensed under the MFi/Works with Apple Program.

"Library” means a code module that cannot be installed or executed separateiy from an
Application and that is developed by You in compliance with the Documentation and Program
Requirements only for use with iOS Products, Apple Watch, or Apple TV.

“Licensed Application” means an Application that {a) meets and complies with all of the
Documentation and Program Requirements, and (b} has been selected and digitally signed by
Apple for distribution, and includes any additional permitted functionality, content or services
provided by You from within an Application using the In-App Purchase API.

“Licensed Applicatlon Information” means screen shots, images, artwork, previews, icons
and/or any other text, descriptions, representations or information relating to a Licensed
Application that You provide to Apple for use in accordance with Schedule 1, or, if applicable,
Schedule 2 or Schedule 3.

“Licensed HomeKit Accessories” means hardware accessories licensed under the MFifWorks
with Apple Program that support the HomeKit Accessory Protocal,

“Local Notification”™ means a message, including any content or data therein, that Your
Application delivers to end-users at a pre-determined time or when Your Application is running in
the background and another application is running in the foreground.

"MFi Licensee” means a party who has been granted a license by Apple under the MFiiWorks
with Apple Program.

“MFi/Works with Apple Accessory” or “MFi Accessory’ means a non-Apple branded hardware
davice that interfaces, communicates, or otherwise interoperates with or controls an Apple-
branded product using technology licensed under the MFi/Works with Apple Program (e.g., the
ability to control an iOS Product through the iPod Accessory Protocol).

"MFifWorks with Apple Program” means a separate Apple program that offers developers,
among other things, a license to incorperate or use cartain Apple technology in or with hardware
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accessories or devices for purposes of interfacing, communicating or otherwise interoperating
with or controlling sefect Apple-branded products.

‘macOS’ means the macOS operating system software, including any successor versions
thereof.

“‘Map Data® means any content, data or information provided through the Apple Maps Service
including, but not limited to, imagery, terrain data, latitude and longitude coordinates, transit data,
points of interest and traffic data.

“MapKit AP]” means the Documsnted API that enables You to add mapping features or
functionality to Applications.

“MapKit J8" means the JavaScript library that enables You to add mapping features or
functionality to Your Applications, websites, or web applications.

“Merchant” means a party who procaesses Apple Pay payment transactions under their own
name, trademark, or brand (e.g., their name shows up on the end-user's credit card statement).

"Motion & Fitness APls” means the Documented APls that are controlled by the Motion &
Fitness privacy setting in an iOS Product and that enable access to motion and fitness sensor
data {e.g., body motion, step count, stairs climbed), unless the end-user has disabled access to
such data.

“Multitasking™ means the ability of Applications to run in the background while other Applications
are also running.

“MusicKit APls” means the set of APIs that enable Apple Music users to access their
subscription through Your Application or as otherwise permitted by Apple in the Documentation.

“‘MusicKit Content” means music, video, and/or graphical content rendered through the MusicKit
APls.

“MusicKit J8” means the JavaScript library that enables Apple Music users lo access their
subscription through Your Applications, websites, or web applications.

‘Network Extension Framework” means the Documented APIs that provide Applications with
the ability to customize certain networking features of iOS and macOS (e.g., customizing the
authentication process for WiFi Hotspots, VPN features, and content filtering mechanisms).

“Pass(es)’ means one or more digital passes (e.g., movie tickets, coupons, loyalty reward
vouchers, boarding passes, membership cards, etc.) developed by You under this Agreement,
under Your own trademark or brand, and which are signed with Your Pass Type ID.

‘Pass Information” means the text, descriptions, representations or information relating to a
Pass that You provide to or receive from Your end-users on or in connection with a Pass.

“Pass Type ID” means the combination of an Apple Certificate and Push Application ID that is
used by You to sign Your Passes and/or communicate with the APN.

“Pregram” means the overall Apple development, testing, digital signing, and distribution
program contemplated in this Agreement.

‘Program Requirements” mean the technical, human interface, design, product category,

security, performance, and other criteria and requirements specified by Apple, including but not
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limited to the current set of requirements set forth in Sectlon 3.3, as they may be modified from
time to time by Apple in accordance with this Agreement.

“Provisioning Profiles” means the files (including applicable enfillements or other identifiers)
that are provided by Apple for use by You in connection with Your Application development and
testing, and limited distribution of Your Applications for use on Registered Devices and/or on
Authorized Test Units.

“Push Application ID” means the unique identification number or other identifier that Apple
assigns to an Application, Pass or Site in order to permit it to access and use the APN.

“Push Notlfication” or “Safari Push Notification” means a notification, including any content or
data therein, that You transmit to end-users for delivery in Your Application, Your Pass, and/or in
the case of macOS, to the macOS desktop of users of Your Site who have opted in to receive
such messages through Safari on macOS.

‘Registered Devices” means Apple-branded hardware uniis owned or controlled by You, or
owned by individuals who are affiliated with You, where such Products have been specifically
registered with Apple under this Progrem.

"Safarl Extensions” means one or more software extensions developed by You under this
Agreement only for use with Safar on macOS in compliance with this Agreement.

“Safari Extensions Gallery” means the Apple-curated collection of Safari Extensions that are
hosted by Apple for end-users to download for use with Safari on macQ$.

"Security Solution” means the proprietary Apple content protection system marketed as
Fairplay, to be applied to Licensed Applications distributed on the App Store to administer Apple's
standard usage rules for Licensed Appiications, as such system and rules may be modified by
Apple from time to time.

“SiriKit’ means the set of APIs that allow Your Application to access or provide SiriKit domains,
intents, shortcuts, donations, and other related functionality, as set forth in the Documentation.

"Site” means a website provided by You under Your own name, trademark or brand.

“Single Sign-on Specification” means the Documentation provided by Apple hereunder for the
Single Sign-On API, as updated from time to time.

“Term” means the period described in Section 11.

“TestFlight’ means Apple's beta testing service for pre-release Applications made available
through Apple's TestFlight Application.

“TestFlight Application” means Apple's application that enables the distribution of pre-release
versions of Your Applicalions to a limited number of Your Authorized Developers and to a limited
number of Beta Testers {as specified in App Store Connect) through TestFlight.

TV App API" means the AP| documented in the TV App Specification that enables You to
provide Apple with TV App Data.

“TV App Data” means the data described in the TV App Spacification to be provided to Apple
through the TV App API.

"TV App Features" means functionality accessible via the TV App and/or tvOS, i0S and/or
macO$§ devices, which functionality provides the usar the ability to view customized information
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and recommendations regarding content and to access such content through the User's apps,
and/or provides the user the ability to continue play of previously viewsed content.

“TV App Specification" means the Documentation provided by Apple hereunder for the TV App
API, as updated from time to time.

"tv0S" means the tvOS operating system software, including any successor versions thereof.

“Updates” means bug fixes, updates, upgrades, modifications, enhancements, supplements, and
new releases or versions of the Apple Software or Services, or to any part of the Apple Software
or Services.

“Wallet’ means Apple’s application that has the ability to store and display Passes for use on iOS
Products or Apple Watch.

“WatchKlt Extension” means an extension bundled as part of Your Application that accesses the
WatchKit framework on iOS to run and display a WatchKit app on the watchOS.

“watchO8" means the watchOS operating system software, including any successor versions
thereof.

"Web Software” means web-based versions of Your software applications that have the same
title and substantially equivalent features and functionality as Your Licensed Application {e.q.,
feature parity).

“Website Push ID” means the combination of an Apple Certificate and Push Application ID that is
used by You to sign Your Site's registration bundie and/or communicate with the APM.

“You” and "“Your” means and refers to the person(s) or legal entity (whether the company,
organization, educational institution, or governmental agency, instrumentality, or department) that
has accepted this Agreement under its own developer account and that is using the Apple
Software or otherwise exercising rights under this Agreament.

Note: For the sake of clarity, You may authorize contraclors to develop Applications on Your
behalf, but any such Applications must be owned by You, submitted under Your own developer
account, and distributed as Applications only as expressly permitted herein. You are responsible
to Apple for Your contractors’ activities under Your account (e.g., adding them to Your team to
perform development work for You) and their compliance with this Agreement. Any aclions
undertaken by Your contractors arising out of this Agreement shall be deemed to have been
taken by You, and You (in addition to Your contractors) shall be responsible to Apple for all such
actions.

2. Internal Use License and Restrictions

241 Permitted Uses and Restrictions; Program services
Subject to the terms and conditions of this Agreement, Apple hereby grants You during the Term,
a limited, non-exclusive, personal, revocable, non-sublicensable and non-transferable license to:

{a) install a reasonable number of copies of the Apple Software provided to You under the
Program on Apple-branded products owned or controlled by You, to be used intemally by You or
Your Authorized Developers for the sole purpose of developing or testing Covered Products
designed to operate on the applicable Apple-branded products, except as otherwise exprassly
permitted in this Agreement;

{b) Make and distribute a reasonable number of copies of the Documentation to Authorized
Developers for their internal use only and for the sole purpose of developing or testing Covered
Products, except as otherwise expressly permitted in this Agreement;
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{c) Install a Provisioning Profile on each of Your Authorized Test Units, up to the number of
Authorized Test Units that You have registered and acquired licenses for, to be used internally by
You or Your Authorized Developers for the sole purpose of developing and testing Your
Applications, except as otherwise expressly permitted in this Agreement;

(d) Install a Provisioning Profile on each of Your Registered Devices, up to the limited number of
Registered Devices that You have registered and acquired licenses for, for tha sole purpose of
enabling the disiribution and use of Your Applications on such Registered Devices; and

{e) Incorporate the Apple Certificates issued to You pursuant to this Agreement for purposes of
digitally signing Your Applications, Passes, Safari Extensions, Safari Push Notifications, and as
otherwise expressly permitted by this Agreement,

Apple reserves ths right to set the limited number of Apple-branded products that each Licensss
may register with Apple and obtain licenses for under this Program (a "Block of Registered
Device Licenses”). For the purposes of limited distribution on Registered Devices under
Section 7.3 {Ad Hoc distribution), each company, organization, educational institution or
affiliated group may only acquire one (1) Block of Registered Device Licenses per company,
organization, educational institution or group, unless otherwise agreed in writing by Apple. You
agree not to knowingly acquire, or to cause others to acquire, more than one Block of Registered
Device Licenses for the same company, organization, educational institution or group.

Apple may provide access to services by or through the Program for You to use with Your
developer account {e.g., davice or app provisioning, managing teams or other account
resources). You agree to access such services only through the Program web portal (which is
accessed through Appie's developer website) or through Apple-branded products that are
designed to work in conjunction with the Program (e.g., Xcode, App Store Connect) and only as
authorized by Apple. if You (or Your Authorized Developers} access Your developer account
through these other Apple-branded products, You acknowledge and agree that this Agreement
shall continue to apply to any use of Your developer account and to any features or functionality
of the Program that are made available to You {or Your Authorized Developets) in this manner
(e.g., Apple Certificates and Provisioning Profiles can be used only in the limited manner
permitted herain, efc.). You agree not lo create or attempt to create a substitute or similar service
through use of or access to the services provided by or through the Program. Further, You may
only access such services using the Apple |D associated with Your developer account or
authentication credentials (e.g., keys) associated with Your developer account, and You are fully
responsible for safeguarding Your Apple ID and authentication credentials from compromise and
for using them only as authorized by Apple and in accordance with the terms of this Agreement,
including but not limited to Section 2.8 and 5. Except as otherwise expressly permitted herein,
You agree not to share, sell, resell, rent, lease, lend, or otherwise provide access to Your
developer eccount or any services provided therewith, in whole or in part, to anyone who is not an
Authorized Developer on Your team, and You understand that each leam member must have
their own Apple ID or authentication credentials to access Your account, and You shall be fully
responsible for all activity performed through Your account. To the extent that You own or control
an Apple-brandsd computer running Apple’s macOS Server or Xcode Server (“Server”) and
would like to uss it for Your own development purposes in connection with the Program, You
agree to use Your own Apple ID or other authentication credentials for such Server, and You shall
be responsible for all actions performed by such Server.

22 Authorized Test Units and Pre-Release Apple Software

As long as an Authorized Test Unit contains any pre-release versions of the Apple Software or
uses pre-release versions of Services, You agree to restrict access 1o such Authorized Test Unit
to Your Authorized Developers and to not disclose, show, rent, lease, lend, sell or otherwise
transfer such Authorized Test Unit to any third party. You further agree to take reasonable
precautions to safeguard, and to instruct Your Authorized Developers to safeguard, all Authorized
Test Units from loss or theft. Further, subject to the terms of this Agresment, You may deploy
Your Appiications lo Your Authorized Developers for use on a limited number of Authorized Test
Unils for Your own internal testing and development purposes.
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You acknowledge that by installing any pre-release Apple Software or using any pre-
release Services on Your Authorized Test Unlts, these Units may be “locked” into testing
mode and may not be capable of being restored to their original condition. Any use of any
pre-release Apple Software or pre-release Services are for evaluation and development purposes
only, and You should not use any pre-release Apple Software or pre—release Services in a
commercial operating environment or with important data. You should back up any data prior to
using the pre-release Apple Software or pre-release Services. Apple shall not be responsible for
any costs, expenses or other liabilities You may incur as a result of provisioning Your Authorized
Test Units and Registered Devices, Your Covered Product development or the installation or use
of this Apple Software or any pre-release Apple Services, including but not limited to any damage
1o any equipment, or any damage, loss, or comuption of any software, information or data.

2.3 Confidential Nature of Pre-Release Apple Software and Services

From time to time during the Term, Apple may provide You with pre-release versions of the Apple
Software or Services that constitute Apple Confidential Information and are subject to the
confidentiality obligations of this Agreement, except as otherwise set forth herein. Such pre-
release Apple Software and Services should not be relied upon to perform in the same manner as
a final-release, commercial-grade product, nor used with data that is not sufficiently and regularly
backed up, and may include features, functionality or APIs for software or services that are not
yet available. You acknowledge that Apple may not have publicly announced the availability of
such pre-release Appie Software or Services, that Apple has not promised or guaranteed to You
that such pre-release software or services will be announced or made available to anyone in the
future, and that Apple has no express or impiied obligation to You to announce or commercially
introduce such software or services or any similar or compatible technology. You expressly
acknowledge and agree that any research or development that You perform with respect to pre-
release versions of the Apple Software or Services is done entirely at Your own risk.

24 Copies

You agree to retain and reproduce in full the Apple copyright, disclaimers and other proprietary
notices (as they appear in the Apple Software and Documentation provided) in all copies of the
Apple Software and Documentation that You are permitted to make under this Agreement.

2.5 Ownership

Apple retains all rights, title, and interest in and to the Apple Software, Services, and any Updates
it may make available to You under this Agreement. You agree to cooperate with Apple to
maintain Apple’s ownarship of the Apple Software and Services, and, to the extent that You
become aware of any claims relating to the Apple Software or Services, You agree to use
reasonable efforts to promptly provide notice of any such claims to Apple. The parties
acknowledge that this Agreement does not give Apple any ownership interest in Your Covered
Products.

26 No Other Permitted Uses

Except as otherwise set forth in this Agreement, You agree not to rent, lease, lend, upload to or
host on any website or server, sell, redistribute, or sublicense the Apple Software, Apple
Certificates, or any Services, in whole orin part, or to enable others to do so. You may not use
the Apple Software, Apple Certificates, or any Services provided hereunder for any purpose not
expressly permitted by this Agreement, including any applicable Attachments and Schedules.
You agree not to install, use or run the Apple SDKs on any non-Apple-branded computer, and not
to install, use or run iOS, watchOS, tvOS, macOS and Provisioning Profiles on or in connection
with devices other than Apple-branded products, or to enable others to do s0. You may not and
You agree not to, or to enable others to, copy (except as expressly permitted under this
Agreement), decompile, reverse engineer, disassemble, attempt to derive the source code of,
modify, decrypt, or create derivative works of the Apple Software, Apple Certificates or any
Services provided by the Apple Software or otherwise provided hereunder, or any part thereof
{except as and only to the extent any foregoing restriction is prohibited by applicable iaw or to the
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extent as may be psrmitted by licensing terms governing use of open-sourced components or
sample code included with the Apple Software). You agree not to exploit any Apple Software,
Apple Certificates, or Services provided hereunder in any unauthorized way whatsoever,
including but not limited to, by trespass or burdening network capacity, or by harvesting or
misusing data provided by such Apple Software, Apple Certificates, or Services. Any attempt to
do so is a violation of the rights of Apple and its licensors of the Apple Software or Services. [f
You breach any of the foregoing restrictions, You may be subject to prosecution and damages.
All licenses not expressly granted in this Agreement are reserved and no other licenses, immunity
or rights, express or implied are granted by Apple, by implication, estoppel, or otherwise. This
Agreement does not grant You any rights to use any trademarks, logos or service marks
belonging to Apple, including but not limited to the iPhone or iPod word marks. If You make
reference to any Apple products or technology or use Apple’s trademarks, You agree to comply
with the published guidelines at
http:/www.apple.com/legal/rademark/guidelinesfor3rdparties.html, as they may be modified by
Apple from time to time.

2.7 FP8 SDK and FPS Deployment Package

You may use the FPS SDK to develop and test a server-side implementation of FPS, solely for
use with video streamed by You (or on Your behalf) through Your Applications, or video
downloaded for viewing through Your Applications, on iOS Products and/or Apple TV, through
Safari on macOS, or as otherwise approved by Apple in writing (collectively, “Authorized FPS
Applications™). You understand that You will need to request the FPS Deployment Package on
the Program web portal prior to any production or commercial use of FPS. As part of such
request, You will need to submit information about Your requested use of FPS. Apple will review
Your request and reserves the right to not provide You with the FPS Deployment Package at its
sole discretion, in which case You will not be able to deploy FPS. Any development and testing
You perform with the FPS SDK is at Your own risk and expense, and Apple will not be liable to
You for such use or for declining Your request to use FPS in a production or commercial
environment.

If Apple provides You with the FPS Deployment Package, You agree to use it solely as approved
by Apple and only in connaction with video content streamed by You (or on Your behalf) to
Authorized FPS Applications or downloaded for viewing through Your Authorized FPS
Applications. Except as permitted in Section 2.9 (Third-Party Service Providers), You will not
provide the FPS Deployment Package to any third party or sublicense, sell, ressll, loase,
disclose, or re-distribute the FPS Deployment Package or FPS SDK to any third party (or any
implementation thereof) without Apple's prior written consent.

You acknowledge and agree that the FPS Deployment Package (including the set of FPS
production keys) is Apple Confidential information as set forth in Section 9 (Confidentiality).
Further, such FPS keys are unique to Your company or organization, and You are salely
responsible for storing and protecting them. You may use such FPS keys solely for the purpose
of delivering end pratecting Your content key that is used to decrypt video content streamed by
You to Authorized FPS Applications or downloaded for viewing through Your Authorized FPS
Applications. Apple will have no liability or responsibility for unauthorized access to or use of any
FPS key or any content streamed or otherwise delivered under this Agreement in connection with
FPS. In the event that Your FPS key is disclosed, discovered, misappropriated or lost, You may
request that Apple revoke it by emailing product-security@apple.com, and You understand that
Apple will have no obligation to provide a replacement key. Apple reserves the right to revoke
Your FPS key at any time if requested by You, in the event of a breach of this Agreement by You,
if otherwise deemed prudent or reasonable by Apple, or upon expiration or termination of this
Agreement for any reason,

You acknowledge and agree that Apple reserves the right to revoke or otherwise remove Your
access to and use of FPS {or any part thereof) at any time in its sole discretion. Further, Apple
will have no obligation to provide any modified, updated ar successor version of the FPS
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Deployment Package or the FPS SDK to You and will have no obligation to maintain compatibility
with any prior version. If Apple makes new versions of the FPS Deployment Package or FPS
SDK available to You, then You agree to update to them within a reasonable time period if
requested to do so by Apple.

2.8 Use of Apple Services

Apple may provide access to Apple Services that Your Covered Products may call through APls
in the Apple Software and/or that Apple makes available to You through other mechanisms, e.g.,
through the use of keys that Apple may make accessible to You under the Program. You agree
to access such Appie Services only through the mechanisms provided by Apple for such access
and only for use on Apple-branded products. Except as pemitted in Section 2.9 (Third-Party
Service Providers) or as otherwise set forth herein, You agree not to share access to
mechanisms provided to You by Apple for the use of the Services with any third party. Further,
You agree not to create or attempt to create a substitute or similar service through use of or
access to the Apple Services.

You agree to access and use such Services only as necessary for providing services and
functionality for Your Covered Products that are eligible to use such Services and only as
permitted by Apple in writing, including in the Documentation. You may not use the Apple
Services in any manner that is inconsistent with the terms of this Agreement or that infringes any
intellectual property rights of a third party or Apple, or that violates any applicable laws or
regulations. You agree that the Apple Services contain proprietary content, information and
material owned by Apple and its licensors, and protected by applicabie intsllectual property and
other laws. You may not use such proprietary content, information or materials in any way
whatsoever, except for the permitted uses of the Apple Services under this Agresment, or as
otherwise agreed by Appla in writing.

You understand there may be storage capacity, transmission, and/or transactional limits for the
Apple Services both for You as a developer and for Your end-users. If You reach or Your end-
user reaches such limits, then You or Your end-user may be unable to use the Apple Services or
may be unable to access or retrieve data from such Services through Your Covered Products or
through the applicable end-user accounts. You agree not to charge any fees to end-users solely
for access to or use of the Apple Services through Your Covered Products or for any content,
data or information provided therein, and You agree not 1o sell access to the Apple Services in
any way. You agree not to fraudulentiy create any end-user accounts or induce any end-user to
violate the terms of their applicable end-user terms or service agreement with Apple or to violate
any Apple usage policies for such end-user services. Except as exprassly set forth herein, You
agree not to interfere with an end-user's ability to access or use any such services.

Apple reserves the right to change, suspend, deprecate, deny, limit, or disable access to the
Apple Services, or any part thereof, at any time without notice (including but not limited to
revoking enfittements or changing any APls in the Apple Software that enable access to the
Services or not providing You with an entilement). In no event will Apple be liable for the
removal of or disabling of access to any of the foregoing. Apple may also impose limits and
restrictions on the use of or access to the Apple Services, may remove the Apple Services for
indefinite time periods, may revoke Your access to the Apple Services, or may cancel the Apple
Services {or any part thereof) at any time without notice or liability to You and in its sole
discretion.

Apple does not guarantee the availability, accuracy, completeness, reliability, or timeliness of any
data or information displayed by any Apple Services. To the extent You choose to use the Apple
Services with Your Covered Products, You are responsible for Your reliance on any such data or
information. You are responsible for Your use of the Apple Software and Apple Services, and if
You use such Services, then it is Your responsibility to maintain appropriate altemate backup of
all Your content, information and data, including but not limited to any content that You may
provide to Apple for hosting as part of Your use of the Services. You understand and agree that
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You may not be able to access certain Apple Services upon expiration or termination of this
Agreement and that Apple reserves the right to suspend access to or delete content, data or
information that You or Your Covered Product have stored through Your use of such Services
provided hereunder. You should review the Documentation and policy notices posted by Apple
prior to using any Apple Services.

Apple Services may not be available in all languages or in all countries, and Apple makes no
reprasentation that any such Services would be appropriate, accurate or available for use in any
particular location or product. To the extent You choose to use the Apple Services with Your
Applications, You do so at Your own initiative and are responsible for compliance with any
applicable laws. Apple reserves the right to charge fees for Your use of the Apple Services.
Apple will inform You of any Apple Service fees or fee changes by email and information about
such fees will be posted in the Program web portal, App Store Connect or the CloudKit
dashboard. Apple Service availabiiity and pricing are subject to changs. Further, Apple Services
may not be made available for all Covered Products and may not be made available to all
developers. Apple reserves the right to not provide (or to cease providing) the Apple Services to
any or all developers at any time in its sole discretion.

29 ThirdParty Service Providers

Unless otherwise prohibited by Apple in the Documentation, You are permitted to employ or
retain a third party ("Service Provider”) to assist You in using the Apple Software and Services
provided pursuant to this Agreement, including, but not [imitad to, engaging any such Service
Provider to maintain and administer Your Applications’ servers on Your behalf, provided that any
such Service Provider's use of the Apple Software and Services or any materials associated
therewith is done solely on Your behalf and only in accordance with these terms. You agree to
have a binding written agreement with Your Service Provider with terms at least as restrictive and
protective of Apple as those set forth herein. Any actions undertaken by any such Service
Provider in relation to Your Applications or use of the Apple Software or Apple Services and/or
arising out of this Agreement shall be deemed to have bean taken by You, and You (in addition to
the Service Provider) shall be responsible to Apple for all such actions (or any inactions}). In the
event of any actions or inactions by the Service Provider that would constitute a violation of this
Agreement or otherwise cause any harm, Apple reserves the right to require You to cease using
such Service Provider,

2,10 Updates; No Support or Maintenance

Apple may exfend, enhance, or otherwise modify the Apple Software or Services {or any part
thereof) provided hereunder at any time without notice, but Apple shall not be obligated to provide
You with any Updates to the Apple Software or Services, If Updatas are made available by
Apple, the terms of this Agreement will govern such Updates, unless the Updats is accompanied
by a separate license in which case the terms of that license will govern. You understand that
such modifications may require You to change or update Your Covered Products. Further, You
acknowledge and agree that such modifications may affect Your ability to use, access, or interact
with the Apple Software and Services. Apple is not obligated to provide any maintenance,
technical or other support for the Apple Software or Services. You acknowiedge that Apple has
no express or implied obligation to announce or make available any Updates to the Apple
Software or to any Services to anyone in the future. Should an Update be made available, it may
have APls, features, services or functionality that are different from those found in the Apple
Software licensed hereunder or the Services provided hereunder,

3. Your Obligations

3.1 General

You certify to Apple and agree that:

{a) You are of the legal age of majority in the jurisdiction in which You reside (at least 18 years of
age in many countries) and have the right and authority to enter into this Agreement on Your own
behalf, or if You are entering into this Agreement on behalf of Your company, organization,
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educational institution, or agency, instrumentality, or department of the federal government, that
You have the right and authority to legally bind such entity or organization to the terms and
obligations of this Agreement;

{b) All information provided by You to Apple or Your end-users in connection with this Agreement
or Your Covered Products, including without limitation Licensed Application Information or Pass
information, will be current, trus, accurate, supportable and completa and, with regard to
information You provide to Apple, You will promptly notify Apple of any changes to such
information. Further, You agree that Apple may share such information (including email address
and mailing address) with third parties who have a need to know for purposes related thereto
{e.g., intellectual property questions, customer service inquiries, etc.);

{c) You will comply with the terms of and fulfill Your obligations under this Agreement, including
obtaining any required consents for Your Authorized Developers’ use of the Appie Software and
Services, and You agree to monitor and be fully responsible for all such use by Your Authorized
Developers and their compliance with the terms of this Agreement;

(d) You will be solaly responsible for all costs, expenses, losses and liabilities incurred, and
activities undertaken by You and Your Authorized Developers in connection with the Apple
Software and Apple Services, the Authorized Test Units, Registered Devices, Your Covered
Products and Your related development and distribution efforts, including, but not limited to, any
related development efforts, network and server equipment, Intemet service(s), or any other
hardware, software or services used by You in connection with Your use of any services;

(e} For the purposes of Schedule 1{if applicable), You represent and warrant that You own or
control the necessary rights in order to appoint Apple and Apple Subsidiaries as Your wortdwide
agent for the delivery of Your Licensed Applications, and that the fulfillment of such appointment
by Apple and Apple Subsidiaries shall not violate or infringe the rights of any third party; and

{f} You will not act in any manner which conflicts or interferes with any existing commitment or
obligation You may have and no agreement previously entered into by You wiil interfere with Your
performance of Your obligations under this Agreamant.

12 Use of the Apple Software and Apple Services

As a condition to using the Apple Software and any Apple Services, You agree that:

(a) You will use the Apple Software and any services only for the purposes and in the manner
expressly permitted by this Agreement and in accordance with all applicable laws and
regulations;

{b) You will not use the Apple Software or any Apple Services for any unlawfut or illegal activity,
nor to develop any Covered Product, which would commit or facilitate the commission of a crime,
or other tortious, unlawful or illegal act;

(¢} Your Application, Library and/or Pass will be developed in compliance with the Documentation
and the Program Requirements, the current set of which is sat forth in Section 3.3 below;

(d) To the best of Your knowledge and belief, Your Covered Products, Licensed Application
Information, and Pass Information do not and will not violate, misappropriate, or infringe any
Apple or third party copyrights, trademarks, rights of privacy and publicity, trade secrets, patents,
or other proprietary or legal rights (e.g., musicel composition or performance rights, video rights,
photography or image rights, logo rights, third party data rights, etc. for content and materials that
may be included in Your Application);

{e} You will not, through use of the Apple Software, Apple Certificates, Apple Services or
otherwise, create any Covered Product or other code or program that would disable, hack or
otherwise interfere with the Security Solution, or any security, digital signing, digital rights
management, verification or autherttication mechanisms implemented in or by iOS, watchOS,
tvOS, the Apple Software, or any Services, or other Apple software or technology, or enable
others fo do so (except to the extent expressly parmitted by Apple in writing):

{f) You will nat, directly or indirectly, commit any act intended to interfere with the Apple Software
or Services, the intent of this Agreement, or Apple’s business practices including, but not limited
to, taking actions that may hinder the performance or intended use of the App Store, B2B
Program, or the Program (e.g., submitting fraudulent reviews of Your own Application or any third
party application, choosing a name for Your Application that is substantially similar to the name of
a third party application in order to create consumer confusion, or squatting on application names
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to prevent legitimate third party use). Further, You will not engage, or encourage others to
engage, in any unlawful, unfair, misleading, fraudulent, improper, or dishonest acts or business
practices relating to Your Covered Products (e.g., engaging in bait-and-switch pricing, consumer
misrepresentation, deceptive business practices, or unfair competition against other developers);
and

{g) Applications for iOS Producls, Apple Watch, or Apple TV developed using the Apple Software
may be distributed only if selected by Apple (in its sole discretion) for distribution via the App
Store, B2B Program, for beta distribution through TestFlight, or through Ad Hoc distribution as
contemplated in this Agreement. Passes developed using the Apple Software may be distributed
to Your end-users via email, a website or an Application in accordance with the terms of this
Agreement, including Attachment 5. Safari Extensions signed with an Apple Certificate may be
distributed to Your end-users in accordance with the terms of this Agreement, including
Attachment 7. Applications for macOS may be distributed outside of the App Store using Apple
Certificates and/or tickets as set forth in Section 5.3 and 5.4.

33 Program Requirements

Any Application that will be submitted to the App Store, B2B Program or TestFlight, or that will be
distributed through Ad Hoc distribution, must be developed in compliance with the Documentation
and the Program Requirements, the current set of which is set forth below in this Section 3.3.
Libraries and Passes are subject to the same criteria;

APls and Functionallty:

3.3.1 Applications may only use Documented APls in the manner prescribed by Apple and
must not use or call any private APls. Further, macOS Applications submitted to Apple for
distribution on the App Store may use only Documented APIs included in the default installation
of macOS or as bundled with Xcode and the Mac SDK; deprecated technologies (such as Java)
may not be used.

3.3.2 Except as set forth in the next paragraph, an Application may not download or install
executable code. Interpreted code may be downioaded to an Application but only so long as
such code: {a) does not change the primary purpose of the Application by providing features or
functionality that are inconsistent with the intended and advertised purpose of the Application as
submitted to the App Store, (b) does not create a store or storefront for other code or
applications, and (c) does not bypass signing, sandbox, or other security features of the OS.

An Application that is a programming environment intended for use in learning how to program
may download and run executable code so long as the following requirements are met: (i) no
more than B0 percent of the Application’s viewing area or screen may be taken over with
executable code, except as otherwise permitted in the Documentation, (ii) the Application must
present a reasonably conspicuous indicator to the user within the Application to indicate that the
user is in a programming environment, {jii) the Application must not create a store or storefrant for
other code or applications, and (iv) the source code provided by the Application must be
completsly viewable and editable by the user (e.g., no pre-compiled libraries or frameworks may
be included with the code downloaded).

3.3.3 Without Apple's prior written approval or as permitted under Section 3.3.25 (In-App
Purchase API), an Application may not provide, unlock or enable additicnal features or
functionality through distribution mechanisms other than the App Store, B2B Program or
TestFlight.

3.3.4 An Application for iOS, waichQS, or tvOS may only read data from or write data to an
Application's designated container area on the device, except as otherwise specified by Apple.
For macOS Applications submitted to Apple for distribution on the App Store: (a) all files
necessary for the Application to execute on macOS must be in the Application bundle submitted
to Apple and must be installed by the App Store; (b) all localizations must be in the same
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Application bundle and may not include a suite or collection of independent applicaticns within a
single Application bundle; (c) native user interface elements or behaviors of macOS (e.g., the
systern menu, window sizes, coiors, etc.) may not be altered, modified or otherwise changed; (d)
You may not use any digital rights management or other copy or access control mechanisms in
such Applications without Apple’s written permission or as specified in the Documentation; and
{e) except as otherwise permitted by Section 3.3.25 (in-App Purchase API), such Applications
may not function as a distribution mechanism for software and may not include features or
functionality that create or enable a software store, distribution channel or other mechanism for
software delivery within such Applications (e.g., an audio application may not include an audio
filter plug-in store within the Application).

3.3.5 An Application for an iOS Product must have at least the same features and functionality
when run by a user in compatibility mode on an iPad (e.g., an iPhone app running in an
equivalent iPhone-size window on an iPad must perform in substantially the same manner as
when run on the iPhone; provided that this obligation will not apply to any feature or functionality
that is not supported by a particular hardware device, such as a video recording feature on a
device that does not have a camera). Further, You agree not to interfere or attempt to interfere
with the operation of Your Application in compatibility mode.

3.3.6 You may use the Multitasking services only for their intended purposes as described in
the Documentation.

User Interface, Data Collection, Local Laws and Privacy:

3.3.7  Applications must comply with the Human Interface Guidelines (HIG) and other
Documentation provided by Apple. You agree to follow the HIG to develop an appropriate user
interface and functionality for Your Application that is compatible with the design of Apple-
branded products {e.g., a watch App should have a user interface designed for quick interactions
in accordance with the HIG’s watchOS design themss).

3.3.8 If Your Application captures or makes any video, microphone, or camera recordings,
whether saved on the device or sent to a server (e.g., an image, photo, voice or spesch caplure,
or other recording) {collectively “Recordings”), a reasonably conspicuous audio, visual or other
indicator must be displayed to the user as part of the Applicalion to indicate that a Recording is
taking place.

- In addition, any form of data, content or information collection, processing, maintenance,
uploading, syncing, storage, transmission, sharing, disclosure or use performed by, through or in
connection with Your Application must comply with all applicable privacy laws and regulations as
well as any related Program Requirements, including but not limited to any notice or consent
reguirements.

3.3.9 You and Your Applications (and any third party with whom You have contracted to serve
advertising} may not collect user or device data without prior user consent, whesther such data is
obtained directly from the user or through the use of the Apple Software, Appie Services, or Apple
SDKs, and then only to provide a service or function that is directly relevant to the use of the
Application, or to serve advertising in accordance with Sections 3.3.12. You may not broaden or
otherwise change the scope of usage for previously collacted user or device data without
obtaining prior user consent for such expanded or ctherwise changed data collection. You may
not use analytics software in Your Application to collect and send device data to a third party.
Further, neither You nor Your Application will use any permanent, device-based identifier, or any
data derived therefrom, for purposes of uniquesly identifying a device.

3.3.10 You must provide clear and complets information to users regarding Your collection, use
and disclosure of user or device data, e.g., a description of Your use of user and device data in
the App Description on the App Store. Furthermore, You must take appropriate steps to protect
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such data from unauthorized use, disclosure or access by third parties. if a user ceases to
consent or affirmatively revokes consent for Your collection, use or disclosure of his or her user or
device data, You (and any third party with whom You have contracted to serve advertising) must
promptly cease all such use. You must provide a privacy statement or a privacy policy in Your
Application, on the App Store, and/or on Your website explaining Your collection, use, disclosure,
sharing, retention, and deletion of user or device data.

3.3.11 Applications must comply with all applicable criminal, civil and statutory laws and
regulations, including those in any jurisdictions in which Your Applications may be offered or
made available. In addition:

- You and the Application must comply with all applicable privacy and data collection laws and
regulations with respect to any collection, use or disdosure of user or device data (e.g., 2 user's
IP address, the name of the user’s device, and any installed apps associated with a user);

- Applications may not be designed or marketed for the purpose of harassing, abusing,
spamming, stalking, threatening or otherwise violating the legal rights (such as the rights of
privacy and publicity) of others;

- Neither You nor Your Application may perform any functions or link to any content, services,
information or data or use any robot, spider, site search or other retrieval application or device to
scrape, mine, retrieve, cache, analyze or index software, data or services provided by Apple or its
licensors, or obtain (or try to obtain) any such data, except the data that Apple expressly provides
or makes available to You in connection with such services. You agres that You will not collect,
disseminate or use any such data for any unauthorized purpose; and

- If Your Application is intended for human subject research or uses the HealthKit APIs for clinical
health-related uses which may involve personal data (e.g., storage of health records), then You
agree to inform participants of the intended uses and disclosures of their personally identifiabie
data as part of such research or clinical health uses and to obtain consent from such participants
(or their guardians) who will be using Your Application for such research or clinical health
purposes. Further, You shall prohibit third parties to whom You provide any de-identified or
coded data from re-identifying (or attempting to re-identify} any participants using such data
without participant consent, and You agree to require that such third parties pass the foregoing
restriction on to any other parties who receive such de-identified or coded data.

Advertising ldentifier and Preference:

3.3.12 You and Your Applications (and any third party with whom You have contracted to serve
advertising) may use the Advertising Identifier, and any information obtained through the use of
the Advertising |dentifier, only for the purpose of serving advertising. If a user rasets the
Advertising Identifier, then You agres not to combine, correlate, link or otherwise associate, either
directly or indirectly, the prior Advertising Identifier and any derived information with the reset
Advertising |dentifier. For Applications compiled for any iOS version or tvOS version providing
access to the Ad Support APIs, You agree to check a user's Advertising Preference prior to
serving any advertising using the Advertising Identifier, and You agree to abide by a user's setting
in the Advertising Preference in Your use of the Advertising |dentifier.

Location and Maps; User Consents:
3.3.13 Applications that use location-based APIs (e.g., Core Location, MapKit API) or otherwise
provide location-based services may not be designed or marketed for automatic or autonomous

control of vehicle behavior, or for emergency or life-saving purposes.

3.3.14 Applications that offer location-based services or functionality, or that otherwise cbtain a
user’s location through the use of the Apple Software or Apple Services, must notify and obtain
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consent from an individual before his or her location data is collected, transmitted or otherwise
used by the Application and then such data must be used only as consented to by the user and
as permitted herein. For example, if You use the "Always On” location option in Your Application
for the purpose of continuous collection and use of a usar's location data, You should provide a
clearly defined justification and user benefit that is presented to the user at the time the
permission.

3.3.15 If You choose to provide Your own location-based service, data and/or information in
conjunction with the Apple maps provided through the Apple Maps Service (e.g., overlaying a
map or route You have created on top of an Apple map), You are solely responsible for ensuring
that Your service, data and/or information correctly aligns with any Apple maps used. For
Applications that use location-based APIs for real-time navigation (including, but not limited to,
{lum-by-turn route guidance and olher routing that is enabled through the use of a sensor), You
must have an end-user license agreement that includes the following notice: YOUR USE OF
THIS REAL TIME ROUTE GUIDANCE APPLICATION IS AT YOUR SOLE RISK. LOCATION
DATA MAY NOT BE ACCURATE.

3.3.16 Applications must not disable, override or otherwise interfere with any Apple-
implemented system alerts, warnings, display panels, consent panels and the fike, including, but
not limited to, those that are intended to notify the user that the user's location data, address book
data, calendar, photos, audic data, and/or reminders are being collected, transmitted, maintained,
processed or used, or intended to obtain consent for such use. Further, if You have the ability to
add a description in such alerts, warnings, and display panels (e.g., information in the purpose
strings for the Camera APIs), any such description must be accurate and not misrepresent the
scope of use. If consent is denied or withdrawn, Applications may not collect, transmit, maintain,
process or utilize such data or perforn any other actions for which the ussr's consent has been
denied or withdrawn,

3.3.17 If Your Application {or Your website or web application, as applicable) uses ar accesses
the MapKit APl or MapKit JS from a device running iOS version 6 or later, Your Application (or
Your website or web application, as applicabie) will access and use the Apple Maps Service. All
use of the MapKit API, MapKit JS, and Apple Maps Service must be in accordance with the terms
of this Agreement (including the Program Requirements) and Attachment 6 (Additional Terms for
the use of the Apple Maps Service). If Your Application uses or accesses the MapKit API from a
device running iOS version 5 or earlier, Your Application will access and use the Google Mobile
Maps (GMM) service. Such use of the GMM Service is subject to Google's Terms of Service
which are set forth at: hitp.//code.google.com/iapis/mapsfterms/iPhone.html. If You do not accept
such Google Terms of Service, including, but not limited to all limitations and restrictions therein,
You may not use the GMM service in Your Application, and You acknowlsdge and agree that
such use will constitute Your acceptance of such Terms of Service.

Content and Materials:

3.3.18 Any master recordings and musical compositions embodied in Your Application must be
wholly-owned by You or licensed to You on a fully paid-up basis and in a manner that will not
require the payment of any fees, royalties and/or sums by Apple to You or any third party. In
addition, if Your Application will be distributed outside of the United States, any master recordings
and musical compositions embodied in Your Application (a) must nat fall within the repertoire of
any mechanical or performing/communication rights collecting or licansing organization now or in
the future and (b} if licensed, must be exclusively licensed to You for Your Application by each
applicable copyright owner.

3.3.19 If Your Application includes or will include any other content, You must either own all
such content or have permission from the content owner to use it in Your Application.
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3.3.20 Applications may be rejected if they contain content or materials of any kind (text,
graphics, images, photographs, sounds, etc.) that in Apple's reasonable judgment may be found
objectionable or inappropriate, for example, materials that may be considered obscene,
pornographic, or defamatory.

3.3.21 Applications must not contain any malware, malicious or harmful code, program, or other
internal component (e.g., computer viruses, trojan horses, “backdoors”} which could damage,
destroy, or adversely affect the Apple Software, services, Apple-branded products, or other
software, firmware, hardware, data, systems, services, or networks.

3.3.22 If Your Application includes any FOSS, You agree to comply with all applicable FOSS
licensing terms.  You also agree not to use any FOSS in the development of Your Application in
such a way that would cause the non-FOSS portions of the Apple Software to be subject to any
FOSS licensing terms or obligations.

3.3.23 Your Application may include promotional sweepstake or contest functionality provided
that You are the sole sponsor of the promotion and that You and Your Application comply with
any applicable lews and fulfill any applicable registration requirements in the country or territory
where You make Your Application available and the premotion is open. You agree that You are
solely responsible for any promotion and any prize, and also agree to clearly state in binding
official rules for each promotion that Apple is not a sponsor of, or responsible for conducting, the
promotion.

3.3.24 Your Application may include a direct link to a page on Your web site where You include
the ability for an end-user to make a charitable confribution, provided that You comply with any
applicable laws {which may include providing a receipt), and fulfil any applicable regulation or
registration requirements, in the country or territory where You enable the charitable contribution
to be made. You also agree to ctearly state that Apple is not the fundraiser.

In-App Purchase API:

3.3.25 All use of the In-App Purchase APl and related services must be in accordance with the
terms of this Agreement {including the Program Requirements) and Attachment 2 {Additional
Terms for Use of the In-App Purchase API).

Network Extension Framework:

3.3.26 Your Application must not access the Network Extension Framework unless Your
Applicetion is primarily designed for providing networking capabilities, and You have received an
entitlernent from Apple for such access. You agree to the following if You receive such
entittement:

- You agree to clearly disclose to end-users how You and Your Appiication will be using their
network information and, if applicable, filtering their network data, and You agree to use such
data and information only as expressly consented to by the end-user and as expressly permitted
herein;

- You agree to store and transmit network information or data from an end-user in a secure and
appropriate manner;

- You agree not to diverl an end-user’s network data or information through any undisclosed,
improper, or misleading processes, e.g., to filter it through a website to obtain advertising revenue
or spoof a website;

- You agree not to use any network data or information from end-users to bypass or override any
end-user settings, e.g., You may not track an end-user's WiFi network usage to determine their
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location if they have disabled location services for Your Application; and

- Notwithstanding anything to the contrary in Sectlon 3.3.9, You and Your Application may not
use the Network Extension Framework, or any data or information obtained through the Network
Extension Framework, for any purpose other than providing networking capabilities in connection
with Your Application (e.g., not for using an end-user's Intemnet traffic to serve advertising or to
otherwise build user profiles for advertising).

Apple reserves the right to not provide You with an entitlement to use the Network Extension
Framework in its sole discretion and to revoke such entittement at any time. In addition, if You
would like to use the Access WiFi Information APIs (which provide the WiFi network to which a
device i3 connected), then You must request an entitlement from Apple for such use,

and, notwithstanding anything to the contrary in Section 3.3.9, You may use such APIs only for
providing a service or function that is directly relevant to the Application (e.g., not for serving
advertising).

MFi Accessories:

3.3.27 Your Application may interface, communicate, or otherwise interoperate with or contro! an
MFi Accessory (as defined above) through wirelsss transports or through Apple's lightning or 30-
pin connectors only if (i} such MFi Accessory is licensed under Apple's MFi/Works with Apple
Program at the time that You initially submit Your Application, (ii) the MFi Licensee has added
Your Application to a list of those approved for interoperability with their MFi Accassory, and (jii)
the MFi Licensee has received approval from the Apple MFi/Works with Apple Program for such
addition.

Regulatory Compliance:

3.3.28 You will fulfill any applicable regulatory requirements, including full compliance with all
applicabie laws, regulations, and policies related to the manufacturing, marketing, sale and
distribution of Your Application in the United States, and in particular the requirements of the U.S.
Food and Drug Administration {(FDA) as well as other U.S, regulatory bodies such as the FAA,
HHS, FTC, and FCC, and the laws, regulations and policies of any other applicable regulatory
bodies in any countries or territories where You use or make Your Application available, e.q.,
MHRA, CFDA. However, You agree that You wilt not seek any regulatory marketing permissions
or make any determinations that may result in any Apple products being deemed regulated or
that may impose any obligations or limitations on Apple. By submitting Your Application to Apple
for selection for distribution, You represent and warrant that You are in full compliance with any
applicable laws, regulations, and policies, including but not limited to all FDA laws, regulations
and policies, related to the manufacturing, marksting, sale and distribution of Your Application in
the United States, as well as in other countries or tetritories where You plan to make Your
Application available. You also represent and warrant that You will market Your Application only
for its clearsd or approved intended usefindication for use, and only in strict compliance with
applicabla regulatory requirements. Upon Apple’s request, You agree to promptly provide any
such clearance documentation to support the marketing of Your Application. If requested by the
FDA or by another government body that has a need to review or test Your Application as part of
its regulatory review process, You may provide Your Application to such entity for review
purposes. You agree to promptly notify Apple in accordance with the procedures set forth in
Section 14.5 of any complaints or threats of complainls regarding Your Application in relation to
any such regulatory requirements, in which case Apple may remove Your Application from
distribution,

Cellular Network:

3.3.29 If an Application requires or will have access to the cellular network, then additionally
such Application:
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- Must comply with Apple's best practices and other guidelines on how Applications should
access and use the cellular network; and

- Must not in Apple's reasonable judgment excessively use or unduly burden network capacity or
bandwidth,

3.3.30 Becauss some mobile network operators may prohibit or restrict the use of Voice over
Internet Protocol (VolIP) functionality over their network, such as the use of VoIP telephony over a
cellular network, and may also impose additional fess, or other chargas in connection with VolP.
You agree to inform end-users, prior to purchase, to check the terms of agreement with their
operator, for example, by providing such notice in the marketing text that You provide
accompanying Your Application on the App Store. In addition, if Your Application allows end-
users to send SMS messages or make callular voice calls, then You must inform the end-user,
prior to use of such functionality, that standard text messaging rates or other carrier charges may
apply to such use.

Apple Push Notification Service and Local Notifications:

3.3.31 All use of Push Notifications via the Apple Push Notification Service or Local Notifications
must be in accordance with the terms of this Agreement (including the Program Requirements)
and Attachment 1 (Additional Terms for Apple Push Notification Service and Local Notifications).

Game Center:

3.3.32 Alluse of the Game Center must be in accordance with the terms of this Agreement
(including the Program Requirements) and Attachment 3 (Additional Terms for the Game Center).

iCloud:

3.3.33 All use of the iCloud Storage APls and CioudKit APls, as well as Your use of the iCloud
service under this Agreement, must be in accordance with the terms of this Agreement (including
the Program Requirements) and Attachment 4 {Additional Terms for the use of iCloud).

Wallet:

3.3.34 Your development of Passes, and use of the Pass Type |ID and Wallet under this
Agreement, must be in accordance with the terms of this Agreement (including the Program
Requirements) and Attachment 5 (Additional Terms for Passes).

AddHional Services or End-User Pre-Release Software:

3.3.35 From time to time, Apple may provide access to additional Services or pre-release Apple
Software for You to use in connection with Your Applications, or as an and-user for evaluation
purposes. Some of these may be subject to separate terms and conditions in addition to this
Agreement, in which case Your usage will also be subject to those terms and conditions. Such
services or software may not be available in all languages or in all countries, and Apple makes no
representation that they will be appropriate or available for use in any particular location. To the
extent You choose to access such services or software, You do so at Your own iniliative and are
responsible for compliance with any applicable laws, including but not limited to applicable local
laws. To the extent any such software includes Apple’s FaceTime or Messages feature, You
acknowladge and agree that when You use such features, the telephone numbers and device
identifiers associated with Your Authorized Test Units, as well as email addresses and/or Apple
ID information You provide, may be used and maintained by Apple to provide and improve such
software and features. Certain services made accessible to You through the Apple Software may
be provided by third parties. You acknowledge that Apple will not have any liability or
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responsibility to You or any other person {including to any end-user) for any third-party services
or for any Apple services. Apple and its licensors reserve the right to change, suspend, remove,
or disable access to any services at any time. In no event will Apple be liable for the removal or
disabling of access to any such services, Further, upon any commercial release of such software
or services, or earlier if requested by Apple, You agree to cease all use of the pre-release Apple
Software or Services provided to You as an end-user for evaluation purposes under this
Agreement.

3.3.38 If Your Application accessas the Twitler service through the Twitter AP, such access is
subject to the Twitter terms of service set forth at: http://dev.twitter.com. If You do not accept
such Twitter terms of service, including, but not limited to all limitations and restrictions therein,
You may not access the Twitter service in Your Application through the use of the Twitter AP,
and You ackngwledge and agree that such use will constitute Your acceptance of such terms of
service.

3.3.37 If Your Application accesses data from an end-user's Address Book through the Address
Book AP, You must notify and obtain consent from the user before his or her Address Book data
is accessed or used by Your Application. Further, Your Application may not provide an
automated mechanism that transfers only the Facebook Data portions of the end-user's Address
Book altogether to a location off of the end-user's device. For the sake of clarity, this does not
prohibit an automated transfer of the user’s entire Address Book as a whole, so long as user
notification and consent requirements have been fulfilled; and does not prohibit enabling users to
transfer any portion of their Address Book data manually (e.g., by cutting and pasting) or enabling
them to individually select particular data items to be transferred.

Extensions:

3.3.38 Applications that include extensions in the Application bundle must provide some
functionality beyond just the extensions (e.g., help screens, additional settings), unless an
Application includes a WatchKit Extension. In addition:

- Extensions (excluding WatchKit Extensions) may not include advertising, product promotion,
direct marketing, or In-App Purchase offers in their extension view;

- Extensions may not block the full screen of an iOS Product or Apple TV, or redirect, obstruct or
interfere in an undisclosed or unexpected way with a user’s use of another developet’s
application or any Apple-provided functionality or service;

- Extensions may operate only in Apple-designated areas of iOS, watchOS or tvOS as set forth
in the Documentation;

- Extensions that provide keyboard functionality must be capable of operating independent of any
network access and must include Unicode characters (vs. pictorial images only);

- Any keystroke logging done by any such extension must be clearly disclosed to the end-user
prior to any such data being sent from an iOS Product, and notwithstanding anything else in
Section 3.3.9, such data may be used only for purposes of providing or improving the keyboard
functionality of Your Application {e.g., not for serving advertising);

- Any message filtering done by an extension must be cleary disclosed to the end-user, and
notwithstanding anything else in Section 3.3.9, any SMS or MMS data (whether accesssd
through a message filtering extensicn or sent by iOS to a messaging extension's corresponding
server) may be used only for purposes of providing or improving the message experience of the
user by reducing spam or messages from unknown sources, and must not be used for serving
advertising or for any other purpose. Further, SMS or MMS data from a user that is accessed
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within the extension may not be exported from the extension’s designated container area in any
way; and

- Your Application must not automate installation of extensions or otherwise cause extensions to
be installed without the user's knowledge, and You must accurately specify to the user the
purpose and functionality of the extension.

HealthKit APls and Motlon & Fltness APls:

3.3.39 Your Application must not aceess tha HaalthKit APls or Motion & Fitness APls unless it is
primarily designed to provide health, moticn, and/er fithess services, and this usage is clearly
evident in Your marketing text and user interface. In addition:

- Notwithstanding anything to the contrary in Section 3.3.9, You and Your Application may not
use the HealthKit APls or the Motion & Fitness APIs, or any information obtained through the
HealthKit APls or the Motion & Fithess APls, for any purpose other than providing health, motion,
and/or fitness services in connection with Your Application (e.g., not for serving advertising);

- You must not use the HealthKit APls or the Motion & Fitness APIls, or any information obtained
through the HealthKit APls or the Motion & Fitness APIs, to disclose or provide an end-user's
health, metion, and/or fitness information to a third party without prior express end-ugser consent,
and then only for purposes of enabling the third party to provide health, motion, and/or fithess
sefvices as permitted herein. For example, You must not share or sall an end-user’'s health
information collected through the HealthKit APls or Motion & Fitness APIs to advertising
platforms, data brokers, or information resellers. For clarity, You may ailow end-users to consent
to share their data with third parties for medical research purposes; and

- You agree to clearly disclose to end-users how You and Your Application wilt be using their
health, motion, and/or fithess information and to use it only as expressly consented to by the end-
user and as expressly permittad herein.

3.3.40 If Your Application accesses NikeFuel points information through the HealthKit APls, then
Your use of the NikeFuel points information is subject to the NikeFuel points terms of service set
forth at: htips://developer.nike.com/healthkit/nikefuel-use-agreement.himl. If You do not accept
such NikeFuel terms of servics, including, but not limited to all limitations and restrictions therein,
You may not use such NikeFuel points information in Your Application, and You acknowledgs
and agree that such use will constitute Your acceptance of such terms of service.

HomeKit APls:

3.3.41 Your Application must not access the HomeKit APIs unless it is primarily designed to
provide home configuration or home automation services (e.g., tuming on a light, lifting a garage
door) for Licensed HomeKit Accessories and this usage is clearly evident in Your marketing text
and user interface. You agree not to use the HomaKit APIs for any purpose other than
interfacing, communicating, interoperating with or otherwiss controlling a Licensed HomeKit
Accessory or for using the HomeKit Database, and then only for home configuration or home
automation purposes in connection with Your Application. In addition:

- Your Application may use information obtained from the HomekKit APls and/or the HomeKit
Database only on an i0OS Product and may not export, remotely access or transfer such
information off a device {e.g., a lock password cannot be sent off an end-user's device to be
stored in an external non-Apple database); and

- Notwithstanding anything to the contrary in Section 3.3.9, You and Your Application may not
use the HomeKit APIs, or any information obtained through the HomeKit APIs or through the
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HomeKit Database, for any purpose other than providing or improving home configuration or
home automation services in connection with Your Application (e.g., not for serving advertising).

Apple Pay APlIs:

3.3.42 Your Application may use the Apple Pay APls solely for the purpase of facilitating
payment transactions that are made by or through Your Application, and only for the purchase of
goods and services that are to be used outside of any iOS Product or Apple Watch, unless
otherwise permitted by Apple in writing. For clarity, nothing in this Section 3.3.42 supplants any
of the rules or requirements for the use of the In-App Purchase API, including but net limited to
Section 3.3.3 and the guidelines. In addition:

- You acknowledge and agree that Apple is not a party to any payment transactions facilitated
through the use of the Apple Pay APIs and is not responsible for any such transactions, including
but not fimited to the unavailability of any end-user payment cards or payment fraud. Such
payment transactions are between You and Your bank, acquirer, card networks, or other parties
You utilize for transaction processing, and You are responsible for complying with any
agreements You have with such third parties. in some casss, such agreements may contain
terms specifying specific rights, obligations or limitations that You accept and assume in
connection with Your decision to utilize the functionality of the Apple Pay APls;

- You agree to store any private keys provided to You as part of Your use of the Apple Pay APls
in & secure manner (e.g., encrypted on a server) and in accordance with the Documentation. You
agree not to store any end-user payment information in an unencrypted manner on an i0OS
Product. For clarity, You may not decrypt any such end-user payment information on an i0S
Product;

- You agree not to call the Apple Pay APls or otherwise attempt to gain information through the
Apple Pay APls for purposes unrelated to facilitating end-user payment transactions; and

- If You use Apple Pay APIs in Your Application, then You agree to use commercially reasonable
efforts to include Apple Pay Cash as a payment option with Your use of the Apple Pay APls in
accordance with the Documentation and provided that Apple Pay Cash is available in the
jurisdiction in which the Application is distributed.

3.3.43 As part of facilitating an end-user payment transaction through the Apple Pay APIs, Apple
may provide You (whether You are acting as the Merchant or as an Intermediary Party) with an
Apple Pay Payload. If You receive an Apple Pay Payload, then You agree to the following:

- If You are acting as the Merchant, then You may use the Apple Pay Payload to process the
end-user payment transaction and for other uses that You disclose to the end-user, and only in
accordance with applicable law; and

- If You are acting as an Inlermediary Party, then:

(a) You may use the Apple Pay Payload only for purposes of facilitating the payment transaction
between the Merchant and the end-user and for Your own order management purposes (e.g.,
customer service) as part of such transaction;

(b) You agres that You will not hold the Apple Pay Payload data for any longer than necessary to
fulfill the payment fransaction and order management purposes for which it was collected;

{c) You agree not to combine data obtained through the Apple Pay APIs, including but not limited
to, the Apple Pay Payload with any other data that You may have about such end-user {except to
the limited extent necessary for order management purposes). For clarity, an Intermediary Parly
may not use data obtained through the Apple Pay APls for advertising or marketing purposes, for
developing or enhancing a user profile, or to otherwise target end-users;
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{d) You agree to disclose to end-users that You are an Intermediary Party to the transaction and
to provide the identity of the Merchant for a particular transaction on the Apple Pay Payment
Sheet (in addition to including Your name as an Intermediary Party); and

(e) If You use a Merchant, then You will be responsible for ensuring that the Merchant You select
uses tha Apple Pay Payload provided by You only for purposes of processing the end-user
payment {ransaction and for other uses they have disclosed to the end-user, and only in
accordance with applicable law. You agree to have a binding written agreement with such
Merchant with terms at least as restrictive and protective of Apple as those set forth herein. Any
actions undertaken by any such Merchant in relation fo such Apple Pay Payload or the payment
transaction shall be deemed to have been taken by You, and You (in addition to such Merchant)
shall be responsible to Apple for all such actions {or any inactions). In the event of any actions or
inactions by such Merchant that would constitute a violation of this Agreement or otherwise cause
any harm, Apple reserves the right to require You to cease using such Merchant.

Sirikit:

3.3.44 Your Application may register as a destination to use the Apple-defined Sirikit domains,
but only if Your Application is designed to provide relevant responses to a user, or otherwise
carry out the user’s request or intent, in connection with the applicable SiriKit domain (e.g., ride
sharing) that is supported by Your Application and this usage is clearly evident in Your marketing
text and user interface. In addition, Your Application may contribute actions to SiriKit, but only if
such actions are tied to user behavior or activity within Your Application and for which You can
provide a relevant response to the user. You agree not to submit false information through SiriKit
about any such user activity or behavior or otherwise intsrfere with the predictions provided by
SiriKit (e.g., SiriKit donations should be based on actual user behavior).

3.3.45 Your Application may use information obtained through SiriKit only on supported Apple
products and may not export, remotely access or transfer such information off a device except to
the extent necessary to provide or improve relevant responses to a user or camry out a user's
request or in connection with Your Application. Notwithstanding anything to the contrary in
Section 3.3.9, You and Your Application may not use SiriKit, or any information obtained through
SiniKit, for any purpose other than providing relevant responses to a user or otherwise carrying
out a user's request or intent in connection with an Sirikit domain, intent, or action supported by
Your Application and/or for improving Your Application’s responsiveness to user requests (e.g.,
not for serving advertising).

3.3.46 If Your Application uses SiriKit to enable audio data to be processed by Apple, You agree
to clearly disclose to end-users that You and Your Application will be sending their recorded
audio data to Apple for speech recognition, processing and/or transcription purposss, and that
such audio data may be used to improve and provide Apple products and services. You further
agree to use such audio data, and recognized text that may be returned from SiriKit, only as
expressly consanted to by the end-user and as expressly permitted herein.

Single Sign-On API:

3.3.47 You must not access or use the Single Sign-On AP unless You are a Mulli-channel
Video Programming Distributor (MVPD) or unless Your Application is primarily designed to
provide authenticated video programming via a subscription-based MVPD service, and You have
received an entittement from Apple to use the Single Sign-On API. If You have received such an
entitlement, You are permitted to use the Single Sign-On API solely for the purpose of
authenticating a user's entitlement to access Your MVPD content for viewing on an Apple
Product, in accordance with the Single Sign-on Specification. Any such use must be in
compliance with the Documentation for the Single Sign-On Specification. You acknowledge that
Apple reserves the right to not provide You such an entitlement, and to revoke such entittement,
at any time, in its sole discretion.
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if You use the Single Sign-On API, You will be responsible for providing the sign-in page
accessed by users via the Single Sign-On AP| where users sign in to authenticate their right to
access Your MVPD content. You agree that such sign-in page will not display advertising, and
that the content and appearance of such page will be subject to Apple's prior review and
approval. If You use the Single Sign-On AP| and Apple provides en updated version of such API
and/or the Single Sign-on Specification, You agree to update Your implementation to conform
with the newer version and specification within 3 months after receiving the update from Apple.

You authorize Apple to use, reproduce, and display the trademarks provided by You for use in
connection with the Single-Sign-On feature, including use in the user interface screens in Apple
products where the user selects the provider and authenticates through Single Sign-on, and/or to
provide the user with a list of apps that are accessible to such user through Single Sign-On. You
also grant Apple the right to use screen shots and images of such user inlerface, including but not
limited to use in instructional materials, training materials, marketing materiels, and advertising in
any medium. Data provided via the Single Sign-On API will be considered Licensed Application
Information hereunder, but wili be subject to the use limitations set forth in this Section.

You must not collect, store or use data provided via the Single Sign-On API for any purpose other
than to authenticate a user’s entitlement to access Your MVPD content on an Apple product, to
provide the user access to Your MVPD content, and/or to address performance and technical
problems with Your MVPD service. You will not provide or disclose deta, content or information
obtained from use of the Single Sign-On API to any other party except for authentication
information provided to a video programming provider whose programming is offered as part of
an MVPD subscription offered by You, and solely for the purpose of authenticating the user's
entitlement to access such video programming on an Apple preduct under the user's MVPD
subscription.

TV App APL;

3.3.48 You may not use the TV App API unless {a) Your Application is primarily designed to
provide video programming, (b} You have received an entitiement from Appis, and {(c) Your use is
in accordance with the TV App Specification. To the extent that You provide TV App Data to
Apple, Apple may store, use, reproduce and display such data solely for the purposes of: (a)
providing information and recommendations to users of TV App Features, (b) snabling users to
link from such recommendations and/or information to content for viewing via Your Licensed
Application, and/or (c) servicing, maintenance, and optimization of TV App Features. With
respect to any TV App Data that has been submitted by You prior to termination of this
Agreement, Apple may continue to use such data in accordance with this Section 3.3.48 after
termination of this Agreement. TV App Data will be considered Licensed Application Information
under this Agreement, but will be subject to the use limitations set forth in this Section. You
acknowledge that Apple reserves the right to not include Your Licensed Application in the TV App
Features, in its sole discretion.

Apple will obtein user consent based on the user's Apple ID before including Your Licensed
Application in the TV App Features displayed under that Apple ID. Apple will also provide users
with the ability to withdraw such consent at any time thereafter and to delele their TV App Data
from Apple’s systems. In addition, You may solicit user consent based upon Your own subscriber
ID system. You are responsible for Your compliance with all applicable laws, including any
applicable local laws for obfaining user consent with respect to Your provision of TV App Data to
Apple.

Spotlight-lmage-Search Service:

3.3.49 To the extent that You provide Apple’s spotlight-image-search service with access to any
of Your domains that are associated with Your Licensed Applications (the "Associated
Domain(s)"), You hereby grant Apple permission to crewl, scrape, copy, transmit and/or cache
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the content found in the Associated Domain(s) {the “Licensed Content®) for the purposes set forth
in this section. The Licensed Content shall be considered Licensed Application Information under
this Agreement. You hereby further grant Apple a license to use, make, have made, reproduce,
crop and/or modify the file format, resolution and appearance of the Licensed Content (for the
purposes of reducing file size, converting to a supported file type and/or displaying thumbnails),
and to publicly display, publicly perform, integrate, incorporate and distribute the Licensed
Content ic enhance search, discovery, and end-user distribution of the Licensed Content in
Apple’s Messages feature. Upon the termination of this Agreement for any reason, end users of
Apple-branded products will be permitted to continue using and distributing all Licensed Content
that they obtained through the use of Apple-branded products prior to such termination.

Musickit:

3.3.50 You egree not to call the MusicKit APls or use MusicKit JS (or otherwise attempt to gain
information through the MusicKit APIs or MusicKit JS) for purposes unrslated to facilitating
access to Your end users’ Apple Music subscriptions. If You access the MusicKit APIs or
MusicKit JS, then You must follow the Apple Music |dentity Guidelines. You agree not to require
payment for or indirectly monetize access to the Apple Music service (s.g. in-app purchase,
advertising, requesting user info) through Your use of the MusicKit APIs, MusicKit JS, or
otherwisse in any way. In addition;

- If You choose to offer music playback through the MusicKit APls or MusicKit JS, full songs must
be enabled for playback, and users must initiate playback and be able to navigate playback using
standard media controls such as “play,” “pauss,” and "skip”, and You agree to not misrepresent
the functionality of these controls;

- You may not, and You may not permit Your end users to, download, upload, or modify any
MusicKit Content and MusicKit Content cannot be synchronized with any other content, unless
otherwise permitted by Apple in the Documentation;

- You may play MusicKit Content only as rendered by the MusicKit APls or MusicKit JS and only
as permitted in the Documentation (e.g., album art and music-related text from the MusicKit API
may not be used separately from music playback or managing playiists);

- Metadate from users {such as playlists and favorites) may be used only to provide a service or
function that is clearly disclosed to end users and that is directly relevant to the use of Your
Application, website, or web application, as dstermined in Apple’s sole discretion; and

- You may use MusicKit JS only as & stand-alona library in Your Application, website, or web
application and only as permitted in the Documentation (e.g., You agree not to recombine
MusicKit JS with any other JavaScript code or separately download and re-host it).

DeviceCheck APls:

3.3.51 If You use DeviceCheck APIs to store DeviceCheck Data, then You must provide a
mechanism for customers to contact You 1o reset those values, if applicable {e.g. resetting a trial
subscription or re-authorizing certain usage when a new user acquires the device). You may not
rely on the DeviceCheck Data as a single identifier of fraudulent conduct and must use the
DeviceCheck Data only in connection with other data or information, e.g., the DeviceCheck Data
cannot be the sole data point since a device may have been transferred or resold. Apple
reserves the right to delete any DeviceCheck Data at any time in its sole discretion, and You
agree not to rely on any such Data. Further, You agree not to share the DeviceCheck tokens You
receive from Apple with any third party, except a Service Provider acting on Your behalf.

Face Data:

Program Agreement
Page 27



3.3.52 If Your Application accesses Face Data, then You must do so only to provide a service or
function that is directly relevant to the use of the Application, and You agree to inform users of
Your intended uses and disclosures of Face Data by Your Application and to obtain clear and
conspicuous consent from such users before any collection or use of Face Data. Notwithstanding
anything to the contrary in Section 3.3.9, neither You nor Your Application (nor any third party
with whom You have contracted to serve advertising) may uss Face Data for serving advertising
or for any other unrelated purposes. In addition;

- You may not use Face Data in a manner that will violate the legal rights of Your users {or any
third parties) or to provide an unlawful, unfair, misleading, fraudulent, improper, exploitative, or
objectionabls user experience and then only in accordance with the Documentation;

- You may not use Face Data for authentication, advertising, or marketing purposes, or to
otherwise target an end-user in a similar manner;

- You may not use Face Data to build a user profile, or otherwise attempt, facilitate, or encourage
third parties o identify anonymous users or reconstruct user profiles based on Face Data;

- You agree not to transfer, share, sell, or otherwise provide Face Data to advertising platforms,
analytics providers, data brokers, information resellers or other such parties; and

- Face Data may not be shared or transferred off the user's device unless You have obtained
clear and conspicuous consent for the transfer and the Face Data is used only in fulfiling a
specific service or function for Your Application {e.q., a face mesh is used to display an image of
the user within the Application) and only in accordance with these terms and the Documentation.
You agree to require that Your service providers use Face Data only to the limited extent
consented to by the user and only in accordance with these terms.

ClassKit APls:

3.3.53 Your Application must not include the ClassKit APIs unless it is primarily designed to
provide educational services, and this usage is clearly evident in Your marketing text and user
interface. You agree not to submit false or inaccurate data through the ClassKit APls or to
attempt to redafine the assigned data categories for data submitted through the ClassKit APIs
(e.g., student location data is not a supported data type and should not be submitted).

4, Changes to Program Requirements or Terms

Apple may change the Program Requirements or the terms of this Agreement at any time. New
or modified Program Requirements will not retroactively apply to Applications already in
distribution via the App Store or B2B Program; provided however that You agree that Apple
reserves the right to remove Applications from the App Store or B2B Program that are not in
compliance with the new or modified Program Requirements at any time. In order to continue
using the Apple Software, Apple Certificates or any Services, You must accept and agree to the
new Program Requirements and/or new terms of this Agreement. If You do not agree to new
Program Requirements or new terms, Your use of the Apple Software, Apple Certificates and any
Services will be suspended or terminated by Apple. You agree that Your acceptance of such new
Agreement terms or Program Requirements may be signified electronically, including without
limitation, by Your checking a box or clicking on an “agree” or similar button. Nothing in this
Section shall affect Apple's rights under Section 5 (Apple Certificates; Revocation).

5. Apple Certificates; Revocation

5.1 Certificate Requirements

All Applications must be signed with an Apple Certificate in order to be installed on Authorized
Test Units, Registarad Devicas or submitted to Apple for distribution via the App Store, B2B
Program or TestFlight. Similarly, all Passes must be signed with an Apple Certificate to be
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recognized and accepted by Wallet. Safari Extensions must be signed with an Apple Certificate
to run in Safari on macOS. You must use a Website [D to send Safari Push Notifications to the
macOS desktop of users who have opted in to receive such Notifications for Your Site through
Safari on macOS. You may also obtain other Apple Certificates and keys for other purposes as
set forth herein and in the Documentation.

In relation to this, You represent and warrant to Apple that: (a) You will not take any action o
interfere with the normal operation of any Apple Certificatas, keys, or Provisioning Profiles; (b)
You are solely responsible for preventing any unauthorized person from having access to Your
digital certificates and comesponding private keys and You will use best efforts to safequard Your
digital certificates and corresponding private keys from compromise; (c) You agree to immediately
notify Apple in writing if You have any reason to believe there has been a compromise of any of
Your digital certificates or corresponding private keys; (d) You will not provide or transfer Apple
Certificates or keys provided under this Program to any third party (except for a Service Provider
who is using them on Your behalf in compliance with this Agreement), and You will not use Your
Apple Certificates to sign any third party’s application, pass, extension, notification,
implementation, or site; (e} You will use any Apple Certificates or keys provided under this
Agreement soleiy as permitted by Apple and in accordance with the Documentation; and (f) You
will use Apple-issued certificates provided under this Program exclusively for the purpose of
signing Your Passes, signing Your Safari Extensions, signing Your Site’s registration bundle,
accessing the APN service, and/or signing Your Applications for testing, submission to Apple
and/or for limited distribution for use on Registered Devices or Authorized Test Units as
contemplated under this Program, or as otherwise permitted by Apple, and only in accordance
with this Agreement. As a limited exception to the foregoing, You may provide versions of Your
iOS Applications to Your Service Providers to sign with their Apple-issued iOS development
certificates, but solely for purposes of having them perform testing on Your behalf of Your
Applications on Apple-branded products running iOS and provided that all such testing is
conducted internally by Your Service Providers (e.g., no outside distribution of Your Applications)
and that Your Applications are deleted within a reasonable period of time after such testing is
performed. Further, You agree that Your Service Provider may use the data obtained from
performing such testing services only for purposes of providing You with information about the
performance of Your Applications {e.g., Your Service Provider is prohibited from aggregating
Your Applications’ test results with other developers’ test results).

You further represent and warrant to Apple that the licensing terms governing Your Application,
Your Safari Extension, Your Site's registration bundle, and/or Your Pass, or governing any third
party cede or FOSS included in Your Covered Products, will be consistent with and not conflict
with the digital signing or content protection aspects of the Program or any of the terms,
conditions or requirements of the Program or this Agreement. In particular, such licensing terms
will not purport to require Apple (or its agents) to disclose or make available any of the keys,
authorization codes, methods, procedures, data or other information related to the Security
Solution, digital signing or digital rights management mechanisms or security utilized as part of
any Apple software, including the App Store. If You discover any such inconsistency or conflict,
You agree to immediately notify Apple of it and will cooperate with Apple to resolve such matter.
You acknowledge and agres that Apple may immediately cease distribution of any affected
Licensed Applications or Passes, and may refuse to accept any subsaquent Application or Pass
submissions from You until such matter is resolved to Apple's reasonable satisfaction.

5.2 Relying Party Certificates

The Apple Software and Services may also contain functionality that permits digital certificates,
either Apple Certificetes or other third-party certificates, to be accepted by the Apple Software or
Services {e.g., Apple Pay) and/or to be used to provide information to You (e.g., transaction
receipts). Itis Your responsibility to verify the validity of any certifications or transaction receipts
You may receive from Apple prior to relying on them (e.g., You shouid verify that the receipt came
from Apple prior to any delivery of content to an end-user through the use of the In-App Purchase
APl). You are solely responsible for Your decision to rely on any such certificates and receipts,
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and Apple will not be liable for Your failure to verify that any such certificates or transaction
receipts came from Apple (or third parties) or for Your reliance on Apple Certificates or other
digital certificates.

53 Notarized Applications for macOS

To have Your macOS Application notarized, You may request a digital file for authentication of
Your Application from Apple’s digital notary service (a “Ticket"). You can use this Ticket with
Your Apple Certificate to receive an improved developer signing and user experience for Your
Application on macOS. To request this Ticket from Apple’s digital notary service, You must
upload Your Application to Apple through Apple’s developer tools (or other requested
mechanisms) for purposes of continuous security checking. This continuous security checking
will involve automated scanning, testing, and analysis of Your Application by Apple for malware or
other harmful or suspicious code or components or security flaws, and, in limited cases, a
manual, technical investigation of Your Application by Apple for such purposes. By uploading
Your Application to Apple for this digital notary service, You agree that Apple may perform such
security checks on Your Application for purposes of detecting malware or other harmful or
suspicious code or components, and You agree that Apple may retain and use Your Application
for subsequent security checks for the same purposes.

If Apple authenticates Your developer signature and Your Application passes the initial security
checks, Apple may provide You with a Ticket to use with Your Apple Certificate. Apple reserves
the right to issue Tickets in its sole discretion, and Apple may revoke Tickets at any time in its
sole discretion in the event that Apple has reason to believe, or has reasonable suspicions, that
Your Application containg malware or malicious, suspicious or harmful code or components or
that Your developer identity signature has been compromised. You may request that Apple
revoke Your Ticket at any time by emailing: product-security@apple.com. If Apple revokes Your
Ticket or Your Apple Certificate, then Your Application may no longer run on macOS.

You agree to cooperate with Apple regarding Your Ticket requests and to not hide, attempt to
bypass, or misrepresent any part of Your Application from Apple's security checks or otherwise
hinder Apple from being able to perform such security checks. You agree not to represent that
Apple has performed a security check or malware detection for Your Application or that Apple has
reviewed or approved Your Application for purposes of issuing a Ticket to You from Apple's digital
notary service. You acknowledge and agree that Apple is performing security checks soiely in
connection with Apple’s digital notary service and that such security checks should not be relied
upon for malware detection or security verification of any kind. You are fully responsible for Your
own Application and for ensuring that Your Application is safe, secure, and operationa! for Your
end-users (e.g., informing Your end-users that Your Application may cease to run if there is an
issue with malware). Apple will not be liable to You or any third-party for any inability or failure to
detect any malware or other suspicious, harmful code or components in Your Application or other
security issues, or for any ticket issuance or revocation. Apple shall not be responsible for any
costs, expenses, damages, losses or other liabilities You may incur as a result of Your
Application development, use of the Apple Software, Apple Services (including this digital notary
service), or Apple Certificates, tickets, or participation in the Program, including without limitation
the fact that Apple performs security checks on Your Application.

5.4 Certificate Revocation

Except as otherwise set forth herein, You may revoke Apple Certificates issued to You at any
tima. If You want to revoke the Apple Certificates used to sign Your Passes and/or issued to You
for use with Your macOS Applications distributed outside of the App Store, You may request that
Apple revoke these Apple Certificates at any time by emailing: product-security@apple.com.
Apple also reserves the right to revoke any Apple Certificates at any time, in its sole discretion.
By way of example only, Apple may choose to do this if: (a) any of Your Apple Cetificates or
cotresponding private keys have been compromised or Apple has reascn to believe that either
have been compromised; (b) Apple has reason to believe or has reasonable suspicions that Your
Covered Products contain malware or malicious, suspicious or harmful code or components (e.g.,
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a software virus}); (c} Apple has reason to believe that Your Covered Products adversely affect
the security of Apple-branded products, or any other software, firmware, hardware, data,
systems, or networks accessad or used by such products; {d) Apple’s certificate issuance
process is compromised or Apple has reason to believe that such process has been
compromised; (e) You breach any term or condition of this Agreement; (f) Apple ceases to issue
the Apple Certificates for the Covered Product under the Program; (g) Your Covered Product
misuses or overburdens any Services provided hereunder; or (h) Apple has reason to believe that
such action is prudent or necessary. Further, You understand and agree that Apple may notify
end-users of Covered Products that are signed with Apple Certificates when Appie believes such
action is necessary to protect the privacy, safety or security of end-users, or is otherwise prudent
or necessary as determined in Apple’s reasonable judgment. Apple’s Cerlificate Policy and
Certificate Practice Statements may be found at: http://www.apple.com/certificateauthority.

6. Application Submission and Selection

6.1 Submission to Apple for App Store or B2B Program

You may submit Your Application for consideration by Apple for distribution via the App Store or
B2B Program once You decide that Your Applicalion has been adequately tested and is
complete. By submitting Your Application, You represent and warrant that Your Application
complies with the Documentation and Program Requirements then in effect as well as with any
additional guidelines that Apple may post on the Program web portal or in App Store Connect.
You further agree that You will not attempt to hide, misrepresent or obscure any features,
content, services or functionality in Your submitted Applications from Apple's review or otherwise
hinder Apple from being able to fully review such Applications. |n addition, You agree to inform
Apple in writing through App Store Connect if Your Application connects to a physical device,
including but not limited to an MFi Accessory, and, if so, to disclose the means of such
connection (whether iAP, Bluetooth Low Energy (BLE), the headphone jack, or any other
communication protocol or standard) and identify at least one physical device with which Your
Application is designed to communicate. if requested by Apple, You agree to provide access to
or samples of any such devices at Your expense (samples will not be returned). You agree to
cooperate with Apple in this submission process and to answer questions and provide information
and materials reasonably requested by Apple regarding Your submitted Application, including
insurance information You may have relating to Your Application, the operation of Your businass,
or Your obligations under this Agreement. Apple may require You to carry certain levels of
insurance for certain types of Applications and name Apple es an additional insured. If You make
any changes to an Application (including to any functionality made available through use of the
In-App Purchase API) after submission to Apple, You must resubmit the Application to Apple.
Similarty all bug fixes, updates, upgrades, modifications, enhancements, supplements to,
revisions, new releases and new versions of Your Application must be submitted to Apple for
review in order for them to be considered for distribution via the App Store or B2B Program,
except as otherwise permitted by Apple.

6.2 App Thinning and Bundled Resources

As part of Your Application submission to the App Store or B2B Program, Apple may optimize
Your Application to target specific devices by repackaging certain functionality and delivered
resources (as described in the Documentation) in Your Application so that it will run more
efficiently and use less space on target devices (“App Thinning”). For example, Apple may
deliver only the 32-bit or 64-bit version of Your Applicalion to a target device, and Apple may not
deliver icons or launch screens that would not rander on the display of a target device. You
agree that Apple may use App Thinning to repackage Your Application in order to deliver a more
optimized version of Your Application to target devices.

As part of App Thinning, You can also reguest that Apple deliver specific resources for Your
Application (e.g., GPU resources) to targst devices by identifying such bundled resources as part
of Your code submission (“Bundled Resources"). You can define such Bundled Resources to
vary the timing or delivery of assets to a target device (e.g., when a user reaches a certain leysl
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of a game, then the content is delivered on-demand to the target device). App Thinning and
Bundled Resources are not available for all Apple operating systems, and Apple may continue to
deliver full Application binaries to some target devices.

8.3 Bitcode Submissions

For Application submissions to the App Store or B2B Program for some Apple operating systems
{e.g., for watchOS), Apple may require You to submit an intermediate representation of Your
Application in binary file format for the LLVM compiler (“Bitcode™). You may also submit Bitcode
for other supported Apple operating systems. Such Bitcode submission will allow Apple to
compile Your Bitcods to target specific Apple-branded devices and to recompile Your Bitcode for
subsequent releases of Your Application for new Apple hardware, softwars, and/or compiler
changes. When submitting Bitcode, You may choose whether or not to include symbols for Your
Application in the Bitcode; however, if You do not include symbols, then Apple will not be able to
provide You with symbolicated crash logs or other diagnostic information as set forth in Section
6.5 (Improving Your Application) below. Further, You may be required to submit a compiled
binary of Your Application with Your Bitcode.

By submitting Bitcode to Apple, You authorize Apple to compile Your Bitcode into a resulting
binary that will be targeted for specific Apple-branded devices and to recompile Your Bitcode for
subsequent rebuilding and recompiling of Your Application for updated hardware, software,
and/or compiler changes (e.g., if Apple releases a new device, then Apple may use Your Bitcode
to update Your Application without requiring resubmission). You agree that Apple may compiie
such Bitcode for its own internal use in testing and improving Apple’s developer tools, and for
purposes of analyzing and improving how applications can be optimized to run on Apple's
operating systems {e.g., which frameworks are used most frequently, how a certain fremework
consumes memory, etc.). You may use Apple’s developer tools to view and test how Apple may
process Your Bitcode into machine code binary form. Bitcode is not available for all Apple
operating systems.

6.4 TestFlight Submission

If You would like to distribute Your Application to Beta Testers outside of Your company or
organization through TestFlight, You must first submit Your Application to Appla for review. By
submitting such Application, You represent and warrant that Your Application complies with the
Documentation and Program Requirements then in effect as well as with any additional
guidelines that Apple may post on the Program web portal or in App Store Connect. Thereafter,
Apple may permit You to distribute updates to such Application directly to Your Beta Testers
without Apple’s review, unless such an update includes significant changes, in which case You
agree to inform Apple in App Store Connect and have such Application re-reviewed. Apple
reserves the right to require You to cease distribution of Your Application through TestFlight,
and/or to any particular Beta Tester, at any time in its sols discretion.

6.5 Improving Your Application

Further, if Your Application is submitted for distribution via the App Stare, B2B Program or
TestFlight, You agree that Apple may use Your Application for the limited purpose of compatibility
testing of Your Application with Apple products and services, for finding and fixing bugs and
issues in Apple products and services and/or Your Applications, for internal use in evaluating i0S,
watchOS, tvOS, and/or macOS performance issues in or with Your Application, for security
testing, and for purposes of providing other information to You (e.g., crash logs). Excapt as
otherwise set forth herein, You may opt in to send app symbol information for Your Application to
Apple, and if You do so, then You agree that Apple may use such symbols to symbolicate Your
Application for purposes of providing You with symbolicated crash logs and other diagnostic
information. In the event that Apple provides You with crash logs or other diagnostic information
for Your Application, You agree to use such crash logs and inforrnation only for purposes of fixing
bugs and improving the performance of Your Application and related products. You may also
collect numeric strings and variables from Your Application when it crashes, so long as You
collect such information only in an anonymous, non-personal manner and do not recombins,
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correlate, or use such information to attempt to identify or derive information about any particular
end-user or device.

6.6 App Analytics

To the extent that Apple provides an Analytics service through App Store Connact for
Applications distributed through the App Store, You agree to use any data provided through such
App Analytics service solely for purposes of improving Your Applications and related products.
Further, You agree not to provide such information o any third parties, except for a third-party
service provider who is assisting You in processing and analyzing such data on Your behalf and
who is not permitted to use it for any other purpose or disclose i to any other party. For clarity,
You must not aggregate (or permit any third-party to aggregate) analytics information provided to
You by Apple for Your Applications as part of this App Analytics service with other developers’
analytics information, or contribute such information to a repository for cross-developer analytics.
You must not use the App Analytics service or any analytics data to attempt to identify or derive
information about any particular end-user or device.

6.7 Compatibility Requirement with Current Shipping 08 Version

Applications that are selected for distribution via the App Store must be compatible with the
currently shipping version of Apple's applicable operating system {0OS) software at the time of
submission to Apple, and such Applications must stay current and maintain compatibility with
each new release of the applicable OS version so long as such Applications are distributed
through the App Store. You understand and agree that Apple may remove Applications from the
App Store when they are not compatible with the then-current shipping release of the OS at any
time in its sole discretion.

6.8 Selection by Apple for Distribution
You understand and agree that if You submit Your Application to Apple for distribution via the App
Store, B2B Program, or TestFlight, Apple may, in its sole discretion:

(a) determine that Your Application does not meet all or any part of the Documentation or
Pregram Requirements then in effect;

(b) reject Your Application for distribution for any reason, even if Your Application meets the
Documentation and Program Requirements; or

(c) select and digitally sign Your Application for distribution via the App Store, B2B Program, or
TestFlight.

Apple shall not be responsible for any costs, expenses, damages, losses (including without
limitation lost business opportunities or lost profits) or other liabilities You may incur as a result of
Your Application development, use of the Apple Software, Apple Services, or Apple Certificates
or participation in the Program, including without limitation the fact that Your Application may not
be selected for distribution via the App Store or B2B Program. You will be solely responsible for
developing Applications that are safe, free of defects in design and operation, and comply with
applicable laws and regulations. You will also be solely respensible for any documentation and
end-user customer support and warranty for such Applications. The fact that Apple may have
reviewed, tested, approved or selected an Application will not relieve You of any of these
responsibifities.

7. Distribution of Applications and Libraries

Applications:

Applications developed under this Agreement for iOS, watchOS, or tvOS may be distributed in
four ways: {1} through the App Store, if selected by Apple, {2) through the B2B Program, if

selected by Apple, (3) through Ad Hoc distribution in accordance with Sectlon 7.3, and (4) for
beta testing through TestFlight in accordance with Section 7.4. Applications for macOS may be
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submitted to Apple for selection and distribution on the App Store, or may be separately
distributed.

7.1 Delivery of Free Licensed Applications via the App Store

If Your Application gqualifies as a Licensed Application, it is eligible for delivery to end-users via
the App Store by Apple and/or an Apple Subsidiary. If You would like Apple andfor an Apple
Subsidiary to deliver Your Licensed Application or authorize additional content, functionality or
services You make available in Your Licensed Application through the use of the In-App
Purchase APl to end-users for free (no charge) via the App Store, then You appoint Apple and
Apple Subsidiaries as Your legal agent and/or commissionaire pursuant to the terms of Schedule
1 for Licensed Appiications designated by You as free-of-charge applications.

7.2 Schedule 2 and Schedule 3 for Fee-Based Licensed Applications; Receipts

If Your Applicafion qualifies as a Licensed Application and You intend to charge end-users a fee
of any kind for Your Licensed Application or within Your Licensed Application through the use of
the fn-App Purchase API, You must enter into a separate agreement (Schedule 2) with Apple
and/or an Apple Subsidiary before any such commercial distribution of Your Licensed Application
may take place via the App Store or before any such commercial delivery of additional content,
functionality or services for which You charge end-users a fee may be authorized through the use
of the In-App Purchase API in Your Licensed Application. If Your Application has been
customized for use by specific third-party business customers, and You would like Apple to sign
and distribute it through Apple’s applicable B2B Program, then You must enter into a separale
agreement (Schedule 3) with Apple and/or an Apple Subsidiary before any such distribution may
take place. To the extent that You enter (or have previously entered) into Schedule 2 or
Schedule 3 with Apple and/or an Apple Subsidiary, the terms of Schedule 2 or 3 will be deemed
incorporated into this Agreement by this reference.

When an end-user installs Your Licensed Application, Appile will provide You with a transaction
receipt signed with an Apple Certificate. |t is Your responsibility to verify that such certificate and
receipt were issued by Apple, as set forth in the Documentation. You are solely responsible for
Your decision to rely on any such certificates and receipts. YOUR USE OF OR RELIANCE ON
SUCH CERTIFICATES AND RECEIPTS [N CONNECTION WITH A PURCHASE OF A
LICENSED APPLICATION IS AT YOUR SOLE RISK. APPLE MAKES NO WARRANTIES OR
REPRESENTATIONS, EXPRESS OR IMPLIED, AS TO MERCHANTABILITY OR FITNESS FOR
ANY PARTICULAR PURPOSE, ACCURACY, RELIABILITY, SECURITY, OR NON-
INFRINGEMENT OF THIRD PARTY RIGHTS WITH RESPECT TO SUCH APPLE
CERTIFICATES AND RECEIPTS. You agree that You will only use such receipts and cerfificates
in accordance with the Documentation, and that You will not interfere or tamper with the normal
operation of such digital cerificates or receipts, including but not limited to any falsification or
other misuse.

7.3 Distrlbution on Registered Davices (Ad Hoe Distribution}

Subject to the terms and conditions of this Agreement, You may also distribute Your Applications
for iQS, watchOS and tvOS to individuals within Your company, organization, educational
institution, group, or who are otherwise affiliated with You for use on a limited number of
Registered Devices (as specified on the Program web portal), if Your Application has been
digitally signed using Your Apple Certificate as described in this Agreesmant. By distributing Your
Application in this manner on Registared Devices, You represent and warrant to Apple that Your
Application complies with the Documentation and Program Requirements then in effect and You
agree 1o cooperate with Apple and to answer questions and provide information about Your
Application, as reasonably requested by Apple. You also agree o be solely responsible for
determining which individuals within Your company, organization, educational institution or
affiliated group should have access to and use of Your Applications and Registered Devices, and
for managing such Registered Devices. Apple shall not be responsible for any costs, expenses,
damages, losses (including without limitation lost business opportunities or lost profits) or other
liabilities You may incur as a result of distributing Your Applications in this manner, or for Your
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failure to adequately manage, limit or otherwise control the access to and use of Your
Applications and Registerad Devices. You will be responsible for attaching or otherwise
including, at Your discretion, any relevant usage terms with Your Applications. Apple will not be
responsible for any violations of Your usage terms. You will be solely responsible for all user
assistance, warranty and support of Your Appiications.

7.4 TestFlight Distribution

A. Internal Distribution to Authorlized Developers and iTC users

You may use TestFlight for internal distribution of pre-release versions of Your Applications to a
limited number of Your Authorized Developers or Your App Store Connect {ITC) users who are
members of Your company or organization, but solely for their internal use in testing, evaluating
and/or developing Your Applications. Apple reserves the right to require You to cease distribution
of such Applications to Your Authorized Developers or Your App Store Connect users through
TestFlight, or to any particular Authorized Developer or App Store Connect user, at any time in its
sole discretion.

B. External Distribution to Beta Testers

You may alse use TestFlight for external distribution of pre-release versions of Your Applications
to a limited number of Beta Testers (as specified in App Store Connect), but solely for their
testing and evaluation of such pre-release versions of Your Applications and only if Your
Application has been approved for such distribution by Apple as set forth in Section 6.4
(TestFlight Submission). You may not charge Your Beta Testers fees of any kind to participate
in Apple’s TestFlight or for the use of any such pre-release versions. You may not use TestFlight
for purposes that are not related to improving the quality, performance, or usability of pre-release
versions of Your Application (e.g., continuous distribution of demo versions of Your Application in
an attempt to circumvent the App Store or providing trial versions of Your Applications for
purposes of soliciting favorable App Store ratings are prohibited uses). Further, if Your
Application is primarily intended for chiidren, You must verify that Your Beta Testers are of the
age of majority in their jurisdiction. If You choose to add Beta Tasters to TestFlight, then You are
assuming responsibility for any invitations sent to such end-users and for obtaining their consent
to contact them. By uploading email addresses for the purposes of sending invites to Beta
Testers, You warrant that You have an appropriate legal basis for using such emails addresses
for the purposes of sending invites. If a Beta Tester requests that You stop contacting them
(either through TestFlight or otherwise), then You agree to promplly do so.

C. Use of TestFlight information

To the extent that TestFlight provides You with bata analytics information about Your end-user’s
use of pre-release versions of Your Application {e.g., installation time, frequency of an individual's
use of an App, etc.) and/or other related information, You agree to use such data solely for
purposes of improving Your Applications and refated products. You agree not to provide such
information to any third parties, except for a third-party service provider who is assisting You in
processing and analyzing such data on Your behalf and who is not permitied to use it for any
other purpose or disclose it to any other party. For clarity, You must not aggregate (or permit any
third-party to aggregate) beta anaiytics information provided to You by Apple for Your
Applications as part of TestFiight with other developers’ beta analytics information, or contribute
such information to a repository for cross-developer beta analytics information. Further, You
must not use any beta analytics information provided through TestFlight for purposes of de-
anonymizing information obtained from or regarding a particular device or end-user outside of
TestFlight {e.g., You may not attempt to connect data gathered through TestFlight for a particular
end-user with information that is provided in an anonymized form through Apple’'s analytics
service).

Libraries:

7.5 Distribution of Libraries
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You can develop Libraries using the Apple Software. Notwithstanding anything to the contrary in
the Xcode and Apple SDKs Agreement, under this Agreement You may develop Libraries for iOS,
watchOS, and tvOS using the applicable Apple SDKs that are provided as part of the Xcode and
Apple SDKs license, provided that any such Libraries are developed and distributed solely for use
with an iOS Product, Apple Watch, or Apple TV and that You limit use of such Libraries only to
use with such products. If Apple determines that Your Library is not designed for use with an i0S
Product, Apple Watch, or Apple TV, then Apple may require You to cease distribution of Your
Library at any time, and You agree to promptly cease all distribution of such Library upon notice
from Apple and cooperate with Apple to remove any remaining copies of such Library. For clarity,
the foragoing limitation is not intended to prohibit the development of libraries for macOS.,

7.6 No Other Distribution Authorlzed Under this Agreement

Except for the distribution of freely available Licensed Applications through the App Store or B2B
Program in accordance with Sections 7.1 and 7.2, the distribution of Applications for use on
Regislered Devices as set forth in Section 7.2 (Ad Hoc Distribution), the distribution of
Applications for beta testing through TestFlight as set forth in Sectlon 7.4, the distribution of
Libraries in accordance with Section 7.5, the distribution of Passes in accordance with
Attachment 5, the delivery of Safari Push Notifications on macOS, the distribution of Safari
Extensions on macO8S, the distribution of Applications and libraries for macOS, andfor as
otherwise permitted herein, no other distribution of programs or applications developed using the
Apple Software is authorized or permitted hereunder. In the absence of a separate agreement
with Apple, You agree not to distribute Your Application for iOS Products, Apple Watch, or Apple
TV to third parties via other distribution methods or fo enable or permit others to do so. You
agree to distribute Your Covered Products only in accordance with the terms of this Agreement.

8. Program Fees

As consideration for the rights and licenses granted 1o You under this Agreement and Your
participation in the Program, You agree to pay Apple the annual Program fee set forth on the
Program website, unless You have received a valid fee waiver from Appls. Such fee is non-
refundable, and any taxes that may be levied on the Apple Software, Apple Services or Your use
of the Program shall be Your responsibility. Your Program fees must be paid up and not in
arrears at the time You submit {or resubmit) Applications to Apple under this Agreement, and
Your continued use of the Program web portal and Services is subject to Your payment of such
fees, where applicable. If You opt-in to have Your annual Program fees paid on an suto-
renewing basis, then You agree that Apple may charge the credit card that You have on file with
Apple for such fees, subject to the terms You agree to on the Program web portal when You
choose to enrcll in an auto-renewing membership.

9.  Confidentiality

9.1 Information Deemed Apple Confidential

You agree that all pre-release versions of the Apple Software and Apple Services (including pre-
release Documentation), pre-release versions of Apple hardware, the FPS Deployment Package,
any terms and conditions contained herein that disclose pre-release features, and the terms and
conditions of Schedule 2 and Schedule 3 will be deemed “Apple Confidential Information”;
provided however that upon the commercial release of the Apple Software the lerms and
conditions that disclose pre-release features of the Apple Software or services will no longer be
confidential. Notwithstanding the foregoing, Apple Confidential Information will not include:

{i} information that is generally and legitimately available to the public through no feult or breach
of Yours, {ii} information that is generally made available to the public by Apple, {iii) information
that is independently developed by You without the use of any Apple Confidential Information,
{iv) information that was rightfully obtained from a third party who had the right to transfer or
disclose it to You without limitation, or {v) any FOSS included in the Apple Software and
accompanied by licensing terms that do not impose confidentiality obligations on the use or
disclosure of such FOSS. Further, Apple agrees that You will not be bound by the foregoing
confidentiality terms with regard to technical information about pre-release Apple Software and
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services disclosed by Apple at WWDC (Apple's Weordwide Developers Confersnce), except that
You may not post screen shots of, write public reviews of, or redistribute any pre-release Apple
Software, Apple Services or hardware.

9.2 Obligations Regarding Apple Confidential Information

You agree to protect Apple Confidential Information using at least the same degree of care that
You use to protect Your own confidential information of similar importance, but no less than a
reasonable degrse of care. You agree to use Apple Confidential Information solely for the
purpose of exercising Your rights and performing Your obligations under this Agreement and
agree not to use Apple Confidential Information for any other purpose, for Your own or any third
party’s benefit, without Apple's prior written consent. You further agree not to disclose or
disseminate Apple Confidential Information to anyone other than: (i) those of Your employees and
contractors, or those of Your faculty and staff if You are an educational institution, who have a
need to know and who are bound by a written agreement that prohibits unauthorized use or
disclosure of the Apple Confidential Information; or (ii) except as otherwise agreed or permitted in
writing by Apple. You may disclose Apple Confidential Information fo the extent required by law,
provided that You take reasonable steps to notify Apple of such requirement before disclosing the
Apple Confidential Informetion and to obtain protective treatment of the Apple Confidential
Information. You acknowledge that damages for improper disclosure of Apple Cenfidential
information may be irreparable; therefore, Apple is entitled to seek equitable rslief, inctuding
injunction and preliminary injunction, in addition to all other rermedies.

9.3 Information Submitted to Apple Not Deemed Confidantlal

Apple works with many application and software developers and some of their products may be
similar to or compete with Your Applications. Apple may also ba developing its own similar or
competing applications and products or may decide to do so in the future. To avoid potential
misunderstandings and except as otherwise expressly set forth herein, Apple cannot agree, and
expressly disclaims, any confidentiality obligations or use restrictions, express or implied, with
respect to any information that You rnay provide in connection with this Agresmeant or the
Program, including but not limited to information about Your Application, Licensed Application
Information and metadata (such disclosures will be referred to as “Licensee Disclosures”). You
agree that any such Licensee Disclosures will be non-confidential. Except as otherwise
expressly set forlh herein, Apple will be free to use and disclose any Licensee Disclosures on an
unrestricted basis without notifying or compensating You. You release Apple from all liability and
obligations that may arise from the receipt, review, use, or disclosure of any portion of any
Licensee Disclosures. Any physical materials You submit to Apple will become Apple property
and Apple will have no obligation to retum those materials to You or to cartify their destruction.

9.4 Press Releases and Other Publicity

You may not issue any press releases or make any other public statements regarding this
Agreement, its terms and conditions, or the relationship of the parties without Apple’s express
prior written approval, which may be withheld at Apple's discretion,

10. Indemnification

To the extent permitted by applicable law, You agree to indemnify and hold harmless, and upon
Apple’s request, defend, Apple, its directars, officers, employees, independent contractors and
agenis (each an “Apple Indemnified Party®) from any and all claims, losses, liabilities, damages,
taxes, expenses and costs, including without limitation, attomeys’ fees and court costs
(collectively, “Losses”), incurred by an Apple Indemnified Party and arising from or related to any
of the following (but excluding for purposes of this Section, any Application for macOS that is
distributed outside of the App Store and does not use any Apple Services or Certificates): (i) Your
breach of any certification, covenant, obligation, representation or warranty in this Agreement,
including Schedule 2 and Schedule 3 {if applicable); (ii) any claims that Your Covered Product or
the distribution, sale, offer for sale, use or importation of Your Covered Product (whether alone or
as an essential part of a combination), Licensed Application Information, metadata, or Pass
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Information violate or infringe any third party intellectual property or proprietary rights; (jii) Your
breach of any of Your obligations under the EULA (as defined in Schedule 1 or Schedule 2 or
Schedule 3 (if applicable)) for Your Licensed Application; {iv) Apple's parmitted use, promotion or
delivery of Your Licensed Application, Licensed Application Information, Safari Push Notification,
Safar Extension (if applicable), Pass, Pass Information, metadata, related trademarks and fogos,
or images and other materials that You provide to Apple under this Agraement, including
Schedule 2 or Schedule 3 {if applicable); (v) any claims, including but not limited to any end-user
claims, regarding Your Covered Products, Licensed Application Information, Pass Information, or
related logos, trademarks, content or images; or (vi} Your use (including Your Authorized
Developers’ use) of the Apple Software or services, Your Licensed Application Information, Pass
Information, metadata, Your Authorized Test Units, Your Registered Devices, Your Covered
Products, or Your development and distribution of any of the foregoing.

You acknowledge that neither the Apple Software nor any Services are intended for use in the
development of Covered Preducts in which errors or inaccuracies in the content, functionality,
services, data or information provided by any of the foregoing or the failure of any of the
foregoing, could lead to death, personal injury, or severe physical or environmental damage, and,
to the extent parmitted by law, You hereby agree to indemnify, defend and hold harmless each
Apple Indemnified Party from any Losses incurred by such Apple Indemnified Party by reason of
any such use.

In no event may You enter inlo any settlement or like agreament with a third party that affects
Apple’s rights or binds Apple in any way, without the prior written consent of Apple.

11. Term and Termination

111 Term

The Term of this Agreement shall extend until the one (1) year anniversary of the original
activation date of Your Program account. Thereafter, subject to Your payment of annual renswal
fees and compliance with the terms of this Agreement, the Term will automatically renew for
successive one (1) year terms, unless sooner terminated in accordance with this Agreement.

112  Termination

This Agreement and all rights and licenses granted by Apple hereunder and any services
provided hereunder wilt terminate, effective immediately upon notice from Apple:

(a) if You or any of Your Authorized Developers fail to comply with any term of this Agresment
other than those set forth below in this Section 11.2 and fail to cure such breach within 30 days
after bacoming aware of or receiving notice of such breach;

{b} if You or any of Your Authorized Developers fail to comply with the terms of Section 9
{Confidentlality);

{c) in the event of the circumstances described in the subsection entitled “Severability” balow:
{d) if You, at any time during the Term, commence an action for patent infringement against
Apple;

{e) if You become insolvent, fail to pay Your debts when due, dissolve or cease to do business,
file for bankruptcy, or have filed against You a petition in bankruptey; or

(f) if You engage, or encourage others to engags, in any misleading, fraudulent, improper,
unlawfuf or dishonest act relating to this Agreement, including, but not limited to, misrepresenting
the nature of Your submitted Application {e.g., hiding or trying to hide functionality from Apple’s
review, falsifying consumer reviews for Your Application, engaging in payment fraud, etc.).

Apple may also terminate this Agreement, or suspend Your rights to use the Appie Software or
services, if You fail to accept any new Program Requirements or Agreement terms as described
in Section 4. Either party may terminate this Agreement for its convenience, for any reason or no
reason, effective 30 days after providing the other party with written notice of its intent to
terminate.
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11.3  Effect of Termination

Upon the termination of this Agreement for any reason, You agree {o immediately cease all use of
the Apple Software and services and erase and destroy all copies, full or partial, of the Apple
Software and any information pertaining to the services {including Your Push Application ID) and
all copies of Apple Confidential Information in Your and Your Authorized Developers' possassion
or control. At Apple’s request, You agree to provide written certification of such destruction to
Apple. Upon the expiration of the Delivery Period defined and set forth in Schedule 1, all
Licensed Applications and Licensed Application Information in Apple’s possession or control shall
be deleted or destroyed within a reasonable time thereafter, excluding any archival copies
maintained in accordance with Apple's standerd business practices or required to be maintained
by applicable law, rule or regulation. The following provisions shall survive any termination of this
Agresment: Sections 1, 2.3, 2.5, 2.6, 3.1(d), 3.1(e), 3.1(f), 3.2(d), 3.2(e), 3.2(f), 3.2(g), and 3.3,
the second paragraph of Section 5.1 {(excluding the |last two sentences other than the restrictions,
which shall survive), the third paragraph of Section 5.1, the last sentence of the first paragraph of
Section 5.3 and the limitations and restriclions of Section 5.3, Section 5.4, the first sentence of
and the restrictions of Section 6.5, the restrictions of Section 6.6, the second paragraph of
Section 6.8, Section 7.1 (Schedule 1 for the Delivery Period), the restrictions of Section 7.3, 7.4,
and 7.5, Section 7.6, Section 9 through14 inclusive; within Attachment 1, the last sentence of
Section 1.1, Section 2, Section 3.2 {but only for existing promotions), the second and third
sentences of Section 4, Section 5, and Section 6; within Attachment 2, Sections 1.3, 2, 3, 4, 5, 6,
and 7; within Attachment 3, Secticns 1, 2 (except the second sentence of Section 2.1), 3 and 4;
within Attachment 4, Secticns 1.2, 1.5, 1.6, 2, 3, and 4; within Attachment 5, Sections 2.2, 2.3, 2.4
(but only for existing promoticns}), 3.3, and 5§; within Attachment &, Sections 1.2, 1.3, 2, 3, and 4;
and within Attachment 7, Section 1.1, and the last paragraph of Section 1.2 (but only for existing
promotions). Apple will not be liable for compensation, indemnity, or damages of any sort as a
result of terminating this Agreement in accordance with its terms, and termination of this
Agreement will be without prejudice to any other right or remedy Apple may have, now or in the
future.

12.  NO WARRANTY

The Apple Software or Services may contain inaccuracies or errors that could cause failures or
loss of data and it may be incomplete. Apple and its licensors reserve the right to change,
suspend, remove, or disable access to any Services (or any part thereof) at any time without
notice. In no event will Apple or its licensors be liable for the removal of or disabling of access to
any such Services. Apple or its licensors may also impose limits on the use of or access to
certain Services, or may remove the Services for indefinite time periods or cancel the Services at
any time and in any case and without notice or liability. TO THE MAXIMUM EXTENT
PERMITTED BY APPLICABELE LAW, YOU EXPRESSLY ACKNOWLEDGE AND AGREE THAT
USE OF THE APPLE SOFTWARE, SECURITY SOLUTION, AND ANY SERVICES IS AT YOUR
SOLE RISK AND THAT THE ENTIRE RISK AS TO SATISFACTORY QUALITY,
PERFORMANCE, ACCURACY AND EFFCRT IS WITH YOU. THE APPLE SCFTWARE,
SECURITY SOLUTION, AND ANY SERVICES ARE PROVIDED “AS 15" AND “AS AVAILABLE®,
WITH ALL FAULTS AND WITHOUT WARRANTY OF ANY KIND, AND APPLE, APPLE'S
AGENTS AND APPLE'S LICENSORS (COLLECTIVELY REFERRED TO AS “APPLE” FOR
THE PURPOSES OF SECTIONS 12 AND 13) HEREBY DISCLAIM ALL WARRANTIES AND
CONDITIONS WITH RESPECT TO THE APPLE SOFTWARE, SECURITY SOLUTION, AND
SERVICES, EITHER EXPRESS, IMPLIED OR STATUTORY, INCLUDING WITHOUT
LIMITATION THE IMPLIED WARRANTIES AND CONDITIONS CF MERCHANTABILITY,
SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, ACCURACY,
TIMELINESS, AND NON-INFRINGEMENT OF THIRD PARTY RIGHTS. APPLE DOES NOT
WARRANT AGAINST INTERFERENCE WITH YOUR ENJOYMENT OF THE APPLE
SOFTWARE, SECURITY SOLUTION, OR SERVICES, THAT THE APPLE SOFTWARE,
SECURITY SOLUTION, OR SERVICES WILL MEET YOUR REQUIREMENTS, THAT THE
OPERATION OF THE APPLE SOFTWARE, SECURITY SOLUTION, OR THE PROVISION OF
SERVICES WILL BE UNINTERRUPTED, TIMELY, SECURE OR ERROR-FREE, THAT
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DEFECTS OR ERRORS IN THE APPLE SOFTWARE, SECURITY SOLUTION, OR SERVICES
WILL BE CORRECTED, OR THAT THE APPLE SOFTWARE, SECURITY SOLUTION, OR
SERVICES WILL BE COMPATIBLE WITH FUTURE APPLE PRODUCTS, SERVICES OR
SOFTWARE OR ANY THIRD PARTY SOFTWARE, APPLICATIONS, OR SERVICES, OR THAT
ANY INFORMATION STORED OR TRANSMITTED THROUGH ANY APPLE SOFTWARE OR
SERVICES WILL NOT BE LOST, CORRUPTED OR DAMAGED. YOU ACKNOWLEDGE THAT
THE APPLE SOFTWARE AND SERVICES ARE NOT INTENDED OR SUITABLE FOR USE IN
SITUATIONS OR ENVIRONMENTS WHERE ERRORS, DELAYS, FAILURES OR
INACCURACIES IN THE TRANSMISSION OR STORAGE OF DATA OR INFORMATION BY OR
THROUGH THE APPLE SOFTWARE OR SERVICES COULD LEAD TO DEATH, PERSONAL
INJURY, OR FINANCIAL, PHYSICAL, PROPERTY OR ENVIRONMENTAL DAMAGE,
INCLUDING WITHOUT LIMITATION THE OPERATION OF NUCLEAR FACILITIES, AIRCRAFT
NAVIGATION OR COMMUNICATION SYSTEMS, AIR TRAFFIC CONTROL, LIFE SUPPORT
OR WEAPONS SYSTEMS. NO ORAL OR WRITTEN INFORMATION OR ADVICE GIVEN BY
APPLE OR AN APPLE AUTHORIZED REPRESENTATIVE WILL CREATE A WARRANTY NOT
EXPRESSLY STATED IN THIS AGREEMENT. SHOULD THE APPLE SOFTWARE, SECURITY
SOLUTION, OR SERVICES PROVE DEFECTIVE, YOU ASSUME THE ENTIRE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION. Location data as well as any maps
data provided by any Services or software is for basic navigational purposes only and is not
intended to be relied upon in situations where precise location information is needed or where
erroneous, inaccurate or incomplete location data may lead to death, personal injury, property or
environmental damage. Neither Apple nor any of its licensors guarantees the availability,
accuracy, compieteness, reliability, or timeliness of location data or any other data or information
displayed by any Services or softwars,

13. LIMITATION OF LIABILITY

TO THE EXTENT NOT PROHIBITED BY APPLICABLE LAW, IN NO EVENT WILL APPLE BE
LIABLE FOR PERSONAL INJURY, OR ANY INCIDENTAL, SPECIAL, INDIRECT,
CONSEQUENTIAL OR PUNITIVE DAMAGES WHATSOEVER, INCLUDING, WITHOUT
LIMITATION, DAMAGES FOR LOSS OF PROFITS, LOSS OF DATA, BUSINESS
INTERRUPTION OR ANY OTHER COMMERCIAL DAMAGES OR LOSSES, ARISING OUT OF
OR RELATED TO THIS AGREEMENT, YOUR USE OR INABILITY TQ USE THE APPLE
SOFTWARE, SECURITY SOLUTION, SERVICES, APPLE CERTIFICATES, OR YOUR
DEVELOPMENT EFFORTS OR PARTICIPATION IN THE PROGRAM, HOWEVER CAUSED,
WHETHER UNDER A THEORY OF CONTRACT, WARRANTY, TORT {INCLUDING
NEGLIGENCE), PRODUCTS LIABILITY, OR OQTHERWISE, EVEN IF APPLE HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, AND NOTWITHSTANDING THE
FAILURE OF ESSENTIAL PURPOSE OF ANY REMEDY. In no event shall Apple's total liability
to You under this Agreement for all damages (other than as may be required by applicable law in
cases involving personal injury) exceed the amount of fifty dollars ($50.00).

14. General Legal Terms

141  Third Party Notices

Portions of the Apple Software or Services may utilize or include third party software and other
copyrighted material. Acknowledgements, licensing terms and disclaimers for such material are
contained in the electronic documentation for the Apple Software and Services, and Your use of
such material is governed by their respective terms.

14.2 Consent to Collection and Use of Data

A Pre-Release Versions of iOS, watchOS, tvOS, and macOS

In order to provide, test and help Apple, its partners, and third party developers improve their
products and services, and unless You or Your Authorized Developers opt out in the pre-release
versions of i0OS, watchOS, tvOS, or macOS, as applicable, You acknowledge that Apple and its
subsidiaries and agents will be collecting, using, storing, transmitting, processing and analyzing
(collectively, "Collecting”) diagnostic, technical, and usage logs and information from Your
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Authorized Test Units (that are running pre-release versians of the Apple Software and services)
as part of the developer seeding process. This information will be Collected in a form that does
not personally identify You or Your Authorized Developers and may be Collected from Your
Autherized Test Units at any time, including when You or Your Authorized Developers sync to
iTunes or automatically over a secure over-the-air connection. The information that would be
Collected includes, but is not limited to, general diagnostic and usage data, various unique devica
identifiers, various unique system or hardware identifiers, details about hardware and operating
system specifications, performanca statistics, and data about how You use Your Authorized Test
Unit, system and application software, and peripherals, and, if Location Services is enabled,
certain location information. You agree that Apple may share such diagnostic, technical, and
usage logs and information with partners and third-party developers for purposes of allowing
them to improve their products and services that operate on or in connection with Apple-branded
products. By installing or using pre-release versions of iDS, watch08, tv0S, or macOS on
Your Authorized Test Units, You acknowledge and agree that Apple and its subsidiaries
and agents have Your permission to Collect all such Information and use it as set forth
above in this Section.

B. Other Pre-Release Apple Software and Services

In order to test, provide and improve Apple's products and services, and only if You choose to
install or use other pre-release Apple Software or Services provided as part of the developer
seeding process or Program, You acknowledge that Apple and its subsidiaries and agents may
be Collecting diagnostic, technical, usage and related information from other pre-release Apple
Software and Services. Apple will notify You about the Collection of such information on the
Program web portal, and You should carefully review ihe Release Notes and other information
disclosed by Apple in such location prior to choesing whether or not to install or use any such pre-
release Apple Software or Services. By installing or using such pre-release Apple Software
and Services, You acknowledge and agree that Apple and its subsidiarles and agents have
Your permission to Collect any and all such information and use it as set forth above.

C. Device Deployment Services

In order to set up and use the device provisioning, account authentication, and deployment
features of the Apple Software and Services, certain unique identifiers for Your computer, i0S
devices, watchOS devices, tvOS devices, and account information may be needed. These
unique identifiers may include Your email address, Your Apple ID, a hardware identifier for Your
computer, and device identifiers entered by You into the Apple Software or Services for Apple-
branded products running iOS, watchOS, or tvOS. Such identifiers may be logged in association
with Your interaction with the Service and Your use of these features and the Apple Software and
Services. By using these features, You agree that Apple and its subsidiaries and agents
may Collect this information for the purpese of providing the Apple Software and Services,
including using such identifiers for account verification and anti-fraud measures. If You do
not want to provide this information, do not use the provisioning, deployment or authentication
features of the Apple Software or Services.

D. Apple Services

In order to test, provide and improve Apple’s products and services, and only if You choose to
use the Services provided hereundsr (and except as otherwise provided herein), You
acknowledge that Apple and its subsidiaries and agents may be Collecting diagnaestic, technical,
usage and related information from the Appie Services. Some of this information will be
Collected in a form that does not personally identify You, However, in some cases, Apple may
need to Collect information that would personally identify You, but only if Apple has a good faith
belief that such Collection is reasonably necessary to: (a) provide the Apple Services; {b) comply
with legal procass or request; {c) verify compliance with the terms of this Agreement; {d) prevent
fraud, including investigating any potential technical issues or violations; or (g) protect the rights,
property, security or safety of Apple, its developers, customers or the public as required or
permitted by law. By installing or using such Apple Services, You acknowledge and agree
that Apple and its subsidiaries and agents have Your permission to Collect any and all
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such information and use It as set forth in this Section. Further, You agree that Apple may
share the diagnostic, technical, and usage logs and information (excluding personally identifiable
information) with partners and third-party developers for purposes of allowing them to improve
their products and services that operate on or in connection with Apple-branded products.

E. Privacy Policy
Data collected pursuant to this Section 14.2 will be treated in accordance with Apple’s Privacy
Policy which can be viewed at http://www.apple.com/legal/privacy.

14.3  Asslgnment; Relationship of the Parties

This Agreement may not be assigned, nor may any of Your obligations under this Agreement be
delegated, in whole or in part, by You by operation of law, merger, or any other means without
Apple’s express prior written consent and any attempted assignment without such consent will be
null and void. To submit a request for Apple’s consent to assighment, piease email:
devprograms@apple.com. Except for the agency appointment as specifically set forth in
Schedule 1 {if applicable), this Agreement will not be construed as creating any other agency
relationship, or a partnership, joint venture, fiduciary duty, or any other form of legal association
between You and Apple, and You will not represent to the contrary, whether expressly, by
implication, appearance or otherwise. This Agreement is not for the benefit of any third parties.

144 Independent Development

Nothing in this Agreement will impair Apple's right to develop, acquire, license, market, promote,
or distribute products or technologies that perform the same or similar functions as, or otherwice
compete with, Licensed Applications, Covered Products, or any other products or technologies
that You may develop, produce, market, or distribute.

14.5 Notices

Any notices relating to this Agreement shall be in writing. Notices will be deemed given by Apple
when sent to You at the email address or mailing address You provided during the sign-up
process. All notices to Apple relating to this Agreement will be deemed given (a) when delivered
personally, (b} three business days after having been sent by commercial ovemnight carrier with
written proof of delivery, and (c) five business days after having been sent by first class or
certified mail, postage prepaid, to this Apple address: Apple Developer Program Licensing, Apple
Inc., App Store Legal, One Appie Park, 169-4ISM, Cupertino, California, 85014 U.S.A. You
consent to receive notices by email and agree that any such notices that Apple sends You
electronically will satisfy any legal communication requirements. A party may change its email or
mailing address by giving the other written notice as described above,

14.6  Severability

If a court of competent jurisdiction finds any clause of this Agreement to be unenforceable for any
reason, that clause of this Agresment shall be enforced to the maximum extent permissible so as
to effect the intent of the parties, and the remainder of this Agreement shall continue in full force
and effect. However, if applicable law prohibits or restricts You from fuily and specifically
complying with, or appointing Apple and Apple Subsidiaries as Your agent under Schedule 1 or
the Sections of this Agreement entitled “Intermal Use License and Restrictions”, “Your
Obligations” or *Apple Certificates; Revocation”, or prevents the enforceability of any of those
Sections or Schedule 1, this Agreement will immediately terminate and You must immediately
discontinue any use of the Apple Soflware as described in the Section entitled “Term and
Termination.”

14.7 Waiver and Construction

Failure by Apple to enforce any provision of this Agreement shall not be deemed a waiver of
future enforcement of that or any other provision. Any laws or regulations that provide that the
language of a contract will be construed against the drafter will not apply to this Agreement.
Section headings are for convenience only and are not to be considered in construing or
interpreting this Agreement.
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14.8 Export Control

You may not use, export, re-export, import, sell or transfer the Apple Sofiware except as
authorized by United States law, the laws of the jurisdiction in which You obtained the Apple
Softwars, and any other applicable laws and regulations. In particular, but without limitation, the
Apple Software may not be exported or re-exported {a) into any U.S. embargoed countries or (b)
to anyone on the U.S. Treasury Department’s list of Specially Designated Nationals or the U.S.
Department of Commerce’'s Denied Persons List or Entity List or any other restricted party lists.
By using the Apple Software, You represent and warrant that You are not located in any such
country or on any such list. You also agree that You will not use the Apple Software for any
purposes prohibited by United States law, including, without limitation, the development, design,
manufacture or production of nuclear, missile, chemical or biological weapons. You certify thet
pre-release versions of the Apple Software will only be used for development and testing
purposes, and will not be rented, sold, leased, sublicensed, assigned, or otherwise transferred.
Further, You certify that You will not transfer or export any product, process or service that is a
direct product of such pre-release Apple Software.

1489 Government End-users

The Apple Software and Documentation are "Commercial Items”, as that term is defined at 48
C.F.R. §2.101, consisting of "Commercial Computer Software" and “Commercial Computer
Software Documentation®, as such terms are used in 48 C.F.R. §12.212 or 48 C.F.R. §227.7202,
as applicable. Consistent with 48 C.F.R. §12.212 or 48 C.F.R. §227.7202-1 through 227.7202-4,
as applicable, the Commercial Computer Software and Commercial Computer Software
Documentation are being licensed to U.S. Government end-users (a) only as Commercial ltems
and {b) with only those rights as are granted to all other end-users pursuant to the terms and
conditions herein. Unpublished-rights reserved under the copyright laws of the United States.

14.10 Dispute Resolution; Governing Law

Any litigation or other dispute resolution between You and Apple arising out of or relating to this
Agreement, the Apple Software, or Your relationship with Apple will take place in the Northem
District of California, and You and Apple hereby consent to the personal jurisdiction of and
exclusive venue in the state and federal courts within that District with respect any such litigation
or dispute resolution. This Agreement will be govermned by and construed in accordance with the
laws of the United States and the Siate of California, except that body of California law
conceming conflicts of law. Notwithstanding the foregoing:

{a) If You are an agency, instrumentality or department of the federal government of the United
States, then this Agreement shall be govemed in accordance with the laws of the United States of
America, and in the absence of applicable federal law, the laws of the State of California will
apply. Further, and notwithstanding anything to the contrary in this Agreement (including but not
limited to Sectlon 10 (Indemnilflcation)), all claims, demands, complaints and disputes will be
subject to the Confract Disputes Act (41 U.S.C. §§601-613), the Tucker Act (28 U.S.C. § 1346(a)
and § 1491), or the Federal Tert Claims Act (28 U.S.C. §§ 1346(b), 2401-2402, 2671-2672, 2674-
2680), as applicable, or other applicable governing authority. For the avoidance of doubt, if You
are an agency, instrumentality, or department of the federal, state or local government of the U.S.
or a U.5. public and accredited educational institulion, then Your indemnification obligations are
only applicable to the extent they would not cause You to violate any applicable law (e.g., the
Anti-Deficiency Act}, and You have any legally required authorization or authorizing statute;

(b} if You (as an entify entering into this Agreement) are a U.S. public and accredited educational
institution or an agency, instrumentality, or department of a state or local government within the
United States, then (a) this Agreement will be governed and construed in accordance with the
laws of the state (within the U.S.) in which Your entity is domiciled, except that body of state law
conceming conflicts of law; and (b) any litigation or other dispute resolution between You and
Apple arising out of or relating to this Agreement, the Apple Software, or Your relationship with
Apple will take place in federal court within the Northem District of California, and You and Apple
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hereby consent to the personal jurisdiction of and exclusive venue of such District unless such
consent is expressly prohibited by the laws of the state in which Your entity is domiciled; and

{c) I You are an intemational, intergovernmental organization that has been conferred immunity
from the jurisdiction of national courts through Your intergovernmental charter or agreement, then
any controversy cr claim arising out of or relating to this Agreement, or the breach therecf, shall
be determined by arbitration administered by the International Centre for Dispute Resolution in
accordance with its Intemational Arbitration Rules. The place of arbitration shall be London,
England; the language shall be English; and the number of arbitrators shall be three. Upon
Apple’s request, You agree to provide evidence of Your status as an intergovernmental
organization with such privileges and immunities.

This Agreement shall not be govemed by the United Nations Convention on Contracts for the
International Sale of Goods, the applicalion of which is expressly excluded.

14.11 Entire Agreement; Governing Language

This Agreement constitutes the entire agreement between the parties with respect to the use of
the Apple Software, Apple Services and Apple Certificates licensed hereunder and, except as
otherwise set forth herein, supersedes all prior understandings and egreements regarding its
subject matter. Notwithstanding the foregoing, to the extent that You are provided with pre-
releass materials under the Program and such pre-reiease materials are subject to a separate
license agreement, You agree that the license agreement accompanying such materials in
addition to Section 9 (Confidentiality) of this Agreement shall also govemn Your use of such
materials. If You have entered or later enter into the Xcode and Apple SDKs Agreement, this
Apple Developer Program License Agreement will govern in the event of any inconsistencies
between the two with respect to the same subject matter; provided, however, that this Apple
Developer Program License Agreement is not intended fo prevent You from exercising any rights
granted to You in the Xcode and Apple SDKs Agreement in accordance with the terms and
conditions set forth therein. This Agreement may be modified only: {a) by a written amendment
signed by both parties, or (b} to the extent expressly permitted by this Agreement (for example,
by Apple by written or email notice to You). Any translation is provided as a courtesy to You, and
in the event of a dispute betwsen the English and any non-English version, the English version of
this Agreement shall govern, to the extent not prohibited by local law in Your jurisdiction. If You
are located in the province of Quebec, Canada or are a government organization within France,
then the following clause applies to You: The parties hereby conflrm that they have requested
that this Agreement and all related documents be drafted in English. Les parties ont exigé que fe
présent conlrat et fous les documenis connexes soient rédigés en anglais.
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Attachment 1
{to the Agreement)
Additlonal Terms for Apple Push Notification Service and Local Notifications

The following terms are in addition to the terms of the Agreement and apply to any use of the
APN {(Apple Push Nofification Service}):

1. Use of the APN and Local Notifications

14 You may use the APN only in Your Applications, Your Passes, and/or in sending Safari
Push Notifications to the macOS desktop of users of Your Site who have opted in to receive
Notifications through Safari on macOS. You, Your Application and/or Your Pass may access the
APN only via the APN APl and only if You have been assigned a Push Application ID by Apple.
Except as otherwise set forth herein, You agree not to share Your Push Application ID with any
third party. You understand that You will not be permitted to access or use the APN after
expiration or termination of Your Agreement.

1.2 You are permitted to use the APN and the APN APIs only for the purpose of sending
Push Notifications to Your Application, Your Pass, and/or to the macQS desktop of users of Your
Site who have opted in to receive Notifications through Safari on macOS as expressly permitted
by the Agreement, the APN Documentation and all applicable laws and regulations (including all
intellectual property laws). You further agree that You must disclose to Apple any use of the APN
as part of the submission process for Your Application.

1.3 You understand that before You send an end-user any Push Notifications through the
APN, the end-user must consent to receive such Nofifications. You agree not to disable, override
or otherwise interfere with any Apple-implemented consent panels or any Apple system
preferences for enabling or disabling Notification functionality. If the end-user’s consent to
receive Push Notifications is denied or later withdrawn, You may not send the end-user Push
Notifications.

2. Additional Requirements

21 You may not use the APN or Local Notifications for the purpose of sending unsolicited
massages to end-users or for the purpose of phishing or spamming, including, but not limited o,
engaging in any types of activities that violate anti-spamming laws and regulations, or that are
otherwise improper, inappropriate or illegal. The APNS and Local Notifications should be used for
sending relevant messages to a user that provide a benefit {e.g., a response to an end-user
request for information, provision of pertinent information relevant to the Application).

2.2 You may not use the APN or Local Notifications for the purposes of advertising, product
promotion, or direct marketing of any kind {e.g., up-selling, cross-selling, etc.), including, but not
limited to, sending any messages to promote the use of Your Application or advertise the
availability of new features or versions. Notwithstanding the foregoing, You may use the APN or
Local Notifications for promotional purposes in connection with Your Pass so long as such use is
directly related to the Pass, e.g., a store coupon may be sent to Your Pass in Wallet.

2.3 You may not excessively use the overall network capacity or bandwidth of the APN, or
unduly burden an iCS Product, Apple Watch, macOS or an end-user with excessive Push
Notifications or Local Notifications, as may be determined by Apple in its reasonable discretion.
in addition, You agree not to harm or interfere with Apple’s networks or servers, or any third party
servers or networks connected to the APN, or otherwise disrupt other developers’ use of the
APN.

24 You may not use the APN or Local Notifications to send material that contains any
obscene, pornographic, offensive or defamatory content or materials of any kind (text, graphics,
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images, photographs, sounds, etc.), or other content or materials that in Apple's reasonable
judgment may be found objectionable by the end-user of Your Application, Pass or Site.

2.5 You may not transmit, store or otherwise make available any materia! that contains
viruses or any other computer code, files or programs that may harm, disrupt or limit the normal
operation of the APN or an iOS Product, Apple Watch, or macOS, and You agree not to disable,
spoof, hack or otherwise interfere with any security, digital signing, verification or authentication
mechanisms that are incorporated in or used by the APN, or enable others to do so.

3. Additional Terms for Website Push IDs

31 Subject to the terms of this Agreement, You understand and agree that Safari Push
Notifications that You send using Your Website Push !D must be sent under Your own name,
trademark or brand (e.g., a user should know that the communication is coming from Your Site)
and must include an icon, trademark, logo or other identifying mark for Your Site. You agree not
to misrepresent or impersonate ancther Site or entity or otherwise mislead users about the
originator of the Safari Push Nofification. To the extent that You reference a third party’s
frademark or brand within Your Safari Push Notification, You represent and warrant that You
have any necessary rights.

3.2 By enabling the APN and sending Safari Push Notifications for Your Site as permitted in
this Agreement, You hereby permit Apple to use (i) screen shots of Your Safari Push Notifications
on macQOS; and (i) trademarks and logos associated with such Notifications, for promotionai
purposes in Apple's marketing materials, excluding those portions which You do not have the
right to use for promotional purposes and which You identify in writing to Apple. You also parmit
Apple to use images and other materials that You may provide to Apple, at Apple’s reasonable
request, for promotional purposes in marketing materials.

4. Delivery by the APN or via Local Notifications. You understand and agrse that in
order to provide the APN and make Your Push Notifications available on iOS Products, Apple
Watch, or macOS, Apple may transmit Your Push Notifications acress various public networks, in
various media, and modify or change Your Push Notifications to comply with the technical and
other requirements for connecting to networks or devices. You acknowledge and agree that the
APN is not, and is not intended to be, a guaranteed or secure delivery service, and You shall not
use or rely upon it as such. Further, as a condition to using the APN or delivering Local
Notifications, You agree not to transmit sensitive personal or confidential information belonging to
an individual (e.g., a social security number, financial account or transactional information, or any
information where the individual may have a reasonable expectation of secure transmission) as
part of any such Notification, and You agree to comply with any applicable netice or consent
requirements with respect to any collaction, transmission, maintenance, processing or use of an
end-user's personal information.

5. Your Acknowledgements. You acknowledge and agree that:

51 Apple may at any time, and from time to time, with or without prior notice to You (a)
madify the APN, including changing or removing any feature or functionality, or {b) modify,
deprecate, reissue or republish the APN APls. You understand that any such modifications may
require You to change or update Your Applications, Passes or Sites at Your own cost. Apple has
no express or implied obligation to provide, or continue to provide, the APN and may suspend or
discontinue all or any portion of the APN at any time. Apple shall not be liable for any losses,
damages or costs of any kind incurred by You or any other party arising out of or related to any
such service suspension or discontinuation or any such modification of the APN or APN APIs.

5.2 The APN is not available in all languages or in all countries and Apple makes no

representetion that the APN is appropriate or available for use in any particular location. To the
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extent You choose to access and use the APN, You do so at Your own initiative and are
responsible for compliance with any applicable laws, including but not limited to any local laws.

53 Apple provides the APN to You for Your use with Your Application, Pass, or Site, and
does not provide the APN directly to any end-user. You acknowledge and agree that any Push
Notifications are sent by You, not Apple, to the end-user of Your Application, Pass or Site, and
You are solely liable and responsible for any data or content transmitted therein and for any such
use of the APN. Further, You acknowledge and agree that any Local Notifications are sent by
You, not Apple, to the end-user of Your Application, and You are solely liable and responsible for
any data or content transmitted therein.

5.4 Apple makes no guarantees to You in relation to the availability or uptime of the APN and
is not obligated to provide any maintenancs, technical or other support for the APN.

5.5 Apple reserves the right to remove Your access to the APN, limit Your use of the APN, or
revoke Your Push Application ID at any time in its sole discretion.

5.6 Apple may monitor and collect information {including but not limited to technical and
diagnostic information) about Your usage of the APN to aid Apple in improving the APN and other
Apple products or services and to verify Your compliance with this Agreement; provided however
that Apple will not access or disclose the content of any Push Notification unless Apple has a
good faith belief that such access or disclosure is reasonably necessary to: (a) comply with legal
process or request; (b) enforce the terms of this Agreement, including investigation of any
potential violation hereof; (¢} detect, prevent or otherwise address security, fraud or technical
igsuss; or (d) protect the rights, property or safety of Apple, its developers, customers or the
public as required or permitted by law.

6. Additional Liability Disclaimer. APPLE SHALL NOT BE LIABLE FOR ANY DAMAGES
OR LOSSES ARISING FROM ANY USE OF THE APN, INCLUDING ANY INTERRUPTIONS TO
THE APN OR ANY USE OF NOTIFICATIONS, INCLUDING, BUT NOT LIMITED TO, ANY
POWER OUTAGES, SYSTEM FAILURES, NETWORK ATTACKS, SCHEDULED OR
UNSCHEDULED MAINTENANCE, OR OTHER INTERRUPTIONS.
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Attachment 2
{to the Agreement)

Additional Terms for Use of the In-App Purchase API

The following terms are in addition to the terms of the Agreement and apply to any use of the In-
App Purchase APl in Your Application:

1. Usea of the In-App Purchase APl

1.1 You may use the In-App Purchase AP1 only to enable end-users to access or recaive
content, functionality, or services that You make available for use within Your Application (e.g.,
digital books, additional game levels, access to a turn-by-turn map service). You may not use tha
In-App Purchase API to offer goods or services to be used cutside of Your Application.

1.2 You must submit to Apple for review and approval all content, functionality, or services
that You plan to provide through the use of the In-App Purchase AP in accordance with these
terms and the processes set forth in Sectlon 6 (Application Submission and Selection) of the
Agreement. For all submissions, You must provide the name, text description, price, unigue
identifier number, and other information that Apple reasonably requests (collectively, the
“Submission Description”). Apple reservas the right to review the actual content, functionaiity
or service that has been described in the Submission Descriptions at any time, including, but not
limited to, in the submission process and after approval of the Submission Description by Apple.
If You would like to provide additional content, functionality or services through the In-App
Purchase AP that are not described in Your Submission Description, then You must first submit a
new or updated Submission Description for review and approval by Apple prior to making such
items available through the use of the In-App Purchase API. Apple reserves the right to withdraw
its approval of content, funclionality, or services previously approved, and You agree to stop
making any such centent, functionality, or services available for use within Your Application.

13 All content, functionality, and serviees offered through the in-App Purchase AP| are
subject to the Program Requirements for Applications, and after such content, services or
functionality are added to a Licensed Application, they will be deemed part of the Licensed
Application and will be subject to all the same obligations and requirements. For clarity,
Applications that provide keyboard extension functionality may not use the In-App Purchase AP|
within the keyboard extension itself; however, they may continue to use the In-App Purchase API
in separate areas of the Application.

2. Additional Restrictions

21 You may not use the In-App Purchase API to enable an end-user to set up a pre-paid
account to be used for subsequent purchases of content, functionaflity, or services, or otherwise
create balances or cradits that end-users can redesm or use to make purchases at a later time.

2.2 You may not enable end-users to purchase Currency of any kind through the In-App
Purchase API, including but not limited to any Currency for exchange, gifting, redemption,
transfer, trading or use in purchasing or obtaining anything within or cutside of Your Application.
“Currency” means any form of currency, points, credits, resources, content or other items or units
recognized by a group of individuals or entities as representing a particular value and that can be
transferred or circulated as a medium of exchangs.

2.3 Content and services may be offered through the In-App Purchase APl on a subscription
basis (e.g., subscriptions to newspapers and magazines). Rentals of content, services or
functionality through the In-App Purchase API are not allowed {e.g., use of particular content may
not be restricted to a pre-determined, limited period of time).
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24 You may not use the In-App Purchase API to send any software updates to Your
Application or otherwise add any additional executable code to Your Application. An In-App
Purchase item must either already exist in Your Application waiting to be unlocked, be streamed
to Your Application after the In-App Purchase API fransaction has been compieted, or be
downloaded to Your Application solely as data after such transaction has been completed.

2.5 You may not use the In-App Purchase API to deliver any items that contain content or
materials of any kind (text, graphics, images, photographs, sounds, etc.) that in Apple’s
reasonable judgment may be found objectionable or inappropriate, for example, materials that
may be considered obscene, pornographic, or defamatory.

26 With the exception of items of content that an end-user consumes or uses up within Your
Application {e.g., virtual supplies such as construclion materials) (a “Consumable’), any other
content, functionality, services or subscriptions delivered through the use of the In-App Purchase
APl {(e.g., a sword for a game) {(a "Non-Consumable”} must be made available to end-users in
accordance with the same usage rules as Licensed Applications {e.g., any such content, services
or functionality must be available to all of the devices associated with an end-user's account).
You will be responsible for identifying Consumable items to Apple and for disclosing to end-users
that Consumables will not be available for use on other devices.

3. Your Responsibilities

31 For each successfully completed transaction made using the In-App Purchase API, Apple
will provide You with a transaction receipt. It is Your responsibility to verify the validity of such
receipt prior to the delivery of any content, functionality, or services to an end-user and Apple wili
not be liable for Your failure to verify that any such transaction receipt came from Apple.

3.2 Unless Apple provides You with user interface elements, You are responsible for
developing the user interface Your Application will display to end-users for orders made through
the In-App Purchase APl. You agree not to misrepresent, falsely claim, mislead or engage in any
unfair or deceptive acts or practices regarding the promotion and sale of items through Your use
of the In-App Purchase API, including, but not limited to, in the Licensed Application Informaticn
and any metadata that You submit through App Store Connect. You agree to comply with all
applicable laws and regulations, including those in any jurisdictions in which You make content,
functionality, services or subscriptions available through the use of the In-App Purchase AP,
including but not limited to consumer laws and export regulations.

3.3 Apple may provide hosting services for Non-Consumables that You would like to provide
to Your end-users through the use of the In-App Purchase API. Even if Apple hosts such Non-
Consumables on Your behalf, You are responsible for providing items ordered through the In-App
Purchase API in a timely manner (i.e., promptly after Apple issues the transaction receipt, except
in cases where You have disclosed to Your end-user that the item will be made available at a
later time) and for complying with all applicable laws in connection therewith, including but not
limited to, laws, rules and regulations related to cancellation or delivery of crdered items. You are
responsible for maintaining Your own records for all such transactions.

3.4 You will not issue any refunds to end-users of Your Application, and You agree that
Apple may issue refunds to end-users in accordance with the terms of Schedule 2.

4, Apple Servicas

4.1 From time to time, Apple may choose to offer additional services and functionality relating
to In-App Purchase API transactions. Apple makes no guarantees that the In-App Purchase AP
or any Services will continue to be made available to You or thet they will meet Your
requirements, be uninterrupted, timely, secure or free from error, that any information that You
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obtain from the In-App Purchase API or any Services will be accurate or refiable or that any
defects will be corrected.

4.2 You understand that You will not be permitted to access or use the In-App Purchase API
after expiration or termination of Your Agreement.

5. Your Acknowledgements. You acknowledge and agres that:

Apple may at any time, and from time to time, with or without prior notice to You (a) modify the In-
App Purchase API, including changing or removing any feature or functionality, or (b) modify,
deprecate, reissue or republish the In-App Purchase APl. You understand that any such
medifications may require You to change or update Your Applications at Your own cost in order to
continue to use the In-App Purchase APIl. Apple has no express or implied obligation to provide,
or continue to provide, the In-App Purchase AP or any services related thereto and may suspend
or discontinue all or any portion of thereof at any time. Apple shall not be liabla for any losses,
damages or costs of any kind incurred by You or any other party arising out of or related to any
suspension, discontinuation or modification of the In-App Purchase API or any services related
thereto. Apple makes no guarantees to You in relation to the availability or uptime of the In-App
Purchase AP! or any other services that Apple may provide to You in connsction therewith, and
Apple is not obligated to provide any maintenance, technical or other support related thersto.
Apple provides the In-App Purchase AP to You for Your use with Your Application, and may
provide sefvices to You in connection therewith (e.g., hosting services for Non-Consumable
items). Apple is not responsible for providing or unlocking any content, functionality, services or
subscriptions that an end-user orders through Your use of the In-App Purchase API. You
acknowledge and agree that any such items are made available by You, not Apple, to the end-
user of Your Application, and You are solely liable and responsible for such items ordered
through the use of the In-App Purchase AP and for any such use of the In-App Purchase APl in
Your Application or for any use of services in connaction therewith.

6. Use of Digital Certificates for In-App Purchase. When an end-user completes a
transaction using the In-App Purchase API in Your Application, Apple will provide You with a
transaction receipt signed with an Apple Certificate. it is Your responsibility to verify that such
certificate and receipt were issued by Apple, as set forth in the Documentation. You are solely
responsible for Your decision to rely on any such certificates and receipts. YOUR USE OF OR
RELIANCE ON SUCH CERTIFICATES AND RECEIPTS IN CONNECTION WITH THE IN-APP
PURCHASE API IS AT YOUR SOLE RISK. APPLE MAKES NO WARRANTIES OR
REPRESENTATIONS, EXPRESS OR IMPLIED, AS TO MERCHANTABILITY OR FITNESS FOR
ANY PARTICULAR PURPOSE, ACCURACY, RELIABILITY, SECURITY, OR NON-
INFRINGEMENT OF THIRD PARTY RIGHTS WITH RESPECT TO SUCH APPLE
CERTIFICATES AND RECEIPTS. You agree that You will only use such receipts and certificates
in accordance with the Documentation, and that You will not interfere or tamper with the normai
operation of such digital certificates or receipts, including but not limited to any falsification or
other misuse.

7. Additional Llability Disclaimer. APPLE SHALL NOT BE LIABLE FOR ANY DAMAGES
OR LOSSES ARISING FROM THE USE OF THE IN-APP PURCHASE APl AND ANY
SERVICES, INCLUDING, BUT NOT LIMITED TO, (I} ANY LOSS OF PROFIT (WHETHER
INCURRED DIRECTLY OR INDIRECTLY), ANY LOSS OF GOODWILL OR BUSINESS
REPUTATION, ANY LOSS OF DATA SUFFERED, OR OTHER INTANGIBLE LOSS, (II) ANY
CHANGES WHICH APPLE MAY MAKE TO THE IN-APP PURCHASE APl OR ANY SERVICES,
OR FOR ANY PERMANENT OR TEMPORARY CESSATION IN THE PROVISION OF THE IN-
APP PURCHASE APl OR ANY SERVICES (OR ANY FEATURES WITHIN THE SERVICES)
PROVIDED THEREWITH, OR (Ill) THE DELETION OF, CORRUPTION OF, OR FAILURE TO
PROVIDE ANY DATA TRANSMITTED BY OR THROUGH YOUR USE OF THE IN-APP
FURCHASE API OR SERVICES. Itis Your responsibility to maintain appropriate alternate
backup of all Your information and data, including but not flimited to any Non-Consumables that
You may provide to Apple for hosting services.
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Attachment 3
(to tha Agreement)
Additional Termse for the Game Center

The following terms are in addition to the terms of the Agreement and apply to any use of the
Game Center service by You or Your Application.

1. Use of the Game Center service

1.1 You and Your Application may not connect to or use the Game Center service in any way
not expressly authorized by Apple. You agree to only use the Game Center service in
accordance with this Agreement (including this Attachment 3), the Game Center Documentation
and in accordance with all applicable laws. You understand that neither You nor Your Applicetion
will be permitted to access or use the Game Center service after expiretion or termination of Your
Agreement.

1.2 Apple may provide You with a unique identifier which is associated with an end-user’s
alies as part of the Game Center service (the “Player ID"). You agree to not display the Player ID
to the end-user or to any third party, and You agree to only use the Player ID for differentiation of
end-users in connection with Your use of the Game Center. You agree not to reverse look-up,
frace, relate, associate, mine, harvest, or otherwise exploit the Player ID, aliases or other data or
information provided by the Game Center service, except to the extent expressly permitted
herein. For example, You will not attempt to determine the real identity of an end-user.

1.3 You will only use information provided by the Game Center service as necessary for
providing services and functionality for Your Applications. For example, You will not host or
export any such information to a third party service. Further, You agree not to transfer or copy
any user information or data (whether individually or in the aggregate) obtained through the
Game Center service to a third party except as necessary for providing services and functionality
for Your Applications, and then only with express user consent and only if not otherwise
prohibited in this Agreement.

14 You will not attempt to gain (or enable others to gain) unauthorized use or access to the
Game Center service (or any part thereof) in any way, including but not limited to obtaining
information from the Game Center service using any method not expressly permitted by Apple.
For example, You may not use packet sniffers to intercept any communications protocols from
systems or networks connected to the Game Canter, scrape any data or user information from
the Game Center, or use any third party software to collect information through the Game Center
about players, game data, accounts, or service usage patterns.

2. Additional Restrictions

21 You agree not to harm or interfere with Apple’s networks or servers, or any third party
servers or networks connected to the Game Center service, or otherwise disrupt other
developers' or end-users’ use of the Game Center. You agree that, except for testing and
development purposes, You will not create false accounts through the use of the Game Center
service or otherwise use the Game Center service to misrepresent information about You or Your
Application in a way that would interfere with an end-users’ use of the Game Center service, e.g.,
creating inflated high scores through the use of cheat codes or falsifying the number of user
accounts for Your Application.

2.2 You will not institute, assist, or enable any disruptions of the Game Center, such as
through a denial of service attack, through the use of an automated process or service such as a
spider, script, or bat, or through exploiting any bug in the Game Center service or Apple Software.
You agree not to probe, test or scan for vulnerabilities in the Game Center service. Yoy further
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agree not to disable, spoof, hack, undermine or otherwise interfers with any data protection,
security, verification or authentication mechanisms that are incorporated in or used by the Game
Center service, or enable others to do so.

2.3 You will not transmit, store or otherwise make available any material that contains viruses
or any other computer code, files or programs that may ham, disrupt or limit the normal operation
of the Game Center or an iOS Product.

2.4 You agree not to use any portion of the Game Center service for sending any unsolicited,
improper or inappropriate messages to end-users or for the purpose of poaching, phishing or
spamming of Game Center users. You will not rerouts (or attempt to reroute) users of the Game
Center to another service using any information You obtain through the use of the Game Canter
service.

2.5 You shall not charge any fees to end-users for access to the Game Canter service or for
any data or information provided therein.

26 To the extent that Apple permits You to manage certain Game Center features and
functionality for Your Application through App Store Connect {e.g., the ability to block fraudulent
users or eliminate suspicious leaderboard scores from Your Application’s leaderboard), You
agree to use such methods only when You have a reasonabla belief that such users or scores
are the result of misleading, fraudulent, improper, unlawful or dishcnest acts.

3. Your Acknowledgements. You acknowledge and agree that;

3.1 Apple may at any time, and from time to time, with or without prior notice to You (a)
modify the Game Center service, including changing or removing any feature or functionality, or
{b) modify, deprecate, reissue or republish the Game Center APls or related APls. You
understand that any such modifications may require You to change or update Your Applications
at Your own cost. Apple has no express or implied obligation to provide, or continue to provide,
ihe Game Center service and may suspend or discontinue all or any portion of the Game Center
service at any time. Apple shall not be liable for any losses, damages or costs of any kind
incurred by You or any other party arising out of or related to any such service suspension or
discontinuation or any such modification of the Game Center service or Game Center APIs.

3.2 Apple makes no guarantees o You in relation to the availability or uptima of the Game
Center service and is not obligated to provide any maintenance, technical or other support for
such service. Apple reserves the right to remove Your access to the Game Center service at any
time in its sole discretion. Apple may monitor and collect information (including but not limited to
technical and diagnostic information) about Your usage of the Game Center service to aid Apple
in improving the Game Center and other Apple products or services and to verify Your
compliance with this Agreement.

4. Additional Llabillty Disclaimer. APPLE SHALL NOT BE LIABLE FOR ANY DAMAGES
OR LOSSES ARISING FROM ANY INTERRUPTIONS TO THE GAME CENTER OR ANY
SYSTEM FAILURES, NETWORK ATTACKS, SCHEDULED OR UNSCHEDULED
MAINTENANCE, OR OTHER INTERRUPTIONS.
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Attachment 4
(to the Agreement)
Additional Terms for the use of iCloud

The following terms are in addition to the terms of the Agreement and apply to Your use of the
iCloud service for software development and testing in connection with Your Application, or Web
Software.

1. Use of iCloud

1.1 Your Applications and/or Web Software may access the iCloud service only if You have
been assigned an entitlement by Apple. You agree not to access the iCloud service, or any
content, data or information contained thersin, other than through the iCloud Storage APls,
CloudKit APIs or via the CloudKit dashboard provided as part of the Program. You agree not to
share Your entittement with any third party or use it for any purposes not expressly permitted by
Apple. You agree 1o use the iCloud service, the iCloud Storage APls, and the CloudKit APls only
as expressly permitted by this Agreement and the iCloud Documenlation, and in accordance with
alt applicable laws and regulations. Further, Your Web Software is permitted to access and use
the iCloud service (e.g., to store the same type of data that is retrieved or updated in a Licensed
Application) only so long as Your use of the iCloud service in such Web Software is comparable
to Your use in the cormesponding Licensed Application, as determined in Apple’s sole discretion.
In the event Apple Services permit You to use more than Your allotment of storage containers in
iCloud in order to transfer data to another container for any reason, You agree to only use such
additional container(s) for a reasonable limited time to perform such functions and not to increase
storage and transactional allotments.

1.2 You understand that You will not be permitted to access or use the iCloud service for
software development or testing after expiration or termination of Your Agreement; however snd-
users who have Your Applications or Web Software installed and who have a valid end-ussr
account with Apple to use iCloud may continue to access their user-generated documents,
private containers and files that You have chosen to store in such end-user's account via the
iCloud Storage APls or the CloudKit APls in accordance with the applicable iCloud terms and
conditions and these terms. You agree not to interfere with an end-user’s ability to access iCloud
{or the end-user's own user-generated documents, private containers and files) or to otherwise
disrupt their use of iCloud in any way and at any time. With respect to data You store in public
containers through the CloudKit APIls (whether generated by You or the end-user), Apple
reserves the right to suspend access to or delete such data, in whole or in part, upon expiration or
termination of Your Agreement, or as otherwise specified by Apple in the CloudKit dashboard.

1.3 Your Application is permitted 1o use the iCloud Storage APIs only for the purpose of
storage and retrieval of key value data {e.g., a list of stocks in a finance App, settings for an App)
for Your Applications and Web Software and for purposes of enabling Your end-users to access
user-generated documents and files through the iCloud service. Your Application or Web
Software application is permitted to use the CloudKit APIs for storing, retrieving, and querying of
structured data that You choose to store in public or private containers in accordance with the
iCloud Documentation. You agree not to knowingly store any content or materials via the iCloud
Storage APls or CloudKit APIs that would cause Your Application to violate any of the iCloud
terms and conditions or the Program Requirements for Your Applications (e.g., Your Application
may not store illegal or infringing materials).

14 You may allow a user to access their user-generated documents and files from iCloud
through the use of Your Applications as well as from Web Software, However, You may not
share key value data from Your Application with other Applications or Web Software, uniess You
are sharing such data among different versions of the same title, or You have user consent,
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1.5 You are responsibie for any content and materials that You store in iCloud through the
use of the CloudKit APIs and iCloud Storage APIs and must take reasonable and appropriate
steps to protect information You store through the iCloud service. With respect to third party
claims related to content and materials stored by Your end-users in Your Applications through the
use of the iCloud Storage APls or CloudKit APIs {e.g., user-generated documents, end-user
posts in public containers), You agree to be responsible for properly handling and promptly
processing any such dlaims, including but not limited to Your compliance with notices sent
pursuant ta the Digital Milennium Copyright Act (DMCA).

1.6 Unless otherwise expressly permitted by Apple in writing, You wili not use iCloud, the
iCloud Storage APls, CloudKit APls, or any component or function thereof, to create, receive,
maintain or transmit any sensitive, individually-identifiable health informatian, including “protected
health information® (as such term is defined at 45 C.F.R § 160.103), or use iCloud in any manner
that would make Apple {or any Apple Subsidiary) Your or any third party’s “business associate”
as such term is defined at 45 C.F.R. § 160.103. You agree to be solaly responsible for complying
with any reparting requirements under law or contract arising from Your breach of this Section.

2. Additional Requirements

21 You understand there are storage capacity, transmission, and transactional limits for the
iCloud service, both for You as a developer and for Your end-users. If You reach or Your end-
user reaches such limits, then You or Your end-user may be unable to use the iCloud service
until You or Your end-user have removed enough data from the service to meet the capacity
limits, increased storage capacity or otherwise modified Your usage of iCloud, and You or Your
end-user may be unable to access or retrieve data from iCloud during this time.

22 You may not charge any fees to users for access to or use of the iCloud service through
Your Applications or Web Software, and You agree not to sell access to the iCloud service in any
other way, including but not limited to reselling any part of the service. You will only use the
iCloud service in Your Application or Web Software to provide storage for an end-user who has a
valid end-user iCloud account with Apple and only for use in accordance with the terms of such
user account, except that You may use the CloudKit APIs to store of data in public containers for
access by end-users regardless of whether such users have iCloud accounts. You will not induce
any end-user to violate the terms of their applicable iCloud service agreement with Apple or to
violate any Apple usage policies for data or information stored in the iCloud service.

2.3 You may not excessively use the overall network capacity or bandwidth of the iCloud
service or olherwise burden such service with unreasonable data loads or quaries. You agree
not to harm or interfere with Apple’s networks or servers, or any third party servers or networks
connected to the iCloud, or otherwise disrupt other developers' or users’ use of the iCloud
service.

24 You will not disable or interfere with any warnings, system settings, notices, or
notifications that are presented to an end-user of the iCloud service by Apple.

3. Your Acknowledgements
You acknowledge and agree that:

31 Apple may at any time, with or without prior notice to You (a} modify the iCloud Storage
APls or the CloudKit APls, including changing or ramoving any feature or functionality, or {b)
modify, deprecate, reissue or républish such APls. You understand that any such modifications
may require You to change or update Your Applications or Web Software at Your own cost.
Apple has no express or implied obligation to provide, or continue to provide, the iCloud service
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and may suspend or discontinue all or any portion of the iCloud service at any time. Apple shall
not be liable for any losses, damages or costs of any kind incurred by You or any other party
arising out of or related to any such service suspension or discontinuation or any such
madification of the iCloud service, iCloud Storage APls or the CloudKit APls.

3.2 The iCloud service is not available in all languages or in all countries and Apple makes
no representation that the iCloud service is appropriate or available for use in any particular
location. To the extent You choose to provide access to the iCloud service in Your Applications
or Web Saftware through the iCloud Storage APIs or CloudKit APIs {e.g., to store data in a public
or private container}), You do so at Your own initiative and are responsible for compliance with
any applicable laws or regulations.

3.3 Apple makes no guarantees to You in relation to the availability or uptime of the iCloud
service and is not obligated to provide any maintenance, technical or other support for the iCloud
service. Apple is not responsible for any expenditures, investments, or commitments made by
You in connection with the iCloud service, or for any use of or access to the iCloud service.

34 Apple reserves the right to suspend or revoke Your access to the iCloud service or
impose limits on Your use of the iCloud service at any time in Apple's sole discretion. in addition,
Apple may impose or adjust the limit of transactions Your Applications or Web Software may
send or recsive through the iCloud service or the resources or capacity that they may use at any
time in Apple's sole discretion,

a5 Apple may monitor and collect information {including but not limited to technical and
diagnostic information} about usage of the iCloud service through the iCloud Storage APls,
CloudKit APIs, or CloudKit dashboard, in order to aid Apple in improving the iCloud service and
other Apple products or services; provided however that Apple will not access or disclose any
end-user data stored in a private container through CloudKit, any Application data stored in a
public container through CloudKit, or any user-generated documents, files or key value data
stored using the iCloud Storage APls and iCloud service, unless Apple has a good faith belief that
such access, use, preservation or disclosure is reasonably necessary to comply with a legal or
regulatory process or reguest, or unless otherwise requested by an end-user with respect to data
stored via the iCloud Storage APls in that end-user’s iCloud account or in that end-user’s private
container via the CloudKit APls.

3.6 Further, to the extent that You store any personal information relating to an individual or
any information from which an individual can be identified (collectively, “Personal Data”) in the
iCloud service through the use of the iCloud Storage APls or CioudKit APIs, You agree that Apple
(and any applicable Apple Subsidiary for purposes of this Section 3.6) will act as Your agent for
the processing, storage and handling of any such Personal Data. Apple agrees to ensure that any
persons authorized to process such Perscnal Data have agreed to maintain confidentiality
(whether through terms or under an appropriate statutory obligation). Apple shall have no right,
title or interest in such Personal Data solely as a result of Your use of the iCloud service. You
agree lhat You are solely liable and responsible for ensuring Your compliance with all applicable
laws, including privacy and data protection laws, regarding the use or collection of data and
information through the iCloud service. You are also responsible for all activity related to such
Personal Data, including but not limited to, monitoring such data and activity, preventing and
addressing inappropriate data and activity, and removing and terminating access to data. Further,
You are responsible for safeguarding and limiting access to such Personal Data by Your
personnel and for the actions of Your personnel who are permitted access to use the iCloud
service on Your behalf. Personal Data provided by You and Your users to Apple through the
iCloud service may be used by Apple only as necessary to provide and improve the iCloud
service and to perform the following actions on Your behalf. Apple shall:
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{a) use and handle such Parsonal Data only in accordance with the instructions and permissions
from You set forth herein, as well as applicable laws, regulations, accords, or treaties. In the EEA
and Switzerland, Personal Data will be handled by Apple only in accordance with the instructions
and permissions from You set forth herein unless otherwise required by European Union or
Member Stata Law, in which case Apple will notify You of such other legal requirement (except in
limited cases where Apple is prohibited by law from doing so);

{b) provide You with reasonable means to manage any user access, deletion, or restriction
requests as defined in applicabla law. In the event of an investigation of You arising from Your
good faith use of the iCloud service by a data protection regulator or similar authority regarding
such Personal Data, Apple shall provide You with reasonable assistance and support;

{c) notify You by any reasonable means Apple selects, without undue delay and taking account of
appliceble legal requirements applying to You which mandate nofification within a specific
timeframe, if Apple becomes aware that Your Personal Data has been altered, deleted or lost as
a result of any unauthorized access to the Service. You are responsible for providing Apple with
Your updated contact information for such notification purposes in accordance with the terms of
this Agreement;

{d) make available to You the information necessary to demonstrate compliance obligations set
forth in Article 28 of Regulation (EU) 2016/679 of the European Parliament and of the Council of
27 April 2016 (GDPR) and to allow for and contribute to audits required under these provisions;
provided however that You agree that Apple's SO 27001 and 27018 certifications shall be
considered sufficient for such required audit purposes;

(e) assist You, by any reasonable means Apple selects, in ensuring compliance with its
obligations pursuant to Articles 33 to 36 of the GDPR. If Apple receives a third party request for
information You have stored in the iCloud service, then unless otherwise required by law or the
terms of such request, Apple will notify You of its receipt of the request and notify the requester of
the requirement to address such request to You. Unless otherwise required by law or the request,
You will be respensible for responding to the request;

{f} use industry-standard measures to safeguard Personal Data during the trensfer, processing
and storage of Personal Data. Encrypted Personal Data may be stored at Apple’s geographic
discretion; and

(g) ensure that where Personal Data, arising in the context of this Agreement, is transferred from
the EEA or Switzerland it is only to a third country that ensures an adequate level of protection or
using the Model Contract Clauses/Swiss Transhorder Data Flow Agreement which will be
provided to You upon request if you believe that Personal Data is being transferred.

4. Additional Liability Disclalmer. NEITHER APPLE NOR ITS SERVICE PROVIDERS
SHALL BE LIABLE FOR ANY DAMAGES OR LOSSES ARISING FROM ANY USE, MISUSE,
RELIANCE ON, INABILITY TO USE, INTERRUPTION, SUSPENSION OR TERMINATION OF
iCLOUD, iCLOUD STORAGE APIS, OR CLOUDKIT APIS, OR FOR ANY UNAUTHORIZED
ACCESS TQ, ALTERATION OF, OR DELETION, DESTRUCTION, DAMAGE, LOSS OR
FAILURE TQ STORE ANY OF YOUR DATA OR ANY END-USER DATA OR ANY CLAIMS
ARISING FROM ANY USE OF THE FOREGQING BY YOUR END-USERS, INCLUDING ANY
CLAIMS REGARDING DATA PROCESSING OR INAPPROPRIATE OR UNAUTHORIZED DATA
STORAGE OR HANDLING BY YOU IN VIOLATION OF THIS AGREEMENT,
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Attachment 5
({to the Agreement)
Additional Terms for Passes

The following terms are in addition to the terms of the Agreement and apply to Your development
and distribution of Passes:

1. Pass Type ID Usage and Restrictions

You may use the Pass Type ID only for purposes of digitally signing Your Pass for use with
Wallet and/or for purposes of using the APN service with Your Pass. You may distribute Your
Pass Type ID as incorporated into Your Pass in accordance with Section 2 below only so long as
such distribution is under Your own trademark or brand. To the extent that You reference a third
party's trademark or brand within Your Pass (e.g., a store coupon for a particular good), You
represent and warrant that You have any necessary rights. You agree not to share, provide or
transfer Your Pass Type ID to any third party (except for a Service Provider and only to the
limited extent permitted herein), nor use Your Pass Type ID to sign a third party's pass.

2. Pagss Distribution; Marketing Permissions

2.1 Subject to the terms of this Agreement, You may distribute Your Passas to end-users by
the web, email, or an Application. You understand that Passes must be accepled by such users
before they will be loaded into Wallet and that Passes can ba removed or transferred by such
users at any time.

2.2 By distributing Your Passes in this manner, You represent and warrant to Apple that Your
Passes comply with the Documentation and Program Requirements then in effect and the terms
of this Attachment 5. Apple shall not be responsible for any costs, expenses, damages, losses
{including without limitation lost business opportunities or lost profits) or other liabilities You may
incur as a result of distributing Your Passes in this manner.

23 You agree to state on the Pass Your name and address, and the contact information
(telephone number; email address) to which any end-user questicns, complaints, or claims with
respect to Your Pass should be directed. You will be responsible for attaching or otherwise
including, at Your discretion, any relevant end-user usage terms with Your Pass. Apple will not
be responsible for any violations of Your end-user usage terms. You will be solely responsible for
all user assistance, warranty and support of Your Pass. You may not charge any fees to end-
users in order to use Wallet o access Your Pass.,

24 By distributing Your Passes as permittad in this Agreement, You hereby permit Apple to
use {i) screen shots of Your Pass; (i) trademarks and logos associated with Your Pass; and (iii)
Pass Information, for promotional purposes in marketing materials and gift cards, excluding those
portions which You do not have the right to use for promotional purposes and which You identify
in writing to Apple. You also pemmit Apple to use images and other materials that You may
provide to Apple, at Apple’s reasonable request, for promotional purposes in marketing materials
and gift cards.

3. Additional Pass Requirements
31 Apple may provide You with templates to use in creating Your Passes, and You agree to

choose the relevant template for Your applicable use (e.g., You will not use the boarding pass
template for a movie ticket).
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3.2 Passes may only operate and be displayed in Wallet, which is Apple's designated
container area for the Pass, through Wallet on the lock screen of an iOS Product, or on Apple
Watch in accordance with the Documentation,

3.3 Notwithstanding anything else in Sectlon 3.3.9 of the Agreement, with prior user consent,
You and Your Pass may share user and/or device data with Your Application so long as such
sharing is for the purpose of providing a service or function that is directly relevant to the use of
the Pass and/or Application, or to serve advertising in accordance with Sections 3.3.12 of the
Agresment.

34 If You wouid like to use embedded Near Field Communication (NFC) technology with
Your Pass, then You may request an Apple Certificate for the use of NFC with a Pass from the
Developer web portal. Apple will review Your request and may provide You with a separate
agreement for the use of such Apple Certificate. Apple reserves the right to not provide You with
such Apple Certificate.

4, Apple’s Right to Review Your Pass; Revocation. You understand and agree that
Apple reserves the right to review and approve or rejact any Pass that You would liks to distribute
for use by Your end-users, or that is already in use by Your end-users, at any time during the
Term of this Agreement. If requested by Apple, You agree to promptiy provide such Pass 1o
Apple. You agree not to attempt to hide, misrepresent, mislead, or obscure any features, content,
services or functionality in Your Pass from Apple's review or otherwise hinder Apple from being
able to fully review such Pass, and, You agree to cooperate with Apple and answer questions and
provide information and materials reasonably requested by Apple regarding such Pass. If You
make any changes to Your Pass after submission to Apple, You agree 1o notify Apple and, if
requested by Apple, resubmit Your Pass prior to any distribution of the modified Pass to Your
end-users. Apple reserves the right to revoke Your Pass Type ID and reject Your Pass for
distribution to Your end-users for any reason and at any time in its sole discretion, even if Your
Pass meets the Documentation and Program Requirements and terms of this Attachment 5; and,
in that event, You agree that You may not distribute such Pass to Your end-users.

5. Additlonal Liability Disclalmer. APPLE SHALL NOT BE LIABLE FOR ANY DAMAGES
OR LOSSES ARISING FROM ANY USE, DISTRIBUTION, MISUSE, RELIANCE ON, INABILITY
TO USE, INTERRUPTION, SUSPENSION, OR TERMINATION OF WALLET, YOUR PASS
TYPE ID, YOUR PASSES, OR ANY SERVICES PROVIDED IN CONNECTION THEREWITH,
INCLUDING BUT NOT LIMITED TO ANY LOSS OR FAILURE TO DISPLAY YOUR PASS IN
WALLET OR ANY END-USER CLAIMS ARISING FROM ANY USE OF THE FOREGOING BY
YOUR END-USERS.
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Attachment 6

{to the Agreement)
Additional Terms for the use of the Apple Maps Service

The following terms are in addition to the terms of the Agreement and apply to any use of the
Apple Maps Service in Your Application, website, or web application.

1. Use of the Maps Service

1.1 Your Application may access the Apple Maps Service only via the MapKit API or through
MapKit JS, and Your website or web application may access the Apple Maps Service only via
MapKit JS. You agree not to access the Apple Maps Service or the Map Data other than through
the MapKit APl or MapKit JS, as applicable, and You agree that Your use of the Apple Maps
Service in Your Applications, websites, or web applications must comply with the Program
Requirements,

1.2 You will use the Apple Maps Service and Map Data only as necessary for providing
services and functionality for Your Application, website, or wab application. You agree to use the
Apple Maps Service, MapKit AP and MapKit JS only as expressly permitted by this Agreement
{including but not limited to this Atltachment 6) and the MapKit and MapKit JS Documentation,
and in accordance with all applicable laws and regulations.

1.3 You acknowledge and agree that results You receive from the Apple Maps Service may
vary from actual conditions due to variable factors that can aflect the accuracy of the Map Data,
such as weather, road and traffic conditions, and geopolitical events.

2. Additional Restrictions

21 Neither You nor Your Application, website or web application may remove, obscure or
alter Apple’s or its licensors’ copyright notices, trademarks, or any other proprietary rights or lagal
notices, documents or hyperlinks that may appear in or be provided through the Apple Maps
Service.

2.2 You will not use the Appla Maps Service in any manner that enables or permits bulk
downloads or feeds of the Map Data, or any portion thereof, or that in any way attempts to
extract, scrape or reutilize any portions of the Map Data. For example, neither You nor Your
Application may use or make available the Map Data, or any portion thereof, as part of any
secondary or derived database.

23 Except to the extent expressly permitted herein, You agree not to copy, modify, translate,
create a derivative work of, publish or publicly display the Map Data in any way. Further, You
may not use or compare the data provided by the Apple Maps Service for the purpose of
improving or creating another mapping service. You agree not to create or attempt to create a
substitute or similar service through use of or access to the Apple Maps Service.

24 Your Application, website, or web application may display the Map Data only as permitted
herein, and when displaying it on a map, You agree that it will be displayed only on an Apple map
provided through the Apple Maps Service. Further, You may not surface Map Data within Your
Application, website, or web application without displaying the corresponding Apple map (e.g., if
You surface an address result through the Apple Maps Service, You must display the
corresponding map with the address result).

2.5 Unless otherwise expressly permitted in the MapKit Docurmentation or MapKit JS
Documenlation, Map Data may not be cached, pre-fetched, or stored by You or Your Application,
website, or web application other than on a temporary and limited basis solely to improve the
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performance of the Apple Maps Service with Your Application, website, or web application.

28 You may not charge any fees to end-users solely for access to or use of the Apple Maps
Service through Your Application, website, or web application, and You agree not to sell access
te the Apple Maps Service in any other way.

2.7 You acknowledge and agree that Apple may impose restrictions on Your usage of the
Apple Maps Service {e.g., limiting the number of transactions Your Application can make through
the MapKit API) or may revoke or remove Your access to the Apple Maps Service (or any part
thereof) at any time in its sole discretion. Further, You acknowledge and agree that results You
may receive from the Apple Maps Service may vary from actual conditions due to variable factors
that can affect the accuracy of Map Data, such as road or weather conditions.

3. Your Acknowledgements. You acknowledge and agres that:

31 Apple may at any time, with or without prior notics to You (a) modify the Apple Maps
Service and/or the MapKit AP| or MapKit JS, including changing or removing any feature or
functionality, or (b) modify, deprecate, reissue or republish the MapKit AP| or MapKit JS. You
understand that any such modifications may require You to change or update Your Applications,
wabsite, or web applications at Your own cost. Apple has no express or implied obligation to
provide, or continue to provide, the Apple Maps Service and may suspend or discontinue all or
any portion of the Apple Maps Service at any time. Apple shall not be liable for any losses,
damages or costs of any kind incurred by You or any other party arising out of or related to any
such service suspension or discontinuation or any such modification of the Apple Maps Service,
MapKit API, or MapKit JS.

3.2 The Apple Maps Service may not be available in all countries or languages, and Apple
makes no representation that the Apple Maps Servica is appropriate or available for use in any
particular location. To the extent You choose to provide access to the Apple Maps Service in
Your Applications, website, or web applications or through the MapKit API or MapKit JS, You do
50 at Your own initiative and are responsible for compliance with any applicable laws.

4, Apple’s Right to Review Your MapKit JS Implementation. You understand and agres
that Apple reserves the right to review and approve or reject Your implementation of MapKit JS in
Your Application, website, or web applications, at any time during the Term of this Agreement. If
requested by Apple, You agree to promptiy provide information regarding Your implementation of
MapkKit JS to Apple. You agree to cooperats with Apple and answer questions and provide
information and materials reasonably requested by Apple regarding such implementation. Apple
reserves the right to revoke Your MapKit JS keys end similar credentials at any time in its sole
discretion, even if Your use of MapKit JS meets the Documentation and Program Requirements
and terms of this Attachment. By way of example only, Apple may do so if Your MapKit JS
implementation places an excessive and undue burden on the Apple Maps Service, obscures or
removes the Apple Maps logo or embedded links when displaying a map, or uses the Apple Maps
Service with corresponding offensive or illegal map content.

5. Additional Liability Disclaimer. NEITHER APPLE NOR ITS LICENSORS OR
SERVICE PROVIDERS SHALL BE LIABLE FOR ANY DAMAGES OR LOSSES ARISING FROM
ANY USE, MISUSE, RELIANCE ON, INABILITY TO USE, INTERRUPTION, SUSPENSION OR
TERMINATION OF THE APPLE MAPS SERVICE, INCLUDING ANY INTERRUPTIONS DUE TO
SYSTEM FAILURES, NETWORK ATTACKS, OR SCHEDULED OR UNSCHEDULED
MAINTENANCE.
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Attachment 7
(to tha Agreement)

Additional Terms for Safari Extensions

The following terms are in addition to the terms of the Agreement and apply to Safari Extensions
signed with an Apple Certificate:

11 Safari Extenslon Requirements

if You would like to submit Your Safari Extension for hosting by Apple in the Safari Extensions
Gallery or otherwise distribute Your Safari Extension signed with an Apple Certificate, then You
agree to abide by the following requirements for such Safari Extensions, as they may be modified
by Apple from time to time:

- Your Safar Extension must not contain any malware, malicious or harmful code, or other
internal component (e.g. computer viruses, trojan horses, “backdoors”), which could damage,
destroy, or adversely affect Apple hardware, software or services, or other third party software,
firmware, hardware, data, systems, services, or networks;

- Your Safari Extensions must not be designed or marketed for the purpose of harassing,
abusing, stalking, spamming, misleading, defrauding, threatening or otherwise violating the legal
rights (such as the rights of privacy and publicity) of others. Further, You may not create a Safari
Extension that tracks the behavior of a user {e.g., their browsing sites) without their express
consent;

- Your Safari Extension must only operate in Safari on macOS's designated container area for
the Safari Extension, and must not disable, override or otherwise interfere with any Apple-
implemented system alerts, warnings, display panels, consent panels and the like;

- Your Safar Extension must have a single purpose and updates must not change the single
purpose of Your Safari Extension. You agree to accurately represent the features and
functionality of Your Extension to the user and to act in accordance with such representations.
For example, Your Safari Extension may not redirect a link {or any affiliate link) on a website
unless that behavior is disclosed to the user;

- Your Safari Extension must not be bundled with an app that has a different purpose than the
Safar Extension.

- Your Safari Extension may not inject ads into a website and may not display pop up ads:
- You must not script or automate turning on Your Safari Extension or enable others to do so.

- You agree not to bundle Your .safariextz-based Safari Extension with any other applications or
extensions. You may allow a user to install Your .safariextz-based Safari Extension only by: (a)
clicking an install button in the Safari Extensions Gallery; or {b) clicking the .safariextz file to open
the Safar Extension in Safari and allowing Sefari to prompt the user to confirm the instaliation;

- Safari Extensions must not interfere with security, user interface, user experience, features or
functionality of Safari, macOS, or other Apple-branded products: and

- Your Safar Extensions must comply with the Documentation and all applicable laws and
regulations, including those in any jurisdictions in which such Safari Extensions may be offered or
made available. You should review the latest Safari Extensions Development Guide and Safari
App Extensions Development Guide available on the Developer web portal.
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You understand that Apple may revoke the Apple Cartificates used to sign Your Safari Extensions
at any time, in its sole discretion. Further, You acknowledge and agree that Apple may block
Your Safari Extension (such that it may be unavailable or inaccessible to Safari users) if it does
not comply with the requirements set forth above in this Section 1.1 or otherwise adversely
affects users of Safari or macOS.

1.2 Submission to the Safari Extensions Gallery

If You are submitting Your Safari Extension for hosting by Apple on the Safari Extensions Gallery,
You agree that Your Safari Extension complies with the requirements set forth above in Sectlon
1.1, and with any additional guidelines that Apple may post on the Program web portal for the
Safari Extensions Gallery.

You understand that Apple will review such Extensions prior to posting them on the Safari
Extensions Gallery and that Apple can approve or reject Your Safari Extension in its sole
discretion. Further, You agree that Apple reserves the right to remove Safari Extensions from the
Safari Extensions Gallery at any time in its sole discretion without notice to You. By submitting
Your Safari Extension for hosting by Apple, You consent to Apple hosting it for You on the Safari
Extensions Gallery. You will be responsible for attaching or otherwise including, at Your
discration, any relevant end-user usage terms with such Safari Extension and for all user
assistance, warranty and support of Your Safari Extension. You may remove Your Safari
Extension from the Safari Extensions Gallery by emailing: safari-extansions@apple.com.

By distributing Your Safari Extension through the Safari Extensions Gallery, You hereby permit
Apple to use (a) screen shots of Your Safari Extension; and (b) trademarks and logos associated
with Your Safari Extension for promotional purposes in marketing materials, excluding those
portions which You do not have the right to use for promotional purposes and which You identify
in writing to Apple. You also permit Apple to use images and other materials that You may
provide to Apple, at Apple’s reasonable request, for promotional purposes in marketing materials.
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Schedule 1

1. Appolntment of Agent

1.1 You hereby appoint Apple and Apple Subsidiaries (collectively “Apple™) as: (i) Your agent
for the marketing and delivery of the Licensed Applications to end-users located in those
countries listed on Exhibit A, Section 1 to this Scheduls 1, subject to change; and (ji) Your
commissionaire for the marketing and delivery of the Licensed Applications to end-users located
in those countries listed on Exhibit A, Section 2 to this Schedule 1, subject to change, during the
Delivery Period. The most current list of App Store countries among which You may select shall
be set forth in the App Store Connect toof and may be updated by Apple from time to time. You
hereby acknowledge that Apple will market and make the Licensed Applications available for
download by end-users, through one or more App Stores, for You and on Your behalf, For
purposes of this Schedule 1, the following terms apply:

{a) “You” shall include App Store Connect users authorized by You to submit Licensed
Applications and associated metadata on Your behalf; and

(b) “end-user” includes individual purchasers as well as eligible users associated with their
account via Family Sharing. For institutional customers, “end-user® shall mean the individual
authorized to use the Licensed Application, the institutional administrator responsible for
management of installations on shared devices, as well as authorized institutional purchasers
themselves, including educational institutions approved by Apple, which may acqguire the
Licensed Applications for use by their employses, agents, and affiliates.

{c) For the purposes of this Schedule 1, the term “Licensed Application” shall include any content,
functionality, extensions, stickers, or services offered in the software application.

1.2 In furtherance of Apple’s appointment under Section 1.1 of this Schedule 1, You hereby
authorize and instruct Apple to:

(a) market, solicit and obtain orders on Your behalf for Licensed Applications from end-users
located in the countries identified by You in the App Store Connect tool;

(b} provide hosting services to You subject to the terms of the Agreement, in order to aliow for the
storage of, and end-user access to, the Licensed Applications and to enable third party hosting of
such Licensed Applications solely as otherwise licensed or authorized by Apple;

{c) make copies of, format, and otherwise prepare Licensed Applications for acquisition and
download by end-users, including adding the Security Solution and other optimizations identified
in the Agreement;

(d) allow or, in the case of cross-border assignments of VPP purchases, arrange for end-users to
access and re-access copies of the Licensed Applications, so that end-users may acquire from
You and electronically download those Licensed Applications, Licensed Application Information,
and associated metadata through one or more App Stores, and You hereby authorize distribution
of Yaur Licensed Applications under this Schedule 1 to end-users with accounts associated with
another end-user's via Family Sharing. You also hereby authorize distribution of Your Licensed
Applications under this Schedule 1 for use by multiple end users under a single Apple ID when
the Licensed Application is provided to such end-users through Apple Configurator in accordance
with the Apple Configurator software license agreement or requested by a single institutional
customer via the Volume Purchase Program for use by its end-users and/or for installation on
devices with no associated iTunes Account that ere owned or controlled by that institutional
customer in accordance with the Volume Purchase Program terms, conditions, and program
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requirements;

{e) use (i) screen shots, previews, and/or up to 30 second excerpts of the Licensed Applications;
{if) trademarks and logos associated with the Licensed Applications; and (iii) Licensed Application
Information, for promotional purposes in marketing materials and gift cards, excluding those
portions of the Licensed Applications, trademarks or logos, or Licensed Application Information
which You do not have the right to use for promotional purposes, and which You identify in writing
at the time that the Licensed Applications are delivered by You to Apple under Section 2.1 of this
Schedule 1, and use images and other materials that You may provide to Apple, at Apple's
reasonable request, for promotional purposes in marketing materials and gift cards. In addition,
and subject to the limitation sat forth above, You agree that Apple may use screen shots, icons,
and up to 30 second excerpts of Your Licensed Applications for use at Apple Developer events
(e.g.. WWDC, Tech Talks) and in developer documentation;

() otherwise use Licensed Applications, Licansed Application Information and associated
metadata as may be reasonably necassary in the delivery of the Licensed Applications in
accordance with this Schedule 1. You agree that no royalty or other compensation is payable for
the rights described above in Section 1.2 of this Scheduls 1; and

{g) facilitate distribution of pre-release versions of Your Licensed Applications {“Beta Testing”) to
end-users designated by You in accordance with the Agreement, availability, and other program
requirements as updated from time to time in the App Store Connect tool. For the purposes of
such Beta Testing, You hereby waive any right to collect any purchase price, proceeds or other
remuneration for the distribution and download of such pre-release versions of Your Licensed
Applicetion. You further agree that You shall remain responsible for the payment of any royalties
or other payments to third parties relating to the distribution and user of Your pre-release
Licensed Applications, as well as compliance with any and all laws for territories in which such
Beta Testing takes place. For the sake of clarity, no commission shall bs owed to Apple with
respect to such distribution.

13 The parties acknowledge and agree that their relationship under this Scheduls 1 is, and
shall be, that of principal and agent, or principal and commissionaire, as the case may be, as
described in Exhibit A, Section 1 and Exhibit A, Section 2 respectively, and that You, as principal,
are, and shall be, solely responsible for any and all claims and liabilities involving or relating to,
the Licensed Applications, as provided in this Schedule 1. The parties acknowledge and agree
that Your appointment of Apple as Your agent or commissionaire, as the case may be, under this
Schedule 1 is non-exclusive. You hereby represent and warrant that You own or control the
necessary rights in order to appoint Apple and Apple Subsidiaries as Your worldwide agent and/or
commissionaire for the delivery of Your Licensed Applications, and that the fulfillment of such
appointment by Apple and Apple Subsidiaries shall not violate or infringe the rights of any third party.

14 For purposes of this Schedule 1, the “Delivery Period" shall mean the period beginning
on the Effective Date of the Agreement, and expiring on the last day of the Agreement or any
fenewal thersof; provided, however, that Apple's appointment as Your agent shall survive
expiration of the Agreement for a reasonable phase-out period not to exceed thirty {30) days and
further provided that, solely with respect to Your end-users, subsections 1.2(b), {c), and (d) of this
Schedule 1 shall survive termination or expiration of the Agreement unless You indicate
otherwise pursuant to sections 4.1 and 6.2 of this Schedule 1.

1.5 All of the Licensed Applications delivered by You to Apple under Section 2.1 of this
Schedule 1 shall be made available by Apple for download by end-users at no charge. Apple
shall have no duty to collect any fees for the Licensed Applications for any end-user and shall
have no payment obligation to You with respect to any of those Licensed Applications under this
Schedule 1. In the event that You intend to charge end-users a fee for any Licensed Application
or In-App Purchase, You must enter (or have previously entered) into a separate extension of this
agreement (Schedule 2) with Apple with respect to that Licensed Application.
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2. Delivery of the Licensed Applications to Apple

21 You will deliver to Apple, at Your sole expense, using the App Store Connect tool or other
mechanism provided by Apple, the Licensed Applications, Licensed Application Information and
associated metadata, in a format and manner prescribed by Apple, as required for the delivery of
the Licensed Applications to end-users in accordance with this Schedule 1. Metadata You deliver
to Apple under this Schedule 1 will include: (i) the title and version number of each of the
Licensed Applications; (i) the countries You designate, in which You wish Apple to allow end-
users to download those Licensed Applications; (iii) any copyright or other intellectual property
rights notices; {iv) Your privacy policy, if any; (v} Your end-user license agreement ("EULA”), if
any, in accordance with Section 3.2 of this Schedule 1; and {vi} any additional metadata set forth
in the Documentation and/or the App Store Connect Tool as may be updated from time to time,
including metadata designed to enhance saarch and discovery for content on Apple-branded
hardware.

2.2 All Licensed Applications will be delivared by You to Apple using software tools, a secure
FTP site address and/or such other delivery methods as prescribed by Apple.

2.3 You hereby certify that all of the Licensed Applications You deliver to Apple under this
Schedule 1 are authorized for export from the United States to each of the countries designated
by You under Section 2.1 herseof, in accordance with the requirements of all applicable laws,
including but not limited to the United States Export Administration Regulations, 15 C.F.R. Parts
730-774 and the Intemational Traffic in Arms Regulations 22 C F.R, Parts 120-130. Without
limiting the generality of this Section 2.3, You certify that (i} nons of the Licensed Applications
contains, uses or supports any data encryption or cryptographic functions; or {ii) in the event that
any Licensed Application contains, uses or supports any such data encryption or cryptographic
functionality, You certity that You have complied with the United States Export Administration
Regulations, and are in possession of, and will, upon request, provide Appie with a PDF copy of
Your Encryption Registration Number (ERN), or export classification ruling (CCATS) issued by
the United States Commerce Department, Bureau of Industry and Security and PDF copies of
appropriate authorizations from other countries that mandate import authorizations for that
Licensed Application, as required. You acknowledga that Apple is relying upon Your cerlification
in this Section 2.3 in allowing end-users to access and download the Licansed Applications under
this Schedule 1. Except as provided in this Section 2.3, Apple will be responsible for compliance
with the requirements of the Export Administration Regulations in allowing end-users to access
and download the Licensed Applications under this Schedule 1.

2.4 You shall be responsible for determining and implementing any age ratings or parental
advisory warnings required by the applicable government regulations, ratings board(s), service(s),
ot other organizations (each a “Ratings Board") for any video, television, gaming or other content
offered in Your Licensed Application for each locaiity in the Territory. Where applicable, you shall
also be responsible for providing any content restriction tools or age verification functionality
before enabling end-users to access mature or otherwise regulated content within Your Licensed
Applicetion.

3 Ownership and End-User Licensing and Delivery of the Licensed Applications to
End Users
3.1 You acknowledge and agree that Apple, in the course of acting as agent andfor

commissionaire for You, is hosting, or pursuant to Section 1.2(b) of this Schedule 1 may enable
autharized third parties to host, the Licensed Application(s), and is allowing the download of those
Licensed Application(s) by end-users, on Your bshalf, However, You are responsible for hosting
and delivering content or services sold or delivered by You using the In-App Purchase API,
except for content that is included within the Licensed Application itself (i.e., the In-App Purchase
simply unlocks the content) or content hosted by Apple pursuant to Section 3.3 of Attachment 2 of
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the Agreement. The parties acknowledge and agree that Apple shall not acquire any ownership
interest in or to any of the Licensed Applications or Licensed Applications information, and title,
risk of loss, responsibility for, and control over the Licensed Applications shall, at all times, remain
with You. Apple may not use any of the Licensed Applications or Licensed Application
Infarmation for any purpose, or in any manner, except as specifically authorized in the Agreement
or this Schedule 1.

3.2 You may deliver to Apple Your own EULA for any Licensed Application at the time that
You deliver that Licensed Application to Apple, in accordance with Section 2.1 of this Schedule 1;
provided, however, that Your EULA must include and may not be inconsistent with the minimum
terms and condilions specified on Exhibit B to this Schedule 1 and must comply with all
applicable laws in all countries where You wish Apple to allow end-users to download that
Licensed Application. Apple shall enable each end-user to review Your EULA (if any) at the time
that Apple delivers that Licensed Application to that end-user, and Apple shall notify each end-
user that the snd-user's use of that Licensed Application is subject to the terms and conditions of
Your EULA (if any). In the event that You do not furish Your own EULA for any Licensed
Application to Apple, You acknowledge and agres that each end-user's use of that Licensed
Application shall be subject to Apple's standard EULA (which is part of the App Store Terms of
Service).

33 You hereby acknowledge that the EULA for each of the Licensed Applications is solely
between You and the end-user and conforms to applicable iaw, and Apple shall not be
responsible for, and shall not have any liability whatsoever under, any EULA or any breach by
You or any end-user of any of the terms and conditions of any EULA.

34 A Licensed Application may read or play content {magazines, newspapars, books, audio,
music, video) that is offered outside of the Licensed Application (such as, by way of example,
through Your website) provided that You do not link to or market external offers for such content
within the Licensed Application. You are responsible for authentication access to content
acquired outside of the Licensad Application.

3.5 Subject to availability, You may offer in-app subsctiptions for free in select territories
using the In-App Purchase API subject to the terms of this Schedule 1, provided that the Licensed
Application is Newsstand-enabled pursuant to section 3.7 below and You clearly and
conspicuously disclose to users the following information regarding Your in-app subscription:

- Title of publication or service
- Subscription may be discontinued at any lime by remaving app from device
- Links to Your Privacy Policy and Terms of Use

3.6 To the extent You promote and offer in-app subscriptions, You must do so in compliance
with all legal and regulatory requirements.

3.7 If Your Licensed Application is periodical content-based {e.g., magazines and
newspapers), Apple may provide You with the name, email address, and zip code associated
with an end-user’s account when they request an auto-renewing subscription via the In-App
Purchase API, provided that such user consents to the provision of data to You, and furlher
provided that You may only use such data to promots Your own products and de so in strict
compliance with Your publicly posted Privacy Policy, a copy of which must be readily viewed and
is consented to in Your Licensed Application.

38 Licensed Applications offering subscription services under this Schedule 1 must be
included in Apple’s Newsstand program provided that, in addition to the requirements set forth in
paragraphs 3.5, 3.6 and 3.7, You:

- Enable the Licensed Application as a Newsstand app in the App Store Connect tool
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- Authorize Apple to select “Newsstand” as the Licensed Application’s secondary category

- Utilize the In-App Purchase API, include any additional code, and comply with any other
requirements as identified and updated from time fo time in Newsstand-related docurnentation
found in the iOS developer library and the App Store Connect Developer Guide

- Provide updated cover art with each new issue

- Confirm that the content of the Licensed Application is a periodical {e.qg., newspaper or
magazins)

You acknowledge and agree that Apple reserves the right to recategorize or reject Your Licensed
Application if it is not appropriate for Newsstand.

4. Content Restrictions and Software Rating

4.1 You represent and wamrant that: (a} You have the right to enter into this Agreement, to
reproduce and distribute each of the Licensed Applications, and to authorize Apple to permit end-
users to download and use each of the Licensed Applications through one or more App Stores;
{b) none of the Licensed Applications, or Apple’s or end-users’ permitted uses of those Licensed
Applications, violate or infringe any patent, copyright, tfrademark, trade secret or other intellectual
property or contractual rights of any other person, firm, corporation or other entity and that You
are not submitting the Licensed Applications to Apple on behalf of one or more third parties; (c)
each of the Licensed Applications is authorized for distribution, sale and use in, export to, and
import into each of the countries designated by You under Section 2.1 of this Schedule 1, in
accordance with the laws and regulations of those countries and all applicable export/import
regulations; (d} none of the Licensed Applications contains any obscene, offensive or other
materials that are prohibited or restricted under the laws or regulations of any of the countries
You designate under Section 2.1 of this Schedule 1; {e) all information You provide using the App
Store Connect toal, including any information relating to the Licensed Applications, is accurate
and that, if any such information ceases to be accurate, You will promptly update it to be accurate
using the App Store Connect tool; and (f) in the event a dispute arises over the content of Your
Licensad Applications or use of Your intellectual property on the App Store, You agree to follow
Apple’s app dispute pracess on a Ron-exclusive basis and without any party waiving its legal
rights.

4.2 You shall use the software rating tool set forth on App Store Connect to supply
information regarding each of the Licensed Applications delivered by You for marketing and
fulfillment by Apple through the App Store under this Schedule 1 in order to assign a rating to
each such Licensed Application. For purposes of assigning a rating to each of the Licensed
Applications, You shall use Your best efforts to provide correct and complete information about
the content of that Licensed Application with the software rating tool. You acknowledge and
agree that Apple is relying on: (i) Your good faith and diligence in accurately and completely
providing the requested information for each Licensed Application; and {ii) Your representations
and warranties in Section 4.1 hereof, in making that Licensed Application available for download
by end-users in each of the countries You designate hereunder. Furthermore, You authorize
Apple to correct the rating of any Licensed Application of Yours that has been assigned an
incormrect rating; and You agree to any such corrected rating.

4.3 In the event that any country You designate hereunder requires the approval of, or rating
of, any Licensed Application by any govemment or industry regulatory agency as a condition for
the distribution and/or use of that Licensed Application, You acknowledge and agree that Appie
may elect not to make that Licensed Application available for download by end-users in that
country from any App Store.

5. Responsibillty and Liability

51 Apple shall have no responsibility for the installation and/or use of any of the Licensed
Applications by any end-user. You shall be solely responsible for any and all product warranties,
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end-user assistance and product support with respect to each of the Licensed Applications.

5.2 You shall be solely responsible for, and Apple shall have no responsibility or liability
whatsoever with respact to, any and all claims, suits, liabilities, losses, damages, costs and
expenses arising from, or attributable to, the Licensed Applications and/or the use of those
Licensed Applications by any end-user, including, but not limited to: (i) claims of breach of
warranty, whether specified in the EULA or established under applicable law; (i) product liability
claims; and {jii) claims that any of the Licensed Applications and/or the end-user's possession or
use of those Licensed Applications infringes the copyright or other intellectual property rights of
any third party.

6. Termination

6.1 This Schedule 1, and all of Apple’s obligations hereunder, shall terminate upon the
expiration or termination of the Agreement.

6.2 In the event that You no lenger have the legal right to distribute the Licensed
Applications, or to authorize Apple to allow access to those Licensed Applications by end-users,
in accordance with this Schedule 1, You shall promptly notify Apple and withdraw those Licensed
Applications from the App Store using the tools provided on the App Store Connect site; provided,
however, that such withdrawal by You under this Section 6.2 shall not relieve You of any of Your
obligations to Apple under this Schedule 1, or any liability to Apple and/or any end-user with
respect to those Licensed Applications.

6.3 Apple reserves the right to cease marketing, offering, and allowing download by end-
users of the Licensed Applications at any time, with or without cause, by providing notice of
termination to You. Without limiting the generality of this Section 6.3, You acknowledge that
Apple may cease allowing download by end-users of some or all of the Licensed Applications, or
take other interim measures in Apple’s sole discretion, if Apple reasonably bslieves that: (i) those
Licensed Applications are not authorized for export to one or more of the countries designated by
You under Section 2.1 hersof, in accordance with the Export Administration Regulations; (i)
those Licensed Applications and/or any end-user’s possession and/or use of those Licensed
Applications, infringe patent, copyright, trademark, trade secret or other intellectual property righis
of any third party; (iii) the distribution and/or use of those Licensed Applications violates any
applicable law in any country You designate under Section 2.1 of this Schedule 1; or (iv) You
have violated the terms of the Agreement, this Schedule 1, or other documentation including
without limitation the i0S App Review Guidelines. An election by Apple to cease aflowing
download of any Licensed Applications, pursuant to this Section 6.3, shall not relieve You of Your
obligations under this Schedule 1.

6.4 You may withdraw any or all of the Licensed Applications from the App Store, at any
time, and for any reason, by using the tools provided on the App Store Connect site, except that,
with respect to Your end-users, You hereby authorize and instruct Apple to fulfill sections 1.2(b),
{c}, and (d) of this Schedule 1, which shall survive termination or expiration of the Agreement
unless You indicate otherwise pursuant to sections 4.1 and 6.2 of this Schedule 1.

7. Legal Consequsences
The relationship between You and Apple established by this Schedule 1 may have important

legal consequences for You. You acknowledge and agree that it is Your responsibility to consuit
with Your legal advisors with respect to Your egal obligations hereunder.
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EXHIBIT B
{to Scheduls 1)
Instructions for Minimum Terms of Developer’s
End-User License Agreement

1. Acknowledgement: You and the end-user must acknowledge that the EULA is
concluded between You and the end-user only, and not with Apple, and You, not Appls, are
solely responsible for the Licensed Application and the content thereof. The ELILA may not
provide for usage rules for Licensed Applications that are in conflict with, the App Store Terms of
Servics as of the Effective Date (which You acknowledge You have had the opportunity to
review).

2, Scope of License: The license granted to the end-user for the Licensed Application
must be limited to a non-transferable license to use the Licensed Application on any Apple-
branded Products that the end-user owns or controls and as permitted by the Usage Rules set
forth in the App Store Terms of Service, except that such Licensed Application may be accessed,
acquired, and used by other accounts associated with the purchaser via Family Sharing or
volume purchasing.

3 Maintenance and Support: You must be solely responsibie for providing any
maintenance and support services with respect to the Licensed Application, as specified in the
EULA, or as required under applicable law. You and the end-user must acknowledge that Apple
has no obligation whatsoever to fumnish any maintenance and support services with respect to the
Licensed Application.

4, Warranty: You must be solely responsible for any product warranties, whether express
or implied by law, to the extent not effectively disclaimed. The EULA must provide that, in the
event of any failure of the Licensed Application to conform to any applicable warranty, the end-
user may notify Apple, and Apple will refund the purchase price for the Licensed Application to
that end-user; and that, to the maximum extent permitted by applicable law, Apple will have no
other warranty obligation whatsoever with respect to the Licensed Application, and any other
claims, losses, liabilities, damages, costs or expenses attributable to any failure to conform to any
warranty will be Your sole responsibility.

5. Product Claims: You and the end-user must acknowledge that You, not Apple, are
responsible for addressing any claims of the end-user or any third party relating to the Licensed
Application or the end-user's possession and/or use of that Licensed Application, including, but
not limited to: (i} product liability claims; (if} any claim that the Licensed Application fails to
conform to any applicable legal or regulatory requirement; and (jii) claims arising under consumer
protection or similar legislation. The EULA may not limit Your liability to the end-user beyond what
is permitted by appiicable law.

6. Intellectual Property Rights: You and the end-user must acknowledge that, in the
event of any third party claim that the Licensed Application or the end-user’s possession and use
of that Licensed Application infringes that third party's intellectual property rights, You, not Apple,
will be solely responsible for the investigation, defense, settlement and discharge of any such
intellectual property infringement claim.

7. Legal Compliance: The end-user must represent and warrant that (i) he/she is not
located in a country that is subject to a LI.S. Government embargo, or that has been designated
by the LI.S. Governmant as a "terrorist supporting” country; and (ii) he/she is not listed on any
U.5. Government list of prohibited or restricted parties.

8. Developer Name and Address: You must state in the ELLA Your name and address,
and the contact information {telephone number; E-mail address) to which any end-user questions,
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complaints or claims with respect to the Licensed Application should be directed.

9, Third Party Terms of Agresment: You must state in the EULA that the end-user must
comply with applicable third party terms of agreement when using Your Application, e.g., if You
have a VolP application, then the end-user must not be in violation of their wireless data service
agreement when using Your Application.

10. Third Party Beneficiary: You and the end-user must acknowledge and agree that
Apple, and Apple’s subsidiaries, are third party beneficiaries of the EULA, and that, upen the end-
user's acceptance of the terms and conditions of the EULA, Apple will have the right (and will be
deemed to have accepted the right) to enforce the EULA against the end-user as a third party
beneficiary thereof.
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EXHIBIT C
{to Schedule 1)
App Store Promo Code Terms

Notwithstanding any other provisions of the Agreement or this Schedule 1, You hereby agree that
the following terms shall apply to all promotional Custorn Codes requested by You via the App
Store Connect tool. For the purposes of this Exhibit C, "You” shall include additional members of
Your App Store Connect team (e.g. individuals in the marketing and technical roles).

Except as otherwise expressed in writing herein, nothing in this Exhibit C shall be construed to
modify the Agreement or this Scheduie 1 in any way, and all capitalized terms not defined below
shali have the meanings set forth in the Program Agreement.

1. DEFINITIONS:

“Holder” means an individual located in a Territory to whom You provide one or more Custom
Codes;

“Custom Code” means a unique alphanumeric code generated and provided to You by Apple
pursuant to this Exhibit C which allows a Holder who is an App Store customer to download or
access for free from the App Store the Licensed Application for which You have requested such
code via the App Store Connect tool, whether offered for free or for a fee on the App Store {the
“Promo Content’}; and

“Effeclive Period” means the period between the Custom Code Activation Date and the Custom
Code Expiration Date.

2. AUTHORIZATION AND OBLIGATIONS: You hereby authorize and instruct Apple to
provide You with Custom Codes upon request, pursuant to the terms of this Exhibit C, and You
take full responsibility for ensuring that any team member that requests such codes shall abide by
the terms of this Exhibit C. You shall be responsible for securing all necessary licenses and
permissions relating to use of the Custom Codes and the Licensed Application, including any
uses by You of the name(s) or other indicia of the Licensed Application, or name(s) or likenesses
of the person(s} performing or otherwise featured in the Licensed Application, in any advertising,
marketing, or other promotional materials, in any and all media. Apple reserves the right to
request and recsive copies of such licenses and permissions from You, at any time, during the
Effective Period.

3. NO PAYMENT: Except for Your cbligations set forth in Section 10 of this Exhibit C, You
are not obligated to pay Apple any commission for the Custom Codes.

4. DELIVERY: Upon request by You via the App Store Connect tool, Apple shall provide the
Custom Codes electronically to You via App Store Connect, email, or other method as may be
indicated by Apple.

5. CUSTOM CODE ACTIVATION DATE: Custom Codes will become active for use by
Holders upon deslivery to You.

6. CUSTOM CODE EXPIRATION DATE: All unused Custom Codes, whether or not applied
to an Apple ID, expire at midnight 11:59 PT on the earlier of: (a) the date that is twenty-eight {28)
days after the delivery of the Custom Codes; or (b) the termination of the Agreement.

7. PERMITTED USE: You may distribute the Custom Codes until that date which is ten (10)
calendar days prior to the Custom Code Expiration Date solely for the purpose of offering
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instances of the app for media review or promotional purposes. You may not distribute the
Custom Codes to Holders in any Territory in which You are not permitted to sell or distribute Your
Licensed Application.

8. ADDITIONAL MATERIALS: Apple shall not be responsible for developing and
producing any materials in relation to the Custom Codes other than the Custom Codes
themselves.

9. REPRESENTATIONS, WARRANTIES, AND INDEMNIFICATION: You represent and
warrant that: (i) You own or control all rights necessary to make the grant of rights, licenses, and
permissions listed in Section 2, and that the exercise of such rights, licenses, and permissions
shall not violate or infringe the rights of any third party, and (i} any use of the Custom Codes shali
be in accordance with the terms of this Exhibit C and shall not infringe any third party rights or
violate any applicable laws, directives, rules, and regulations of any governmental authority in the
Territory or anywhere else in the world. You agree to indemnify and hold Apple, its subsidiaries
and affiliates (and their respective directors, officers, and employees) harmless from all losses,
liabilittes, damages, or expenses (including reasonable attorneys' fees and costs) resulting from
any claims, demands, actions, or other proceedings arising from a breach of the representations
and warranties set for h in this Section, or a breach of any other term of the Agreement and this
Schedule 1.

10. PAYMENT WAIVER: You hereby waive any right lo collsct any royalties, proceeds, or
remuneration for the distribution and download of the Licensed Application via the Custom
Codss, regardless of whether any remuneration would otherwise be payabie under the
Agreement, including Schedule 1 thereto, if applicable. The parties acknowledge that, as
between Apple and You, the parties’ respective responsibilities for the payment of any royalties or
other similar payments to third parties with respect to distribution and download of the Licensed
Application via the Custom Codes shall be as set forth in the Agreement.

1. TERMS AND CONDITIONS: You further agree to the following terms:

{2) You shall not sell the Custom Codes or accept any form of payment, trade-in-kind, or other
compensation in connection with the distribution of the Custom Codes and You shall prohibit third
parties frem doing so.

{b) Nothing in this Exhibit C shall cause the parties to bacome partners, joint venturers or co-
owners, nor shall either party constitute an agent, employee, or representative of the other, or
empower the other party to act for, bind, or otherwise create or assume any obligation on its
behalf, in connection with any transaction under this Exhibit C; provided, however, that nothing in
this Section 11(b) shall affect, impair, or modify either of the Parties’ respective rights and
obligations, including the agency or commissionaire relationship between them under Schedules
1, 2, and 3 of the Agreement.

{c) You shall prominently disclose any content age restrictions or wamings legally required in the
Territories and ensure that Custom Codes are distributed only to persons of an age approptiate
and consistant with the App Store rating for the associated Licensed Application.

{d) You shall conduct Yourself in an honest and ethical manner and shall not make any
statement, orally or in writing, or do any act or engage in any activity that is obscens, unlawful, or
encourages unlawful or dangerous conduct, or that may disparage, denigrate, or be detrimental
to Apple or its business.

(e} Apple shall not be responsible for providing any technical or customer support to You or
Holders above what Apple provides to standard or ordinary App Store users.
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{f) You agree to the additional Custom Code Terms and Conditions attached hereto as
Attachment 1.

{g) YOU SHALL INCLUDE THE COUNTRY SPECIFIC CODE USER TERMS AS WELL AS THE
EXPIRATION DATE OF THE CUSTOM CODE ON ANY INSTRUMENT USED TO DISTRIBUTE
THE CUSTOM CODE TO HOLDERS (E.G. CERTIFICATE, CARD, EMAIL, ETC). YOU SHALL
RECEIVE AN EMAIL WITH THIS INFORMATION LOCALIZED FOR EACH TERRITORY UPON
REQUESTING THE CUSTOM CODES IN THE APP STORE CONNECT TOOL.

Code expires on [date] and is redeemable only on the App Store for [territory]. Requires an
iTunes account, subject to prior acceptance of license and usage terms. Compatible software
and hardware, and internst access (fees may apply) required. Not for resale. Full terms apply;
see [www.apple.com/legal/internet-services/us/terms.himl]. For more information, see
www.apple.com/support/ In-app purchases sold separately. This app is provided to You by
[Developer's name].

{h) You shall be solely responsible for Your use of the Custom Codes, including any use by other
members of Your App Store Connect team, and for any loss or liahility to You or Apple therefrom.

{i) In the event Your Licensed Application is removed from the App Store for any reason, You
agree to cease distribution of the Custom Codes and that Apple may deactivate such Custom
Codes.

{i) You agree that Apple shall have the right to deactivate the Custom Codes, even if already
delivered to Holders, in the event You violate any of the terms of this Exhibit C, the Agreement, or
Schedules 1, 2, or 3 thereto.

(k) You may distribute the Custom Codes within the Territories, but agree that You shall not
export any Custom Code for use outside the Territories nor represent that You hava the right or
ability to do so. Risk of loss and transfer of title for the Custom Codes pass to You upon delivery
to You within App Store Connect, via email, or other method provided by Apple.

12. APPLE TRADEMARKS: Your use of Apple trademarks in connection with the Custom
Codes is limited only to “iTunes” and “App Store” {the “Marks”) subject to the following and any
additional guidelines Apple may issue from time to time:

(a) You may use the Marks only during the Effective Period

{b) You shall submit any advertising, marketing, promotional or other materials, in any and all
media now known or hereinafter invented, incorporating the Marks to Apple prier to use for written
approval. Any such materials not expressly approved in writing by Apple shall be deemed
disapproved by Apple.

(c) You may only use the Marks in a referential manner and may not use the Marks as the most
prominent visual element in any materials. Your company name, trademark(s), or service
mark(s} should be significantly larger than any reverence to the Marks,

{d) You may not directly or indirectly suggest Apple’s sponsorship, affiliation, or endorsement of
You, Your Licensed Applications, or any promotional activities for which You are requesting the
Custom Codes.

(e) You acknowledge that the Marks are the exclusive property of Apple and agree not to claim
any right, title, or interest in or to the Marks or at any time challenge or attack Apple's rights in the
Marks. Any goodwill resulting from Your use of the Marks shall inure solely to the benefit of
Apple and shall not create any right, title, or interest for You in the Marks.
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13. GOVERNING LAW: Any litigation or other dispute resolution between You and Apple
arising out of or relating to this Exhibit C or facts relating thereto shall be governed by Section
14.10 of the Agreement.
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Attachment 1
{to Exhibit C of Schedule 1}

Custom Code Terms and Conditions

1. All Custom Codes delivered pursuant to this Exhibit C, whether or not applied to an App
Store account, expire as indicated in this Exhibit C.

2. Custom Codes, and unused balances, are not redeemable for cash and cannot be
retumed for a cash refund, exchanged, or used to purchase any other merchandise, or provide
allowances or iTunes Gifts by either You or Holder. This includes Custom Codes that have
expired unused.

3. Custom Codes may only be redeemed through the App Store in the Territory, open only
to persons in the Territory with a valid Apple ID. Not all App Store products may be available in all
Territories. Intemnet access (fees may apply), the latest version of iTunes software, and other
compatible software and hardware are required.

4, Access to, redemption of Custorn Codes on, or purchases from, and use of products
purchased on, the App Store, are subject to acceptance of its Terms of Service presented at the
time of redemption or purchase, and found at hitp://www.apple.com/legaliitunesiww/.

5. Latest version of iTunes software required to access the App Store, and ¢an be
downloaded at no charge at www.apple.com/itunes/download/. Use of iTunes software is subject
to acceptance of its software license agreement presented at the time of installation. The
minimum system requirements for running the sofiware are available at
www.apple.com/fitunes/download/,

6. Custom Codes will be placed in the Hoider's applicable iTunes account and are not
transferable.
7. If a Holder's order exceeds the amount available on the Custom Codes, Holder must

establish an iTunes Store Purchaser account and pay for the balance with a credit card.

8. Except a5 stated otherwise, data collection and use are subject to Apple's Privacy Policy,
which can be found at http://www.apple.com/legal/privacy.

9. Apple is not responsible for lost or stolen Custom Codes. If Holders have any questions,
they may visit Apple’s iTunes Store Purchaser Service at www.apple.com/support/itunes;.

10. Apple reserves the right to close Holder accounts and request alternative forms of
payment if Custom Codes are fraudulently obtained or used on the App Store.

11. APPLE AND ITS LICENSEES, AFFILIATES, AND LICENSORS MAKE NO
WARRANTIES, EXPRESS OR IMPLIED, WITH RESPECT TO CUSTOM CODES OR THE APP
STORE, INCLUDING WITHOUT LIMITATION, ANY EXPRESS OR IMPLIED WARRANTY OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. IN THE EVENT A
CUSTOM CODE IS NON-FUNCTIONAL, HOLDER'S OR COMPANY’S SOLE REMEDY, AND
APPLE’S SOLE LIABILITY, SHALL BE THE REPLACEMENT OF SUCH CUSTOM CODE.
THESE LIMITATIONS MAY NOT APPLY. CERTAIN LOCAL AND TERRITORY LAWS DO NOT
ALLOW LIMITATIONS ON IMPLIED WARRANTIES OR THE EXCLUSICN OR LIMITATION OF
CERTAIN DAMAGES. IF THESE LAWS APPLY, SOME OR ALL OF THE ABOVE
DISCLAIMERS, EXCLUSIONS, OR LIMITATIONS MAY NOT APPLY, AND YOU OR HOLDER
MAY ALSO HAVE ADDITIONAL RIGHTS.
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12. Apple reserves the right to change any of the terms and conditions set forth in this
Attachment 1 from time to time without notice.

13. Any part of these terms and conditions may be void where prohibited or restricted by law.

EP5483
6/4/18
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iTunes Connect

App Store Connect Terms of Service

THESE TERMS OF SERVICE CONSTITUTE A LEGAL AGREEMENT BETWEEN YOU
AND APPLE INC. ("APPLE"} AND GOVERN YOUR USE OF THE APP STORE CONNECT
SITE AND THE PRODUCTS AND SERVICES OFFERED THROUGH IT ("APP STORE
CONNECT"). TO AGREE TO THESE TERMS OF SERVICE, CLICK "AGREE." IF YOU DO
NOT AGREE TO THESE TERMS OF SERVICE, DO NOT CLICK "AGREE," AND DO NOT
USE APP STORE CONNECT. YOU MUST ACCEPT AND ABIDE BY THESE TERMS OF
SERVICE AS PRESENTED TO YOU: CHANGES, ADDITIONS, OR DELETIONS ARE NOT
ACCEPTABLE, AND APPLE MAY REFUSE ACCESS TO APP STORE CONNECT FOR
NONCOMPLIANCE WITH ANY PART OF THESE TERMS OF SERVICE.

1.

Access. Access to App Store Connect is provided solely as an accommodation
and at Apple's sole discretion, and is available only to {(a) authorized
representatives of a person or entity with a valid membership in the Apple
Developer Program (an "Apple Developer”) that has signed the Apple Developer
Program License Agreement (the “Agreement”) (such representatives,
"Developer Representative(s)") who have been granted access to App Store
Connect by the Apple Developer or Apple solely for purposes of uploading and/or
managing Licensed Applications, associated metadata, or other related tasks and
services. In addition, limited access to App Store Connect for certain purposes
(including delivery of materials to be offered for potential distribution pursuant to
a future Agreement) is available to authorized representatives of entities that
have applied, and have been invited by Apple, to enter into an Agreement. Your
access to particular App Store Connect services may be further limited by the
App Store Connect administrative user(s) for the Licensed Developer with which
you are associated.

System Requirements. Use of App Store Connect requires compatible hardware
(fees may apply), Intemet access (fees may apply), and certain software (fees
may apply), and may require obtaining updates or upgrades from time to time.
Because use of App Store Connect involves hardware, software, and intemet
access, your ability to use App Store Connect may be affected by the
performance of these factors. High speed Intemet access is strongly
recommended. You acknowledge and agree that such system requirements,
which may be changed from time to time, are your responsibility.

Confidentiality. You acknowledge that, in the course of your use of App Store
Connect, you may have access to certain information and materials that are
confidential and are of substantial value to Apple, including, but not limited to,



any proposed Agreement you download from App Store Connect or you

otherwise receive from Apple, which value would be impaired if such information

were disclosed to third parties or used for purposes other than expressly
permitted by any Agreement, or as set forth herein ("Apple Confidential

Information"). You agree to maintain any Apple Confidential Information in

confidence, and not disclose or otherwise make available Apple Confidential

Information to any third party without the prior written consent of Apple. In the

event either party chooses not to enter into an Agreement, you agree to destroy

alt copies of any Apple Confidential Information in your possession, inciuding any
proposed Agreement(s).

. Agreement, Your use of App Store Connect is, if applicable, subject to the terms

of the Agreement, including, without limitation, its confidentiality provisions. In the

event of any conflict between these Terms of Service or any information provided
on App Store Connect, on the one hand, and the Agreement, on the other hand,
the terms of the Agreement shall govern.

. Your Information. You agree to provide accurate, current, and complete

information required to register with App Store Connect and at other points as

may be required in the course of using App Store Connect ("User Data"), You
hereby confirm that any User Data you already have provided to Apple (including,
without fimitation, in the iTunes application process or through prior use of App

Store Connect) has been accurate, current and complete. You further agree to

maintain and update your User Data as required to keep it accurate, current, and

complete.

. Account and Password. As a registered user of App Store Connect, you must

establish an account ("Account"). You are solely responsible for maintaining the

confidentiality and security of your Account. You may not reveal your Account
information to anyone else, allow anyone else to use your Account, or use
anyone else's Account. You are entirely responsible for all activities that occur on
or through your Account, and you agree to immediately notify Apple of any
unauthorized use of your Account or any other breach of security. Apple shall not
be responsible for any losses arising out of the unauthorized or other improper
use of your Account.

. Particular App Store Connect Services.

1. iTunes Producer (if applicable). Use of iTunes Producer software,
available for download through App Store Connect, is subject to the
license agreement presented in connection therewith, as well as these
Terms of Service. In the event of any conflict between the iTunes
Producer license agreement or these Terms of Service, the license
agreement shall govern.

2. Apple Store. Purchases of Apple hardware and/or software or other
products or services through the Apple Store, accessible through App



8.

Store Connect, are subject to all the terms and conditions and/or terms
of sale applicable o Apple Store purchases, which terms are available
on or through the Apple Store site.

images. App Store Connect may permit you to upload certain images,
screenshots, preview videos, and other metadata (“Licensed
Application Information”) for worldwide use by Apple to display,
market, or deliver the Licensed Application to end-users on the App
Store. Notwithstanding the terms of the Agreement, You represent and
warmrant that:

1. you have cleared all worldwide rights, including, without
limitation, any rights of publicity of any person depicted in
the Licensed Application Information, any copyrights of
photographers, artists, or other third parties, and any
trademark nghts in marks featured in the Licensed
Application Information, that may be necessary for the use
of Licensed Application Information as set forth herein and
in the Agreement;

2. you are responsible for all worldwide royaities, fees and/or
other sums (if any) payable with respect to Licensed
Application Information and its use as set forth herein and in
the Agreement;

3. the Licensed Application Information does not violate any
applicabie Jaws or regulations; and

4, you have the authority to make the foregoing
representations and warranties on behalf of yourself and
any entity on behalf of which you are uploading the
Licensed Application Information.

intellectual Property.

1.

Acknowledgement of Ownership. You agree that App Store Connect
contains proprietary information and material that is owned by Apple
and/or its licensors, and is protected by applicable intellectual property
and other laws, including but not limited to copyright, and that you will
not use such proprietary information or materials in any way
whatsoever except for use of App Store Connect in compliance with
these Terms of Service. No portion of App Store Connect may be
reproduced in any form or by any means.

Copyrights. All copyrights in and to App Store Connect are owned by
Apple and/or its licensors.

Trademarks. Apple, the Apple logo, the App Store, App Store Connect
and other Apple trademarks, service marks, graphics, and logos used
in connection with App Store Connect are trademarks or registered



trademarks of Apple Inc. in the U.S. and/or other countries. You are
granted no right or license with respect to any of the aforesaid
trademarks and any use of such trademarks, except as explicitly
permitied by the Agreement.

9. Disclaimer of Warmanties; Liability Limitations.

1.

APPLE DOES NOT GUARANTEE, REPRESENT, OR WARRANT
THAT YOUR USE OF APP STORE CONNECT WILL BE
UNINTERRUPTED OR ERROR-FREE, AND YOU AGREE THAT
FROM TIME TO TIME APPLE MAY REMOVE APP STORE
CONNECT (OR PARTICULAR PRODUCTS OR SERVICES
THEREIN) FOR INDEFINITE PERIODS OF TIME, OR CEASE TO
OFFER APP STORE CONNECT IN ITS ENTIRETY, AT ANY TIME,
WITHOUT NOTICE TO YOU.

YOU EXPRESSLY AGREE THAT YOUR USE OF, OR INABILITY TO
USE, APP STORE CONNECT IS AT YOUR SOLE RISK. APP STORE
CONNECT AND ALL PRODUCTS AND SERVICES DELIVERED TO
YOU THROUGH APP STORE CONNECT ARE PROVIDED "AS IS"
AND "AS AVAILABLE" FOR YOUR USE, WITHOUT WARRANTIES
OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING ALL
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, TITLE, AND NONINFRINGEMENT.

IN NO CASE SHALL APPLE, ITS DIRECTORS, OFFICERS,
EMPLOYEES, AFFILIATES, AGENTS, CONTRACTORS, OR
LICENSORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, PUNITIVE, SPECIAL, OR CONSEQUENTIAL
DAMAGES ARISING FROM YOUR USE OF APP STORE CONNECT
OR FOR ANY OTHER CLAIM RELATED IN ANY WAY TO YOUR
USE OF APP STORE CONNECT, INCLUDING, BUT NOT LIMITED
TO, ANY ERRORS OR OMISSIONS IN ANY PRODUCT OR
SERVICE, OR ANY LOSS OR DAMAGE OF ANY KIND INCURRED
AS A RESULT OF THE USE OF ANY PRODUCT OR SERVICE,
POSTED, TRANSMITTED, OR OTHERWISE MADE AVAILABLE VIA
APP STORE CONNECT, EVEN IF ADVISED OF THEIR
POSSIBILITY.

APPLE DOES NOT REPRESENT OR GUARANTEE THAT APP
STORE CONNECT WILL BE FREE FROM LOSS, CORRUPTION,
ATTACK, VIRUSES, INTERFERENCE, HACKING, OR OTHER
SECURITY INTRUSION, AND APPLE DISCLAIMS ANY LIABILITY
RELATING THERETO.

10. Indemnity. BY USING THE APP STORE CONNECT SERVICE, YOU AGREE,
TO THE EXTENT PERMITTED BY LAW, TO INDEMNIFY AND HOLD APPLE,



V100

11.

12.

13.

ITS DIRECTORS, OFFICERS, EMPLOYEES, AFFILIATES, AGENTS,
CONTRACTORS, AND LICENSCORS HARMLESS WITH RESPECT TO ANY
CLAIMS ARISING OUT OF YOUR BREACH OF THESE TERMS OF SERVICE,
ANY REPRESENTATIONS OR WARRANTIES MADE BY YOU HEREIN, OR
YOUR OTHER IMPROPER, UNAUTHORIZED OR UNLAWFUL USE OF APP
STORE CONNECT.

Notices. Apple may send you notice with respect to App Store Connect by
sending an email message to the email address listed in your Account contact
information, by sending a letter via postal mail to the contact address listed in
your Account contact information, or by a posting on App Store Connect. Notices
shall become effective immediately.

Governing Law. You expressly agree that the laws of the State of California,
exciuding its conflicts of law rules, govern these Terms of Service and your use of
App Store Connect, and that the exclusive jurisdiction for any proceeding relating
in any way to your use of App Store Connect will be the Northern District of
California. You hereby waive the right to object to the foregoing choice of law,
personal jurisdiction or venue.

These Terms of Service constitute the entire agreement between you and Apple
governing your use of App Store Connect, superseding any prior agreements
between you and Apple governing your use of App Store Connect or iTunes
Connedt, If any part of these Terms of Service is held invalid or unenforceable,
that portion shall be construed in @ manner consistent with applicable iaw to
reflect, as nearly as possible, the original intentions of the parties, and the
remaining portions shall remain in full force and effect. Apple's failure to enforce
any right or provisions in these Terms of Service will not constitute a waiver of
such provision, or any other provision of these Terms of Service. Apple will not be
responsible for failures to fulfill any obligations due to causes beyond its control,
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APPLICATION TRANSFER AGREEMENT

By clicking to agree to this Application Transfer Agreement ("Transfer
Agreement"), which is hereby offered to You by Apple (as defined in the Apple
Developer Program License Agreement, including related Schedules and as
updated from time to time, collectively the "Program Agreement”), You hereby
authorize and instruct Apple, to carry out the transfer of a certain Licensed
Application and related metadata and information from a third-party developer
account ("Transferor") to Your developer account to be identified by Transferor in
the iTunes Connect tool.

Recipient:

Transferred App Name:
Apple ID:

SKU:

Except as expressed in writing herein, nothing in this Transfer Agreement shall
be construed to modify the Program Agreement in any way. For avoidance of
doubt, all capitalized terms herein shall have the meaning as defined in this
Transfer Agreement or, if not so defined, in the Program Agreement.

1. Recitals

Pursuant to the terms of the Program Agreement, Apple owns and operates the
online App Store, which offers applications for sale and download in electronic
format ("App Store"), within various territories ("Territories").

Transferor currently owns and offers that certain Licensed Application identified
by Transferor in the iTunes Connect tool, along with related information and
metadata (collectively, the "Transferred App") and has duly authorized and
instructed Apple to transfer the Transferred App to You upon Your acceptance of
this Transfer Agreement.

You desire to assume ownership and control of the Transferred App and Apple is
willing to accommodate Your request by disassociating the Transferred App from
the Transferor's developer account and associating the Transferred App with
Your developer account ("App Transfer Service").

2. Consent to Transfer

In consideration of the mutual promises and agreements set forth herein, reliance
on the representations and warranties below, and other good and valuable
consideration, the receipt and sufficiency of which are hereby acknowledged,
You hereby agree, authorize, and instruct Apple, and Apple agrees, to transfer
the Transferred App from Transferor's account and to associate the Transferred
App with Your developer account. If the Transferred App cannot be associated



with Your developer account for any reason, including without limitation Your
refusal or inability to agree to the terms of this Transfer Agreement and/or accept
the Transferred App, the Transferred App shall remain associated with
Transferor's developer account and Your ability to accept this Transfer
Agreement shall expire within 60 days of Transferor's initiation of the App
Transfer Service.

3. Representations and Wamanties.
You represent, warrant, and agree that:

a. Your developer account is in good standing and complies with the terms
of the Program Agreement, the terms of this Transfer Agreement, and the
App Transfer Service requirements set forth in the iTunes Connect tool.

b. Your rights to the Transferred App and its associated sales, analytics,
and other performance data shall begin as of the date of Your acceptance
of the this Transfer Agreement {"Execution Date") and all of Transferor's
rights and obligations related to the Transferred App shall then cease
except as noted herein. For the sake of clarity, any entitiement to a
reduced commissions (e.g. for subscription renewals after one year of
active paid service) will continue to accrue regardless of Transferred App
ownership;

c. You have received all necessary code, metadata, images, content, and
other associated information including, without limitation, an app-specific
sharad secret (subject to Apple's consent thereto, which is hereby
granted) and acknowledge that You, and not Apple, are solely obligated to
ensure that You have access fo or possession of any required materials
related to the Transferred App prior to accepting this Transfer Agreement.

d. As of the Execution Date, You shall own or have all necessary rights to
the Transferred App, including without limitation any material accessible
by the app and any materiais previously submitted to Apple relating to the
Transferred App or, if not, You agree to remove the app from sale
immediately after the App Transfer Service is completed until such time as
you are able to update the Transferred app and associated metadata or
secure all rights necessary to comply with the terms of this Section 3(d) of
the Transfer Agreement and the terms of the Program Agreement.

e. To the best of Your knowledge, You are ready and able to comply in full
with all of the obligations Transferor currently has under the Program
Agreement with respect to the Transferred App.

f. Apple has made no representation or warranty as to the quality,
compliance with the terms of the Progrem Agreement, or suitability of use



of the Transferred App. Furthermore, Apple has made no representation
or warranty as to any claims or complaints made by end-users or other
third parties related to the Transferred App, nor is Apple responsible for
preserving any value or goodwill associated with the Transferred App.

g. You shall treat any user data or information received in connection with
the Transferred App in accordance with posted privacy policies and You
take sole responsibility for any legal obligations and consequences for
end-user notification, consent, data collection and storage resulting from
Your acquisition of the Transferred App. You further represent and warrant
that such transfer will not violate the laws of any Territory in which the
Transferred App has been made available. To the extent the Transferred
App is part of an active TestFlight beta test, you understand that such
Transferred App may not be transferred until the beta test has completed.

4. Limitation of Liability.

TO THE EXTENT NOT PROHIBITED BY APPLICABLE LAW, IN NO EVENT
WILL APPLE BE LIABLE FOR PERSONAL INJURY, OR ANY INCIDENTAL,
SPECIAL, INDIRECT, CONSEQUENTIAL OR PUNITIVE DAMAGES
WHATSOEVER, INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS
OF PROFITS, LOSS OF DATA, BUSINESS INTERRUPTION OR ANY OTHER
COMMERCIAL DAMAGES OR LOSSES, ARISING OUT OF OR RELATED TO
THIS TRANSFER AGREEMENT, THE USE OR INABILITY TO USE THE APP
TRANSFER SERVICE, SOFTWARE, SECURITY SOLUTION OR SERVICES,
DIGITAL CERTIFICATES, OR YOUR DEVELOPMENT EFFORTS OR
PARTICIPATION IN THE PROGRAM, HOWEVER CAUSED, WHETHER
UNDER A THEORY OF CONTRACT, WARRANTY, TORT (INCLUDING
NEGLIGENCE), PRODUCTS LIABILITY, OR OTHERWISE, EVEN IF APPLE
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, AND
NOTWITHSTANDING THE FAILURE OF ESSENTIAL PURPOSE OF ANY
REMEDY. In no event shall Apple's total liability to You under this Transfer
Agreement for all damages (other than as may be required by applicable law in
cases involving personal injury) exceed the amount of fifty doliars ($50.00).

APPLE SHALL NOT BE LIABLE FOR ANY DAMAGES OR LOSSES ARISING
FROM ANY USE, MISUSE, RELIANCE ON, INABILITY TO USE,
INTERRUPTION, SUSPENSION, OR FAILURE TO PERFORM OF THE APP
TRANSFER SERVICE, OR ANY SERVICES PROVIDED IN CONNECTION
THEREWITH, INCLUDING BUT NOT LIMITED TO ANY LOSS OR FAILURE TO
DISPLAY THE TRANSFERRED APP CORRECTLY OR ANY END-USER
CLAIMS ARISING FROM ANY USE OF THE FOREGOING BY END-USERS OF
THE TRANSFERRED APP.

5. App Transfer.



At a commercially reasonable time following the Execution Date:

a. Transferor has instructed Apple to disassociate the Transferred App
from Transferor's developer account and by clicking "Agree" to this
Transfer Agreement, you instruct Apple to associate the Transferred App
with Your developer account, along with any related changes necessary to
effectuate the Transfer as may be necessary. Such changes will, during a
commercially reasonable time following the Execution Date, propagate
across various App Store-related systems and You understand and agree
that you may not be able to make changes to the Transferred App for a
short time after the App Transfer Service has been initiated. -

b. You acknowledge and agree that some changes may take longer to
occur than others, and that Apple makes no warranty as to the precise
timing of each change, including without limitation, that the Transferred
App may appear to be offered by Transferor rather than You in certain
Territories, payments may be processed to Transferor's account after the
Execution Date for transactions initiated prior to the Execution Date, and
S0 on.

¢. Notwithstanding Sections 5(a) and 5(b) of this Transfer Agreement,
customer transactions shall be associated with Your developer account
and payments shall be remitted to You pursuant to the terms of the
Program Agreement after the Execution Date. Customer transactions
made prior to the Execution Date shall be associated with Transferor's
developer account, and such payments shall be made to Transferor even
if such payments are processed after the Execution Date. Similarly, any
customer refunds or cancellation associated with transactions initiated
prior to the Execution Date will accrue to Transferor's account, even if
such refund or cancellation is processed after the Execution Date. You
expressly acknowledge that, upon completion of the Transfer Services,
You and not Transferor may have access to sales, analytics, or other
performance information related the Transferred App and that Apple has
no obligation to provide such data to any other party.

6. Parties’ Responsibilities.

a. You shall be responsible for providing to Apple any updated metadata
and app information, including without limitation support, EULA, and
privacy policy URLs, Export Compliance documentation, and any other
information requested by Apple or required by law, including without
limitation an updated binary of the Transferred App if necessary to reflect
this new information, and to comply with the Program Agreement and any
obligations required by law. Apple shall not be responsible for any
consequences of Your failure to comply with such responsibilities under
this Section 6 or under the Program Agreement, and Apple shall not be



required to make any changes to metadata, beyond making the iTunes
Connect tool available to You.

b. You agree to be bound by all terms of the Program Agreement and this
Transfer Agreement with respect to the Transferred App. For avoidance of
doubt, as between You and Apple, You shall owe to Apple ali of
Transferor's obligations under the Program Agreement accrued after the
transfer of the Transferred App and Apple shall owe all of its obligations
under the Program Agreement to You, and not Transferor (except as
expressly provided herein), with respect to the Transferred App as of the
Execution Date;

c. Following the transfer of the Transferred App, Transferor shall remain
liable for any and all obligations owed to Appie under the Program
Agreement with respect to any transactions or other activity related to the
Transferred App originating prior to the Execution Date, whether they were
processed before or after the actual transfer of the Transferred App, and
the provisions of the Program Agreement shall remain in full force and
effect as between Transferor and Apple with respect to any of Transferor's
other applications.

d. Notwithstanding the foregoing and in light of potential uncertainties
described in Section 7 of this Transfer Agreement, You hereby agree to
remain jointly and severally liable with Transferor for any and all
obligations App Transfer owed to Apple under the Program Agreement
during the commerciaily reascnable period following the Execution Date to
the extent such obligations cannot be readily determined to fall under
either Section 6(b) or 6(c) of this Transfer Agreement.

e. You acknowledge and agree that to the extent any content codes have
been purchased by customers via the Volume Purchase Program, have
been individually gifted by users prior to the Execution Date, or generated
by You for promotionai purposes, such codes may be redeemed after the
Execution Date and that users redeeming such codes may receive
delivery of the Transferred App after it has been associated with Your
developer account. Pursuant to Section 7 below, Apple makes no
warranty as to whether such downioads will accrue to Your or Transferor's
account.

f. You acknowledge and agree that to the extent the Transferred App is
associated with one or more existing App Bundles associated with
Transferor's developer account, such App Bundles are not part of the App
Transfer Service and shall not be associated with Your developer account.
For the sake of clarity, you may create a new App Bundle including the
Transferred App after the Execution Date.



g. You and Transferor agree to ensure that end-users of the Transferred
App are informed of any changes to the Transferred App's Terms and
Conditions, End User License Agreement, and Privacy Policy resulting
from the transfer as required by law, and You and Transferor assume all
liabiiity for compliance with local law in connection with the transfer for
each territory in which the Transferred App has been made available.

h. In the event of a dispute relating to the transfer of a Licensed
Application from Transferor to You, including without limitation aliegations
of fraudulent or unauthorized transfers, You hereby authorize Apple to
take such steps as it deems reasonably necessary in its sole discretion to
resolve the dispute. Such steps may include, but are not limited to, the
suspension or reversal of the Transfer Services and holding royalties
related to the sale of such Licensed Application.

7. As-Is Service.

The Parties acknowledge that the App Transfer Service is provided on an "AS IS"
and "AS AVAILABLE" basis and may result in errors or inaccuracies that could
cause failures, corruption or loss of data and/or information, including without
limitation ratings, reviews, chart position, the ability to send Push Notifications,
Game Center data, financial data, user information, affiliate reporting, promo
code redemption, and other data associated with the Transferred App, as well as
end-user claims arising out of use of the Transferred App. Apple strongly
encourages You to back up all data and information prior to using the App
Transfer Service. You expressly acknowiedge and agree that all use of the App
Transfer Service is at Your sole risk. BY CLICKING AGREE AND USING THE
APP TRANSFER SERVICE, YOU HEREBY ASSUME ALL RISKS AND ALL
COSTS ASSOCIATED WITH YOUR PARTICIPATION IN THE APP TRANSFER
SERVICE TO THE EXTENT PERMITTED BY LAW, INCLUDING, WITHOUT
LIMITATION, ANY BACK-UP EXPENSES, COSTS INCURRED FOR THE USE
OF YOUR HARDWARE AND PERIPHERALS, AND ANY LOSS OR DAMAGE
TO ANY EQUIPMENT, SOFTWARE, INFORMATION, DATA OR USER
DISSATISFACTION, INCLUDING ANY LOSS OF INFORMATION OR DATA
EXPERIENCED BY USERS OF THE TRANSFERRED APP,

| have read and agree to the agreement presented above,






tipLih

Date: Septemnber 26, 2012

Vendor Information:
CitizenCbserver, LLC
325 Cedar 5t., Ste. 325
St. Paul, MN 55101

Finance Contact:
finance @citizenobserver.com
651-236-8463

Sales Contact:

Terry Halsch
thalsch@citizenchserver.com
{651) 236-8462

Subscription Invoice

Involce #: 5453- 958450

PO #:

Vendor #: 28938

Fed TaxiD: 20-54019%4
Payment Terms: upon receipt

Bill to:

Collin County Sheriffs Dffice
4300 Community Ave
McKinney, TX 75071-2535

Attn:
leff Brownrigg

jbrownrigg@collincountytx.gov
(972} 547-5112
Second Payment

Product Subscription List Price Extended Price

tip411 Bundle ™ Alerting, Social Media Publishing, and anonymous Tips web £9600.00 $9600.00

based application

Credit Payment One receved 12-05-12 check # 356969 - {88,720.00) {56,720.00)

Payment Two now due $2,880.00 $2,880.00
Total Due 5$2,880.00

Price is inclusive of all services described below for subscription term

tip411™ Bundle ™ Subscaription indudes:
*  Agency access to tipdll Bundle ™ web based application
Custom public and private Groups for targeting text and email alerts.
RSS feed ready to connect to Facebook, Twitter, Google Maps, Agency website, etc.,
Assistance with social media setup and best practices
Unlimited log in credentials for administrators.
Unlimited receipt, response, and storage of text and web tips
Unlimited alerts
Unlimited opt in subscribers to community alerts
Dynamically searchable tip database for correlating tip intetligence
Command staff best practices and administrator training and support.
Reservation of keyword(s) for the term of the subscription and any subsequent subscription renewals.
Blackberry Admin Application and tip411 desktop notifier Application for tip response
Access to the tip411 promotional kit. Kit includes customizable templates, web banner templates and other graphical files
to assist with creating awareness.

Additional Motes:

www.citizeneobserver.com www.facebook.com/jcitizenobserver Twitter; @CitObserver




Chris Barnes

__ . __
From: Michelle Charnoski
Sent: Thursday, October 11, 2018 8:16 AM
To: Chris Barnes
Cc: Jessica Pond; Susan Hayes; Greg Elliott
Subject: RE: Question about Possible Contract for tip411 Phone App
Attachments: CITIZEN OBSERVER.pdf

Good morning Chris,

| was able to locate a maintenance software agreement we have with Citizen Observer which is a small dollar
agreement and includes the features on the attached quote. Dependent on your exact needs, this may or may
not be something that the SO can use. I'm copying Greg Elliot in IT on this email so that he can reach out to
you (or forward you to the appropriate IT person) and see if this is something that fits your needs, or if
something additional will need to be procured first prior to using the maintenance agreement.

Thank you,

Michelle Charnoski, CPPB
Asgsistant Purchasing Agent

Collin County Purchasing

2300 Bloomdale Road, Suite 3160
McKinney, TX 75071
972-548-4142

From: Chris Barnes

Sent; Tuesday, October 9, 2018 10:21 AM

To: Michelle Charnoski <mcharnoski@co.collin.tx. us>

Cc: Jessica Pond <ILPond@co.collin.tx.us>

Subject: Question about Possible Contract for tip411 Phone App
Tuesday, October 9, 2018

Hi Michelle,

I’'m writing to see if you can help me determine whether there’s a contract between Collin County and a phone-app
developer (name may be tip411 or Citizen Observer, LLC).

If you go to this link:

You will see that an S.0. page on the County’s website is able to take tips about possible crimes through an app
prepared, | believe, by tip411.

Here is a link to tip411’s webpage:

| understand that the County developed its tip411 app with this company, tip411, several years ago. Do you know if
there is a contract between tip411, or Citzen Observer, LLC, and the County?

At the bottom of one of the pages on tipd11’s website, a company name is listed:

1



Citizen Observer, LLC

55 East 5th Street, Suite 1150
St. Paul, MN 55101
888.952.2200

The County appears to still be actively using an iPhone and Android app for tipa11. | don’t know whether this means
that the County pays an annual maintenance or other fee for this service.

The §.0. is exploring trying to implement another iPhone and Android app for information about the 5.0. and the
Detention Center. Thus, | want to see if there’s a contract out there already! Thank you,

Chris
x5282



Sheriff's Office Page 1 of 2

Search...

Collin County > Sheriff's Office > Anonymous Tips

Anonymous Tips

If you have information regarding suspicious or criminal activity and wish to remain
anonymous, please call the Collin County Sheriff's Office at the following numbers:

Fugitive/Intelligence Tip Line: 972-547-5117

211

To submit an anonymous tip to the Coliin County Sheriff's Office via the tip411 website,
click the button below. If this an emergency, please call 911.

Be sure to save or record your tip ID. You can use the ID to login to view feedback about
your tip from the Sheriff's Office. Just enter the ID on the tip submit page and any
feedback about your tip will display. You can then submit additional information to the
Sheriff's Office using the tip form.

tO suDmit an anonymous tip via text message to the Collin County Sheriff's Office, text
CCSO and your tip to 847411 (tip411).

The tip411 program enables the public to submit anonymous tips to the Sheriff's Office
via the web or text messaging. While this is not a replacement for dialing 911 in an
emergency, this technology will allow interested persons to communicate potentially
helpful information. When the Sheriff's Office receives the message, they can respond to
the tipster who will continue to remain anonymous. The Collin County Sheriff's Office has
no way to access the identity of the individual reporting the information.

https://www.collincountytx.gov/sheriff/Pages/tipline.aspx 10/15/2018



Sheriff's Office Page 2 of 2

Any one witnessing a crime in progess is encouraged to call 9-1-1 and report it
immediately!

A new iPhone app, CCSO Tips, is now available through iTunes that enables the public
to send anonymous tips to the Sheriff's Office and lets us respond, creating a two way
anonymous chat. To download the app, go to the iTunes CCSO Tips App webpage.

Locations | Webmail | Privacy & Accessibility | En Espafiol | Website Feedback
Copyright © 2018 Collin County Texas - All Rights Reserved - 972.548.4100 (McKinney) -
972.424.1460 (Metro)

https://www collincountytx. gov/sheriff/Pages/tipline.aspx 10/15/2018



tip411 - Collin County Sheriff's Office

Collin County Sheriff's Office

Sign up or Log in here (/people/sign_in)

* (required) Email
* (required) Postal code
* {required) Password

* (required) Password confirmation

By signing up far tip411 you agree to ou /terms_and_conditions)

Already have an account? Log in here (/people/sign_in)

Following up on a tip? Access your tip history (/tips/enter_code)

© 2018 Citizen Observer All Rights Reserved.
1-888-952-2200

https://app.citizenobserver.com/people/sign_up?agency id=273

Page 1 of 2

10/15/2018



Chris Barnes

I _
From: Greg Elliott
Sent: Meonday, October 15, 2018 9:09 AM
To: Chris Barnes
Cc: Michelle Charnoski
Subject: RE: Question about Possible Contract for tip411 Phone App

Chris, we do not have a developer account with Apple.
Greg Elliott

From: Chris Barnes

Sent: Thursday, October 11, 2018 9:23 AM

To: Greg Elliott <gelliott@collincountytx.gov>

Cc: Michelle Charnoski <mcharnoski@co.collin.tx.us>

Subject: FW: Question about Possible Contract for tipd11 Phone App

Thurs,, Oct, 11, 2018
Hi Greg,

| see that you're the contact person on a contract between the County and Citizen Observer, LLC that relates to the
tip411 app.

| understand that tip411 operates on the iPhone. If so, then does the County have an app developer account with
Apple? If so, would you please send me information about the account and a copy of the store letter?

The $.0. is considering working with another vendor to develop another app that would operate on iPhones as well.
There’s no reason to open a separate developer account if the County already has one. Thank you,

Chris
CCsO
x5282

From: Michelle Charnoski

Sent: Thursday, October 11, 2018 8:16 AM

To: Chris Barnes <cbarnes@co.collin.tx.us>

Cc: Jessica Pond <JLPond & co.collin.tx.us>; Susan Hayes <shavyes@co.collin.ix.us>; Greg Elliott
<gelliott @collincountytx,gov>

Subject: RE: Question about Possible Contract for tip411 Phone App

Good morning Chris,

| was able to locate a maintenance software agreement we have with Citizen Observer which is a smali dollar
agreement and includes the features on the attached quote. Dependent on your exact needs, this may or may
not he something that the SO can use. I'm copying Greg Elliot in IT on this email so that he can reach out to
you {or forward you to the appropriate IT person) and see if this is something that fits your needs, or if
something additional will need o be procured first prior to using the maintenance agreement.

1



Tl ik you,

Michelle Charne i, CPF™
Assistant Purchasing Agent

Collin County Purchasing

2300 Bloomdale Road, Sui 3160
McKinney, TX 75071
972-548-41."

From: Chris Barnes

Sent: Tuesday, October 9, 2018 10:21 AM

To: Michelle Charnoski <mcharnoski@co.collin.tx.us>

Cc: Jessica Pond <JLPond@co.collin.tx.us>

Subject: Question about Possible Contract for tip411 Phone App

Tuesday, October 9, 2018
Hi Michelle,

I’'m writing to see if you can help me determine whether there’s a contract between Collin County and a phone-app
developer {name may be tip411 or Citizen Observer, LLC).

If you go to this link: https://www.collincountytx.gov/sheriff/Pages/tipline.aspx

You will see that an S.0. page on the County’s website is able to take tips about possible crimes through an app
prepared, | believe, by tip411.

Here is a link to tip411’s webpage: ht*~--'/home.tip411.com/.

| understand that the County developed its tip411 app with this company, tip411, several years ago. Do you know if
there is a contract between tip411, or Citzen Observer, LLC, and the County?

At the bottom of one of the pages on tip411’s website, a company name is listed:
Citizen Observer, LLC
55 East 5th St :t, Suite 1150
St. Paul, MN 55101
888.952.2200

The County appears to still be actively using an iPhone and Android app for tip411. | don’t know whether this means
that the County pays an annual maintenance or other fee for this service.

try 0 implement another iPhone and Android app for infoi ionabc the the
us, 1t if tl ¢ it 1t /

x5282
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