Attachment “A”
Law Enforcement Officers Remote Connectivity Policy and Agreement Form

Remote Access Agreement

1.0 Purpose

The purposc of this document is to provide the framework for granting REMOTE ACCESS 1o Collin
County services/equipment through REMOTE ACCESS so that an Authorized Party of a law
cnforcement  agency (Agency) may access its data hosted on Collin County's nctwork.

2.0 Scope

This policy applies to all Law Enforcement Officers uiilizing REMOTE ACCESS to access the Collin County
neiwork (such persons referred to herein as “Authorized Parties™). This policy applies to all Collin County
REMOTE ACCESS implementations.

3.0 Paliey

Authorized parties may utilize the benefits of REMOTE ACCESS, which are a “user managed” service. This
means that the Authorized party is responsible for selecting an Internel Service Provider (ISP), coordinating
installation, instlling any required software, and paying associated fees as may be required to access the
REMOTE ACCESS.

Additionally,
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It is the responsibility of the Authorized Party to ensure that unauthorized users are not allowed access to
Collin County intemal networks. User accounts and passwords are NOT 1o be shared with anyone.

Authorized Parties and the Collin County employees sponsoring the request for REMOTE ACCESS are
respansible for defining what services/equipment/software the Authorized Parties need access to. Access will
be restricted to only those defined objecis. Auempting to connect or access any service/device not defined
will be considered a violation of the Collin County REMOTE ACCESS policy and will be reported 10 the
Authorized Party’s agency

The Authorized Parties and the Collin County employecs sponsoring the REMOTE ACCESS request are also
responsible for defining the time scope that the REMOTE ACCESS account will be aclive. All accounts are
setup with an expiration datc not to cxceed 6 months, unless otherwisc authorized to be a longer timeframe or
permanent by the County.

REMOTE ACCESS use is 0 be controlled using either a one-time password suthentication such as a token
device or a public/private key system with a strong pass phrase.

When actively connected to the county network, the REMOTE ACCESS will force all waffic to and from the
remote PC over the REMOTE ACCESS tunnel; all other traffic will be dropped.

Dual (split) tunneling is NOT permitted; only one nelwork connection is allowed,

REMOTE ACCESS gateways will be established and managed by Collin County Information Technology
Deparntment.

All compuiers connected to Collin County internal networks via REMOTE ACCESS or any other technology
must use the most up-to-date anti-virus sofiware from a reputoble IT agency: this includes personal
campulers.

All Authorized Parties connecting to the Collin County intemal networks via REMOTE ACCESS or any
other technology must keep their systems up to date with the latest security patches for their operating system
and applications installed on their conncecting systems. All systems using REMOTE ACCESS conncclions to
Collin County must comply with Microsoft’s Product Lifecycle chart and use only currently supponting and
fully paiched operating systems.

Authorized Panies may be automatically disconnected from Collin County’s network afier sixty minutes of
inactivity. The user must then logon again to reconnect to the network.



11. Authorized Parties that arc not Collin County owned equipment must comply with the Collin County
acceplable use policy when accessing the Intemet while connected through the REMOTE ACCESS.

t2. Only approved REMOTE ACCESS clients may be used.

13. Upen termination of a contract from Collin County, or at the request of the Collin County staff, the
Authorized Party must uninstall the REMOTE ACCESS connection from the Authorized Party’s computer.

14. Agency expressly agrees fo notify the County of staffing changes involving an Authorized Party with access
to the County’s network within 24 hours or next business day.

15. After six months of expired inactivity, Active Directory and REMOTE ACCESS accounts of an Authorized
Party will be permanently deleted, unless otherwisc approved by the County.

16. Accounts will be locked out after a certain number of failed attempts.

17. Autherized Parties who have lost their password will have to contact their sponsoring agency to request a
password reset. The sponsoring agency will then contact Collin County IT to reset the password for the
REMOTE ACCESS uscr. The sponsoring ageney is the Sheriff's Office.

18. It is the responsibility of the Authorized Pasty to install, configure, setup and support any issues with their
systems to connect to Collin County based on the information provided 10 them.

19. Authorized Parties connect at their own risk and Collin County is not responsible for any damages that they
may incur from connecting through the REMOTE ACCESS to Collin County

20. Prior to acquiring REMOTE ACCESS all Authorized Parties will be required to pass a background check
unless otherwise approved by the County.

21. If the County migrales e a new network connection technology it is the responsibility of the Agency lo
budget and obtain any required technology upgrade in order to maintain their network connection to the
County. The Agency will be provided advance notification for this change.

22. The Authorized Party must notify Collin County IT immedintely upen leaming of any compromise accurring
through an anti-virus, malware, or other form of unauthorized access. Collin County will also inform the
Autherized Partics of any breach or suspected breach occurring on the county netwerk. REMOTE ACCESS
may be restricted during such an event while corrective actions are undertaken,

4.0 Granting Access

To obtain access via REMOTE ACCESS, the Agency and Authorized Party must be sponsored by a party
currently employed at Collin County and IT must agree this access is needed for the Collin County information
systems. The Agency and Authorized Party must sign this form agreeing to protect the security of the Collin
County network. For cxternal Authorized Partics, the Request for REMOTE ACCESS must be signed and
approved by the Manager who is responsible for the externnl Authorized Party's use. REMOTE ACCESS
expiration will be based on the contract length unless further time is requested by Collin County Management.
The initial setup and testing will be performed during normal operating hours, Monday - Friday, 8 am - 5 pm,
and requires a minimal of two weeks” notice to schedule.

5.0 Enforcement

Collin County Information Technology Department may actively monitor the REMOTE ACCESS concentrator
for any suspicious and inapproprigtc activity. Any Authorized Party found to have viclated any part of this
policy may have their REMOTE ACCESS terminated immediately.

6.0 Liability

Agency expressly agrees that they shall be lisble for any and all damages, including but not limited to actual,
consequential, or incidental damages, for disruptions caused by their nepligence or intentional misconduct,
including that caused by their Authorized Partics, to the County’s services/equipment resulting from or related to
Agency's connection to the County's neiworks.

Unauthorized access or use is prohibited and will be prosecuted to the fullest extent. Anyone using this system
expressly consents to monitoring and is advised that if such monitoring reveals possible evidence of criminal
activity system personnel may provide the evidence of such monitoring to law enforcement officials. Anyone



using the system connccts at their own risk and assumes all responsibilities for any possible damage to their own

equipment.

7.0 Definitions

Term

REMOTE
ACCESS

REMOTE
ACCESS
Concentrator

REMOTE
ACCESS Client

Ageney
Management
Dual (split)
tunncling

User

Sponsoring Party

Definition

An cxtension of Collin County's intemal private nctwork.

Physical device that manages REMOTE ACCESS cannections.

Remote computer with REMOTE ACCESS software utilizing REMOTE
ACCESS services.

Person in Agency company that can take responsibility for the liability clause
of this document.

When utilizing REMOTE ACCESS, a connection (tunnel) is created to Collin
County’s network

utilizing the Intemet. Dual split Wwnneling allows for this connection as well as
a sccondary connection to anather sotree, This technology is NOT supported
when utilizing Collin County’s REMOTE ACCESS.

Employee, Agency, contractor, consultant. temporaries, cusiomers,
govemment agencices, etc.

Collin County employee requesting access for a non-employee user to have
access 1o Collin County services/equipment through the REMOTE ACCESS.
The emplayee may be someone in IT.



Agency Management's Signature (if applicable)

Printed Name: Ron Davis Signature: TL),M Q
Tom————— ML~ AL T N g ———_
E-Mail Address: RDavise@princetonpd.com Phone: 972-736-3901 Date: 3@42&

Remote Access Users Signature

Printed Name: /4,1._; A)a#r_{ Signature: % Ajév_—.._\

E-Mail Address:SMngr,‘ﬂ/ésd Loy Phone: 722-226-392/  Date: 3//' 7//6

Sponsoring Party’s Signature

Printed Name: Jim Skinner Signature: V"’ N SL‘ ik ~J

E-Mail Address: sheriffskinner@co.collin.tx.us Phone: ' 5108 Date: 2/14/2019
Return form to:

Caren Skipworth

2300 Bloomdale #3198

McKinney, Texas 75071
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Agency Management’s Signature (if applicable)

Printed Name: Ron Davis Signature: Dm,. <:D\ —
s M |

E-Mail Address: RDavise@princetonpd.com Phone: 972-736-3901  Date: Blols

Remote Access Users Signature
Printed Name:; E:,SUS Z&E&bdﬂ— Signature: %\ﬁ Yo
E-Mail Address: .3 cgdl,'gvete ‘Q/.‘Aca"mﬂc!,@m Phone: 97).713¢,.%4s| Date: & l {1l I 1¥

Sponsoring Party’s Signature

Printed Name: _ Jim Skinner Signature: 7 ‘ SL s ~

E-Mail Address: sheriffskinner@co.collin.tx.us Phone: 5108 Date: 2/14/2019
Return form to:

Caren Skipworth

2300 Bloomdale #3198

McKinney, Texas 75071
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Agency Management’s Signature (if applicable)

Printed Name: Ron Davis Signature: 2“\ Q’

E-Mail Address: RDavise@princetonpd.com Phone: 972-736-3901 Date: &&o@

Remote Access Users Signature

Printed Name: _CHAa~E Alexa~vdem_ Signature: QVN 19%

E-Mail Address: carexanpEr@AinveeTon PD. con Phone: 972-134 -390 Date: 3]:1!33
Sponsoring Party’s Signature

Printed Name: Jim Skinner Signature: 7 v SL" TN

E-Mail Address: __gheriffskinner@co.collin.txus __ Phone: 5108 Date: __2/14/2019

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071
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Agency Management’s Signature (if applicable)

Printed Name: Ron Davis Signature: 'Q’Y\ ‘D/

E-Mail Address: RDavise@princetonpd.com Phone: 972-736-3901  Date: ﬁ@/g

Remote Access Users Signature

Printed Name: DA~zeC  CAZZEZA Signature: 2%

E-Mail Address: ™ ¢a2222:4 Q PRIncETon P) ComPhone: 7)4.843 . 683 7 Date: § (& 15

Sponsoring Party’s Signature

Printed Name: __Jjm Skinper Signature: /VW\ S):\.»MA_,\J

E-Mail Address: _sheriffskinner@co.collin.tx.us Phone: 5108 Date:  2/14/2019
Return form to:

Caren Skipworth

2300 Bloomdale #3198

McKinney, Texas 75071



Agency Management's Signature (if applicable)

Printed Name: Ron Davis Signature: @Y\ __Q"

E-Mail Address: RDavise@princetonpd.com Phone: 972-736-3901  Date: 8/a2/%

Remote Access Users Signature

Printed Name: 4;""_' é'g A;@%gcxg Signature: @
E-Mail Address: Mﬁ%ﬁﬁeﬂd&%’@éﬁ’ﬁ% Date: & -/ -/

Sponsoring Party’s Signature
Printed Name:  Jim Skinner Signature: VVV""\ Sw )
E-Mail Address: _sheriffskinner@co.collin.tx.us Phone: 5108 Date: _ 2/14/2019

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071



Agency Management’s Signature (if applicable)

Printed Name: Ron Davis Signature: ?p‘h T}-

E-Mail Address: RDavise@princetonpd.com Phone: 972-736-3901  Date: m

Remote Access Users Signature

Printed Name: A__«dmgﬁ%i%__ Signature:
E-Mail Addr&s:%@&&%ﬁm Phone: 47273330 Date: ?ZI?/[X

Sponsoring Party’s Signature

Printed Name: Jim Skinner Signature: Vm S__LJ-’YW-N’\J

E-Mail Address: _ sheriffskinner@co.collin.tx.us Phéne: 5108 Date: _ 2/14/2019
Return form to:

Caren Skipworth

2300 Bloomdale #3198

McKinney, Texas 75071
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Agency Management’s Signature (if applicable)

Printed Name: Ron Davis Signature: E%ﬂﬂt 2 2

E-Mail Address: RDavise@princetonpd.com Phone: 972-736-3901  Date: cB/20//8

Remotec Access Users Signature

Printed Name: Q ng Qm.m"\ Signature: w et
E-Mail Address: &d \ m@@l wWweebm mj comPhone: ﬁ\t\\ 12%-7(HC Date: _ 2 {17 Z(g

Sponsoring Party’s Signature

Printed Name: Jim Skinner Signature: ; ANV Sm

E-Mail Address: _sheriffskinner@co.collin.tx.us Plione: _ 5108 Date: _ 2/14/2019

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071



Agency Management’s Signature (if applicable)

Printed Name: Ron Davis Signature: %‘) Q_,

E-Mail Address: RDavise@princetonpd.com Phone: 972-736-3901  Date: éJMo’;

Remote Access Users Signature F 2
? 8
Printed Name: _C&/ ég é\f@ Signature:

E-Mail Address: _g_é/ﬂa/ﬂ @ lpn'aleJMP{. Coun Phonw' 23370 IDate: g'lz ﬁ

Sponsoring Party’s Signature .

Printed Name: _Jim Skinner Signature: VW"W S Lﬂnﬂ\n:a\__\,
E-Mail Address: _sheriffskinner@co.collin.tx.us Phone: 5108 Date: _ 2/14/2019
Return form to: /

Caren Skipworth

2300 Bloomdale #3198

McKinney, Texas 75071



Agency Management’s Signature (if applicable)

Printed Name: Ron Davis Signature: Q’Y\ D——
E-Mail Address: RDavise@princetonpd.com Phone: 972-736-3901 Date: @/’g

Remote Access Users Signature

Printed Name{ ;{ rqlg 52 blessez Signature: '

E-Mail Address: 55 B princelow 5,05 Phone: 247795315 Date: 9-/5-15

Sponsoring Party’s Signature

Printed Name: _Jim Skinner Signature: ; ANy SLNV\N-/\_—\J

E-Mail Address: sheriffskinner@co.collin.tx.us Phone:” 5108 Date: 2/14/2019

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071



Agency Management’s Signature (if applicable)

Printed Name: Ron Davis Signature: 2’)’\ D——v

E-Mail Address: RDavise@princetonpd.com Phone: 972-736-3901  Date: M_.

Remote Access Users Signature

Printed Name: Byt n, ‘ T Signature:&zﬁa_%.

E-Mail Address: « - . Phone: £0733% 0wS§ Date: 08/17/,4
lotupaCpinceimnod - Corm 2/

Sponsoring Party’s Signature

Printed Name: Jim Skinner Signature: VW\ S w )
E-Mail Address: __sheriffskinner@co.collin.tx.us Phone./ 5108 Date: 2/14/2019
Return form to:

Caren Skipworth

2300 Bloomdale #3198

McKinney, Texas 75071
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Agency Management’s Signature (if applicable)

Printed Name: Ron Davis Signature: Q’h L_

E-Mail Address: RDavise@princetonpd.com Phone: 972-736-3901 Date:%/é

Remote Access Users Signature

Printed Name: e Qa o Cﬂ Signature:

E-Mail Address: tvsutnesd@oniacesenpd. can PhS

7214 - 448 - 19 TWODate: B[R

Sponsoring Party’s Signaturc .
Printed Name: _Jim Skinner Signature: ; VN SL—""‘N’"\’
E-Mail Address: ___sheriffskinner@co.collintxus __ Phone: 5108 Date: _ 2/14/2019

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071



Agency Management’s Signature (if applicable)

Printed Name: Ron Davis Signature: %"‘h Q—’ ,

.

E-Mail Address: RDavise(@princetonpd.com Phone: 972-736-3901  Date: QM__

Remote Access Users Signature

Printed Name: QCJ\“S %L\Sby Signature:égy% 0% 33 Y
E-Mail Address: clku&[;g@?ﬁ neeton . com Phone: o/4-Sey=4lY,  Date: CH /] 7/15

Sponsoring Party's Signature

Printed Name: _Jim Skinner Signature: ; VTN Sl)MVNW

E-Mail Address: _sheriffskinner@co.collin.tx.us Phone: 5108 Date: 2/14/2019

Return form to;

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071
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Agency Management’s Signature (if applicable)

Printed Name: Ron Davis Signature: Qﬁ"\ D—_

E-Mail Address: RDavise@princetonpd.com Phone: 972-736-3901  Date: M;_

Remote Access Users Signature

E-Mail Address: %m@nmmm_ \ . 3l17]

Sponsoring Party’s Signature

Printed Name: _Jim Skinner Signature: Vm SLJ"*\"\‘-‘\——\J
E-Mail Address: _sheriffskinner@co.collin.tx.us Phone/: 5108 Date: _ 2/14/2019
Return form to:

Caren Skipworth

2300 Bloomdale #3198

McKinney, Texas 75071



Agency Management's Signature (if applicable)

Printed Name: Ron Davis Signature: thlz—

E-Mail Address: RDavise@princetonpd.com Phone: 972-736-3901 Date: &ﬂm

Remote Access Users Signature

Printed Name: ‘smao (REvIve Signature: ‘/ ;

(4
E-Mail Address: _}revy n@\_@,kmo.cgm Phone: 214-843-5181 _ Date: || 19
Sponsoring Party’s Signature
Printed Name: _Jim Skinner Signature: VW\’N S LJ*’Y\N-W
E-Mail Address: sheriffskinner@co.collin.tx.us Phone: 5108 Date: 2/14/2019

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071



Agency Management’s Signature (if applicable)

Printed Name: Ron Davis Signature: Qﬂf) Q——

E-Mail Address: RDavise@princetonpd.com Phone: 972-736-3901 Date: Jgf’cz/b

Remote Access Users Signature

Printed Name: _Amﬂan ke Signature: /;/
E-Mail Address: agsl\ZIEEr:/l ce,{-ang.cg& Phone: _q-2-73¢ -3%01 _ Date: gz;a Z“:

Sponsoring Party’s Signature . .

Printed Name: Jim Skinner Signature: VM S )3"‘""'\""‘"\’
E-Mail Address: __gheriffskinner@co.collin.tx.us Phone/: 5108 Date: _ 2/14/2019
Return form to:

Caren Skipworth

2300 Bloomdale #3198

McKinney, Texas 75071



Agency Management’s Signature (if applicable)

Printed Name: Ron Davis Signature: I a1 D_

E-Mail Address: RDavise@princetonpd.com Phone: 972-736-3901 Date: @@/5

Remote Access Users Signature

Printed Name: A cpeams WS Signature: /r) /?/( ""6 (%'i A

E-Mail Address: .Xwo\'t'tSﬁ?r\mca-‘*:w\ {)r-J Lot Phone: H69-G067-018Q Date: B - 18

Sponsoring Party’s Signature

Printed Name: _Jim Skinner Signature: Vm SML"-’\J
E-Mail Address: _ gheriffskinner@co.collin.tx.us Phone: 5108 Date:  2/14/2019
Return form to:

Caren Skipworth

2300 Bloomdale #3198

McKinney, Texas 75071
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Agency Management’s Signature (if applicable)

Printed Name: Ron Davis Signature: Q‘r\ D

E-Mail Address: RDavise@princetonpd.com Phone: 972-736-3901  Date: M

Remote Access Users Signature

Printed Name: ,Z}AW,Q TJor£R 239 Signature: %ﬁ?

E-Mail Address: ﬁolﬁﬂépﬁﬂﬂﬁﬁmpd.&@m_ Phone: 972 734 3790/ Date: MJ

Sponsoring Party’s Signature .

Printed Name: Jim Skinner Signature: VM SWW
E-Mail Address: sheriffskinner@co.collin.tx.us Phone:/ 5108 Date: 2/14/2019
Return form to:

Caren Skipworth

2300 Bloomdale #3198

McKinney, Texas 75071



