ATTACHMENT A

Collin County External Law Enforcement and Fire Department Remote
Connectivity Policy and Agreement Form

Remote Access Agreement

1.0 Purpose

The purpose of this document is to provide the framework for granting REMOTE ACCESS to Collin
County services/equipment through REMOTE ACCESS so that an Authorized Party of a law enforcement
agency or a fire department external to Collin County government may access its justice data hosted on
Collin County’s network.

2.0 Scope

This policy applies to all Law Enforcement and Fire Department personal external to Collin County government
utilizing REMOTE ACCESS to access the Collin County network for justice data (such persons referred to herein
as “Authorized Parties™).

3.0 Policy
Authorized parties may utilize the benefits of REMOTE ACCESS, which are a "user managed" service. This
means that the Authorized party is responsible for selecting an Internet Service Provider (ISP), coordinating

installation, installing any required software, and paying associated fees as may be required to access the
REMOTE ACCESS.

Additionally,
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10.

11.

It is the responsibility of the Authorized Party to ensure that unauthorized users are not allowed access to Collin
County internal networks. User accounts and passwords are NOT to be shared with anyone.

Authorized Parties and the Collin County employees sponsoring the request for REMOTE ACCESS are
responsible for defining what services/equipment/software the Authorized Parties need access to. Access will
be restricted to only those defined objects. Attempting to connect or access any service/device not defined will
be considered a violation of the Collin County REMOTE ACCESS policy and will be reported to the Authorized
Party’s agency

The Authorized Parties and the Collin County employees sponsoring the REMOTE ACCESS request are also
responsible for defining the time scope that the REMOTE ACCESS account will be active. All accounts are
setup with an expiration date not to exceed 6 months, unless otherwise authorized to be a longer timeframe or
permanent by the County.

REMOTE ACCESS use is to be controlled using public/private key system with a strong pass phrase and a
second factor such as a token device or a dynamically generated passcode.

REMOTE ACCESS gateways will be established and managed by Collin County Information Technology
Department.

All computers connected to Collin County internal networks via REMOTE ACCESS or any other technology
must use the most up-to-date anti-virus software from a reputable IT agency; this includes personal computers.
All Authorized Parties connecting to the Collin County internal networks via REMOTE ACCESS or any other
technology must keep their systems up to date with the latest security patches for their operating system and
applications installed on their connecting systems. All systems using REMOTE ACCESS connections to Collin
County must comply with Microsoft’s Product Lifecycle chart and use only currently supporting and fully
patched operating systems.

Authorized Parties may be automatically disconnected from Collin County’s network after sixty minutes of
inactivity. The user must then logon again to reconnect to the network.

Only approved REMOTE ACCESS clients may be used.

Upon termination of a contract from Collin County, or at the request of the Collin County staff, the Authorized
Party must uninstall the REMOTE ACCESS connection from the Authorized Party’s computer.

Agency expressly agrees to notify the County of staffing changes involving an Authorized Party with access to




ATTACHMENT A

7.0 Definitions

Term Definition

REMOTE : : St .
ACCESS An extension of Collin County’s internal private network.
REMOTE
ACCESS
Concentrator

Physical device that manages REMOTE ACCESS connections.

REMOTE Remote computer with REMOTE ACCESS software utilizing REMOTE
ACCESS Client ACCESS services.

Agency Person in Agency company that can take responsibility for the liability clause of
Management this document.

User Employee, Agency, contractor, consultant, temporaries, customers,
government agencies, etc.

Collin County employee requesting access for a non-employee user to have
Sponsoring Party access to Collin County services/equipment through the REMOTE ACCESS.
The employee may be someone in IT.

Agency Management’s Signature (if applicable)

Printed Name: Duom; SwAY Signature: %/ Gl
E-Mail Address: Dgm @ ;;H.&w;\};& own Phone: 472-83%-2033 Date: (,-/0- 202\

Remote Access Users Signature %
Printed Name: K°g (23 Th,l(ud/\( !( Signature:
E-Mail Address: P“WI‘N Ll«“ GU‘I’Y of\ﬁvhSSﬁ-m 1 Phone: ‘{(ﬂ‘% l- 430 Date: (//?J/QOQI

Sponsoring Party’s Signature

Printed Name: Signature:

E-Mail Address: Phone: Date:

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071
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7.0 Definitions

Term Definition
REMOTE . ) - .
ACCESS An extension of Collin County’s internal private network.
REMOTE . . .
ACCESS Physical device that manages REMOTE ACCESS connections.
Concentrator

REMOTE Remote computer with REMOTE ACCESS software utilizing REMOTE
ACCESS Client ACCESS services.

Agency Person in Agency company that can take responsibility for the liability clause of
Management this document.

User Employee, Agency, contractor, consultant, temporaries, customers,
government agencies, etc.

Collin County employee requesting access for a non-employee user to have
Sponsoring Party access to Collin County services/equipment through the REMOTE ACCESS.
The employee may be someone in IT.

Agency Management’s Signature (if applicable)

Printed Name: \)uane Swadt\n Signature: W"“/
E-Mail Address: izs.,\::\,he_g;hrggﬂ\sh. Comun Phone: §972-%3%-2033 Date: ({ -10-202(

Remote Access Users Signature

Printed Name: kkl@ Ltad &,a!iggw\ Signatu

E-Mail Address: v'@mc\-\-mea:\-(a(nd:ssmcm Phone: Y6?- Y06 -Y3%0 Date: /- 30 - 203,

74

Sponsoring Party’s Signature

Printed Name: Signature:

E-Mail Address: Phone: Date:

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071
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7.0 Definitions

Term Definition

REMOTE . ) - )
ACCESS An extension of Collin County’s internal private network.
REMOTE
ACCESS
Concentrator

Physical device that manages REMOTE ACCESS connections.

REMOTE Remote computer with REMOTE ACCESS software utilizing REMOTE
ACCESS Client ACCESS services.

Agency Person in Agency company that can take responsibility for the liability clause of
Management this document.

User Employee, Agency, contractor, consultant, temporaries, customers,
government agencies, etc.

Collin County employee requesting access for a non-employee user to have
Sponsoring Party access to Collin County services/equipment through the REMOTE ACCESS.
The employee may be someone in IT.

Agency Management’s Signature (if applicable)

Printed Name: Duawne. SwadM Signature: Wﬂ

E-Mail Address: o ChyoS MeNssa, camn Phone: G2~ §7%- 2033 Date: & -10 -202(

Remote Access Users Signature

Printed Name: /s’d\,_— Q/\l/\f'r’ P-‘-'t%ignature: M
2023 :
E-Mail Address: y Do, teLC o ¢ (Tyolpiielissa Phone: Q7228 Ko H-22-2-2

e\,
Sponsoring Party’s Signature
Printed Name: Signature:
E-Mail Address: Phone: Date:

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071
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7.0 Definitions

Term Definition
REMOTE ) ) . )
ACCESS An extension of Collin County’s internal private network.
REMOTE ; . .
ACCESS Physical device that manages REMOTE ACCESS connections.
Concentrator

REMOTE Remote computer with REMOTE ACCESS software utilizing REMOTE
ACCESS Client ACCESS services.

Agency Person in Agency company that can take responsibility for the liability clause of
Management this document.

User Employee, Agency, contractor, consultant, temporaries, customers,
government agencies, etc.

Collin County employee requesting access for a non-employee user to have
Sponsoring Party access to Collin County services/equipment through the REMOTE ACCESS.
The employee may be someone in IT.

Agency Management’s Signature (if applicable)

Printed Name: Dusne Spci Signature: /W""'

E-Mail Address: DSwmc\@ ( ;\_.,.-Q wAe\gse. e Phone: 9472~ €3¢ -2033 Date: -(0-202|

Remote Access Users Signature

Printed Name: /,//’hd/ﬁ;é ,/hyé\_ Signature:%)?

E-Mail Address: tl/aﬁd/éé??ll%‘//f)- e, Phone:%o 5 2?9'@2L{ Date: 4‘:707!?/

Sponsoring Party’s Signature

Printed Name: Signature:

E-Mail Address: Phone: Date:

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071
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Term

REMOTE
ACCESS

REMOTE
ACCESS

Concentrator

REMOTE
ACCESS Client

Agency
Management

User

Sponsoring Party
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Definition

An extension of Collin County’s internal private network.

Physical device that manages REMOTE ACCESS connections.

Remote computer with REMOTE ACCESS software utilizing REMOTE
ACCESS services.

Person in Agency company that can take responsibility for the liability clause of
this document.

Employee, Agency, contractor, consultant, temporaries, customers,
government agencies, etc.

Collin County employee requesting access for a non-employee user to have
access to Collin County services/equipment through the REMOTE ACCESS.
The employee may be someone in IT.

Agency Management’s Signature (if applicable)

Printed Name: 1) wene Qe XN Signature: /%(//)W

E-Mail Address: D Swai¥@ C;\—} ol "™e \sseeCeanPhone: 972 - 876 2o Mate: G -10-2021

Remote Access Users Signature

Printed Name: Rayapy Kig Signature: ¢ ﬁ al.|

pa—

E-Mail Address: ¥, !gQC'ﬁ:‘ of melissa. com Phoneno2-838- 1393 Date: o‘f[z‘llg{

Sponsoring Party’s Signature

Printed Name:

Signature:

E-Mail Address:

Phone: Date:

Return form to:

Caren Skipworth

2300 Bloomdale #3198
McKinney, Texas 75071
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7.0 Definitions

Term Definition
REMOTE . ) o .
ACCESS An extension of Collin County’s internal private network.
REMOTE . . ‘
ACCESS Physical device that manages REMOTE ACCESS connections.
Concentrator

REMOTE Remote computer with REMOTE ACCESS software utilizing REMOTE
ACCESS Client ACCESS services.

Agency Person in Agency company that can take responsibility for the liability clause of
Management this document.

User Employee, Agency, contractor, consultant, temporaries, customers,
government agencies, etc.

Collin County employee requesting access for a non-employee user to have
Sponsoring Party access to Collin County services/equipment through the REMOTE ACCESS.
The employee may be someone in IT.

Agency Management’s Signature (if applicable)

Printed Name: Duewe. Swes ¥ Signature: M
E-Mail Address: DsW-\\-\Q,C.'\.‘_ of Melgsa. cem  Phone: 472-§3€-2022 Date: C; - lo- 202\
Remote Access Users Signature
Printed Name: /\.g\\V\ Le< ) Signature:‘/L—/
i

E-Mail Address: jlea/ @ C/M’“e'/m‘~(°")Phone: 5 -2-21 Date: 90% 2/5205

Sponsoring Party’s Signature

Printed Name: Signature:

E-Mail Address: Phone: Date:

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071
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7.0 Definitions

Term Definition
REMOTE . ) " _
ACCESS An extension of Collin County’s internal private network.
REMOTE . . '
ACCESS Physical device that manages REMOTE ACCESS connections.
Concentrator

REMOTE Remote computer with REMOTE ACCESS software utilizing REMOTE
ACCESS Client ACCESS services.

Agency Person in Agency company that can take responsibility for the liability clause of
Management this document.

User Employee, Agency, contractor, consultant, temporaries, customers,
government agencies, etc.

Collin County employee requesting access for a non-employee user to have
Sponsoring Party access to Collin County services/equipment through the REMOTE ACCESS.
The employee may be someone in IT.

Agency Management’s Signature (if applicable)

Printed Name:  Duwene. Gt Signature: /MM/

E-Mail Address: 1 DS wmP\ C_ C—\..‘o&» WMe\Ussa. s Phone: 9 72-§76- 2093 Date: & -(0-202 |

Remote Access Users Signature

printed Name: Josaeke Lol gnature: ) )
rinted Name Josu' & ~ Signature ) A

E-Mail Address:  \cellias Heim 7 VgL L2 Phone: U4 73%2co% Date: (//3,//.7,,

Sponsoring Party’s Signature

Printed Name: Signature:

E-Mail Address: Phone: Date:

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071
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7.0 Definitions

Term

REMOTE
ACCESS

REMOTE
ACCESS

Concentrator

REMOTE
ACCESS Client

Agency
Management

User

Sponsoring Party
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Definition

An extension of Collin County’s internal private network.

Physical device that manages REMOTE ACCESS connections.

Remote computer with REMOTE ACCESS software utilizing REMOTE
ACCESS services.

Person in Agency company that can take responsibility for the liability clause of
this document.

Employee, Agency, contractor, consultant, temporaries, customers,
government agencies, etc.

Collin County employee requesting access for a non-employee user to have
access to Collin County services/equipment through the REMOTE ACCESS.
The employee may be someone in IT.

Agency Management’s Signature (if applicable)

Printed Name: Duovs‘- Lo B Signature: WM

E-Mail Address: 1OSw 3@ (,\.1«\- WAe\Ase. e Phone: G 2- 2%~ 2o23 Date: & o i ada

Remote Access Users Signature

Printed Name: —7z . /o/ aETh . Signature: ‘////@
= N

E-Mail Address: —#Areow> 1 s @sirpecet>s omn Phone: T2~ 33 8~ %ste: 4/~ 7D (

Sponsoring Party’s Signature

Printed Name:

Signature:

E-Mail Address:

Phone: Date:

Return form to:

Caren Skipworth

2300 Bloomdale #3198
McKinney, Texas 75071
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7.0 Definitions

Term Definition
REMOTE ) ) - .
ACCESS An extension of Collin County’s internal private network.
REMOTE . . .
ACCESS Physical device that manages REMOTE ACCESS connections.
Concentrator

REMOTE Remote computer with REMOTE ACCESS software utilizing REMOTE
ACCESS Client ACCESS services.

Agency Person in Agency company that can take responsibility for the liability clause of
Management this document.

User Employee, Agency, contractor, consultant, temporaries, customers,
government agencies, etc.

Collin County employee requesting access for a non-employee user to have
Sponsoring Party access to Collin County services/equipment through the REMOTE ACCESS.
The employee may be someone in IT.

Agency Management’s Signature (if applicable)

Printed Name: j):@v‘sc St Signature: M”
E-Mail Address: _DgmMn@ Cittel We\ise.come  Ahone: G72- §3€-2033Date;_( - lo- 260

Remote Access Users Signature

Printed Name: S;ak Miller Signature: W /

E-Mail Address:’_bm\,g\w@ C.“)\;, ef melxsa .cem  Phone: 422-838-20)3 Date: Y -%7- 7/

Sponsoring Party’s Signature

Printed Name: Signature:

E-Mail Address. ___ Phone: Date:

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071
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7.0 Definitions

Term Definition
REMOTE : z s .
ACCESS An extension of Collin County’s internal private network.
REMOTE : : "
ACCESS Physical device that manages REMOTE ACCESS connections.
Concentrator

REMOTE Remote computer with REMOTE ACCESS software utilizing REMOTE
ACCESS Client ACCESS services.

Agency Person in Agency company that can take responsibility for the liability clause of
Management this document.

User Employee, Agency, contractor, consultant, temporaries, customers,
government agencies, etc.

Collin County employee requesting access for a non-employee user to have
Sponsoring Party access to Collin County services/equipment through the REMOTE ACCESS.
The employee may be someone in IT.

Agency Management’s Signature (if applicable)

Printed Name: D‘m,«_ Sw.’“-\ Signature: Me/

E-Mail Address: _Tgw 4@ C:\-.,A-W\:su.w Phone: 472- §36-2033 Date: { -/o-203\

Remote Access Users Signature

: A
Printed Name: Br{&,\ it i St W
Py

E-Mail Address: ba)\, llen @C.Jf;, ofmel: ese. . com Phone: ﬁ%l;l - B3 -2033 Date: S5-2-2j

Sponsoring Party’s Signature

Printed Name: Signature:

E-Mail Address: Phone: Date:

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071
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7.0 Definitions

Term Definition
REMOTE ) ) . '
ACCESS An extension of Collin County’s internal private network.
REMOTE . . .
ACCESS Physical device that manages REMOTE ACCESS connections.
Concentrator

REMOTE Remote computer with REMOTE ACCESS software utilizing REMOTE
ACCESS Client ACCESS services.

Agency Person in Agency company that can take responsibility for the liability clause of
Management this document.

User Employee, Agency, contractor, consultant, temporaries, customers,
government agencies, etc.

Collin County employee requesting access for a non-employee user to have
Sponsoring Party access to Collin County services/equipment through the REMOTE ACCESS.
The employee may be someone in IT.

Agency Management’s Signature (if applicable)

Printed Name: Duane Swm.iM Signature: W

E-Mail Address: 1S m. HA : \X$«. coun Phone: 472- &53&-2023 Date: (-lo- 2o

Remote Access Users Signature

Printed Name: A Boan, j Vtm(ﬁ S Signature: W\ m

E-Mail Address:bmorﬂso@ci—)—‘\f)flmnssa_.(‘ah Phone: §72-&3§-2032 Date: 5-2- 2|

Sponsoring Party’s Signature

Printed Name: Signature:

E-Mail Address: Phone: Date:

Return form to:
Caren Skipworth

2300 Bloomdale #3198
McKinney, Texas 75071
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7.0 Definitions

Term Definition
REMOTE . ) . '
ACCESS An extension of Collin County’s internal private network.
REMOTE . . ‘
ACCESS Physical device that manages REMOTE ACCESS connections.
Concentrator

REMOTE Remote computer with REMOTE ACCESS software utilizing REMOTE
ACCESS Client ACCESS services.

Agency Person in Agency company that can take responsibility for the liability clause of
Management this document.

User Employee, Agency, contractor, consultant, temporaries, customers,
government agencies, etc.

Collin County employee requesting access for a non-employee user to have
Sponsoring Party access to Collin County services/equipment through the REMOTE ACCESS.
The employee may be someone in IT.

Agency Management’s Signature (if applicable)
Printed Name: \ ),,ane. Siuid\ Signature: WM
N 4 y

E-Mail Address: Dgmtha ( ;Hoﬁ-\w\c\:ss..w Phone: 472-§1%-2033 Date:  § ~lo-202| |

Remote Access Users Signature 12 /M :H;- L6
Printed Name: Ale ¢ Ve \\ Signature:

E-Mail Address: A\ audwel\\ &C.'L’ of Me\a.com  Phone: §72-§3&-203)  Date: b/ q/ |

Sponsoring Party’s Signature

Printed Name: Signature:

E-Mail Address: Phone: Date:

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071
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7.0 Definitions

Term Definition

REMOTE . ) iy .
ACCESS An extension of Collin County’s internal private network.
REMOTE
ACCESS
Concentrator

Physical device that manages REMOTE ACCESS connections.

REMOTE Remote computer with REMOTE ACCESS software utilizing REMOTE
ACCESS Client ACCESS services.

Agency Person in Agency company that can take responsibility for the liability clause of
Management this document.

User Employee, Agency, contractor, consultant, temporaries, customers,
government agencies, etc.

Collin County employee requesting access for a non-employee user to have
Sponsoring Party access to Collin County services/equipment through the REMOTE ACCESS.
The employee may be someone in IT.

Agency Management’s Signature (if applicable)

Printed Name: Duane S nc\ Signature: MW/
E-Mail Address: VDgwa: AN : 2\t . com Phone: G72-€35-20722 Date: & -t1e-2o2 |

Remote Access Users Signature

=7
Printed Name: Cb\'w\ RA\acC Signature: &W

St

E-Mail Address: ck\qpk@cl-\gu(lyu,\lsca .com Phone: 903-§10-B 194 Date: 4[30[z02)

Sponsoring Party’s Signature

Printed Name: Signature: |

E-Mail Address: Phone: Date:

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071
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7.0 Definitions

Term Definition
REMOTE ) ) . .
ACCESS An extension of Collin County’s internal private network.
REMOTE . . ‘
ACCESS Physical device that manages REMOTE ACCESS connections.
Concentrator

REMOTE Remote computer with REMOTE ACCESS software utilizing REMOTE
ACCESS Client ACCESS services.

Agency Person in Agency company that can take responsibility for the liability clause of
Management this document.

User Employee, Agency, contractor, consultant, temporaries, customers,
government agencies, etc.

Collin County employee requesting access for a non-employee user to have
Sponsoring Party access to Collin County services/equipment through the REMOTE ACCESS.
The employee may be someone in IT.

Agency Management’s Signature (if applicable)

Printed Name: Duawe S,“l,\.\ Signature: _W—w
E-Mail Address: \ )¢ m. M\ @_ ( !-":( of Me\sse.comr  Phone: 472-§3%-203® Date:  {-(0-202(

Remote Access Users Signature

Printed Name: B\@J\(‘k\k gﬁ‘((}"\ Signature: &u/&%/wp

E-Mail Address: &\ﬂﬁ( (WA @'U\«\C\)ﬂtjﬁ\QhS@\-mPhone: Zi“)‘q%% - 2% 73 Date: 4 / ﬂ)@/ Z)

Sponsoring Party’s Signature

Printed Name: Signature:

E-Mail Address: Phone: Date:

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071
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7.0 Definitions

Term Definition
REMOTE . . . .
ACCESS An extension of Collin County’s internal private network.
REMOTE . . .
ACCESS Physical device that manages REMOTE ACCESS connections.
Concentrator

REMOTE Remote computer with REMOTE ACCESS software utilizing REMOTE
ACCESS Client ACCESS services.

Agency Person in Agency company that can take responsibility for the liability clause of
Management this document.

User Employee, Agency, contractor, consultant, temporaries, customers,
government agencies, etc.

Collin County employee requesting access for a non-employee user to have
Sponsoring Party access to Collin County services/equipment through the REMOTE ACCESS.
The employee may be someone in IT.

Agency Management’s Signature (if applicable)

Printed Name:  Duame. S Signature: _M
E-Mail Address: 7\ ggm;& @ ( ,-Sq A—M! \'ste. Cown Phone: 972~ §38%- 2033 Date: ~(0~202

Remote Access Users Signature

Printed Name: &ch l\r/ Stevens Signature: M M

E-Mail Address: bShVMS@G:/_)’ﬂ‘FMdGSA-COM Phone: 772-838-1371 Date: Wc??, 202/

Sponsoring Party’s Signature

Printed Name: Signature:

E-Mail Address: Phone: Date:

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071




Agency Management’s Signature (if applicable)

Printed Name: DU“’W‘- SMf\—\q Signature: %/M

E-Mail Address: _Dsm e C.'-Heg-Mg,\:ssﬁ. cown Phone: 472-&28+202% Date: G ~to~ 222\

Remote Access Users Signature

Printed Name:’BY&dlmde\ Signaturem

E-Mail Address: YOdsuidgn® “’AG% Melisss.conPhone: F10NEAE- /292 Date: &/3/2(

Sponsoring Party’s Signature

Printed Name: Signature:

E-Mail Address: Phone: Date:

Return form to:

Caren Skipworth
2300 Bloomdale #3198
McKinney, Texas 75071



