MEMORANDUM

Date: February 27, 2024

To: Commissioners Court

From: Jim Skinner, Sherifi

Re: FY 2024 Texas Workforce Cor

spectfully requesting the Court to apj
«vxas Workforce Commission. This cc
nty ff’s Office. Infc

records, unemployment compensation ¢
information can be v d by investigator

The yearlv cost, which is budgeted, inc]
duration ¢. .he 5-year contract. The coi
occurs, and will terminate in 2029.

4300 Commu
Sheriff’s Office (972) 547-5100 | D

OFFICE OF THE »AERur<
COLLIN COUNTY, TEXAS
I

JIM SKINNER, SHERIFF

on Performing Agency Contract

the Collin County Sheriff’s Office contract with
grants TWC online access for up to 10 users from
on to be provided by TWC will include: wage
renefit data, and employer mater file inquiry. This
cate wanted fugitives.

-0 online users for a cost of $1,500/year for the
will begin on the date of which the last signature

'enue, McKinney, TX 75071
n (972) 547-5200 | www.collincountysheriff.org
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TEXAS W(
INFORMA'

GENERAL

SECTION 1 - Purpose and Legal Authority

1.1 This Contract sets forth the obligations
Recipient identified on the cover page |
Agency's release of confidential data tc
Attachment A.

1.2 Subject to certain limitations, the Interl
authorizes Recipient to enter into contr
agencies.

SECTION 2 — Term, Termination, and Amu
2.1  This Contract is effective from the Beg

2.2 Either Party may suspend or terminate
specifying a termination date at least th
termination shall not relieve Recipient
suspension or termination at the rates s
the annual subscription fee if access to

2.3 No modification will be valid unless in
made under Section 3.2 of these Gener:

SECTION 3 - Consideration

3.1 Recipient shall pay Agency for the sery
information and Summary sections on"

3.2 Notwithstanding Section 3.1 of these C
rates upon written notice to Recipient ¢

SECTION 4 — Protecting the Confidentialit

4.1 “TWC Information” means records ma
Agency under this Contract, including
paper, or via online access or e-mail, (%

Information Release Contract: September 2023
TWC Contract Number: 2924EDE065 — COLLIN
Page 4 of 7

KFORCE COMMISSION
N RELEASE CONTRACT

RMS AND CONDITIONS

the Texas Workforce Commission (“Agency”) and the
'h a “Party” and together “the Parties”) with respect to
ccipient. The obligations of the Parties are set forth in detail in

1 Cooperation Act, Texas Government Code, Chapter 791,
» for services with governmental entities, including state

ment
Jate to the End Date specified on the cover page.

Contract at any time, on written notice to the other Party
*(30) calendar days after the date of the notice. Suspension or
he obligation to pay for all services provided before
ified herein. Recipient shall not be entitled to any refund of
ency records is online.

iting and signed by both Parties, except for rate revisions
‘erms and Conditions.

s described, and at the rates set forth, in the Funding
e 1 of this contract.

rral Terms and Conditions, Agency may unilaterally revise
- least thirty (30) calendar days.

"TWC Information

iined by Agency, and records obtained by Recipient from

records and data compilations provided electronically, on
:cords and data compilations that Recipient has converted into

UNTY
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another format or medium (such as han
compilations incorporated in any mann

Recipient shall protect the confidential:
and contract requirements. Confidentic
the Social Security Act of 1934, and 2(

SECTION 5 — Records and Audit

Recipient shall keep and maintain complete an
Auditor’s Office, the United States governmen
compliance with this Contract.

SECTION 6 — Breach of Agreement, Defaul

6.1

6.2

6.3

6.4

6.5

If Recipient or any official, employee,
Contract, including timely payment of .
(including any data requests being proc
taken to assure there will be no future t

In the absence of prompt and satisfacto
with Contract requirements, Agency sh
surrender to Agency all TWC Informat
other records relevant to this Contract.

Termination of this Contract under Sec
Agency from pursuing penalties under
Information.

Agency shall undertake any other actio
United States, to enforce this Contract :
Information.

Agency shall take other remedial actior
and 20 C.F.R. Part 603 including seeki
Agency in enforcing this Contract and :

SECTION 7 — Miscellaneous

7.1

Texas Labor Code § 301.085 provides-
information” for purposes of the Public
Recipient shall not release any TWC Ir
Information Act or any other law, regu
records.

Information Release Contract: September 2023
TWC Contract Number: 2924EDE065 - COLLIN
Page 5 of 7

ritten or electronic notes), and (3) records and data
nto Recipient’s records, files or data compilations.

f TWC Information and comply with all statutory, regulatory
' is required by Texas Labor Code §§ 301.081 and 301.085,
«de of Federal Regulations (C.F.R.) Part 603.

scurate records sufficient to allow Agency, the Texas State
ad their authorized representatives to determine Recipient’s

nd Remedies

gent of Recipient fails to comply with any provision of this
:ncy’s invoices, Agency may suspend services to Recipient
zd) until Agency is satisfied that corrective action has been
ch.

orrective action to cure default and assure future compliance
:erminate this Contract immediately and Recipient shall
that has not previously been returned to Agency, and any

. 6.2 of these General Terms and Conditions will not limit
e and federal law for the unauthorized disclosure of TWC

1der this Contract or under any law of this State or of the
to secure satisfactory corrective action and return of TWC

ermitted under state or federal law to enforce this Contract
lamages, penalties, and restitution for all costs incurred by
onding to Recipient’s breach.

unemployment compensation records are not “public
ormation Act, Texas Government Code, Chapter 552.
mation in response to a request made under the Public
m, or ordinance addressing public access to government

IJNTY
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7.2

7.3

7.4

7.5

7.6

7.7

7.8

7.9

7.10

7.11

7.12

Recipient shall notify Agency within tv
judicial request, or request for appearar
Federal regulations at 20 C.F.R. § 603.

This Contract is made in and performe«
applied in accordance with the laws of
any court action brought directly or ind
jurisdiction in Travis County, Texas. I
AS A WAIVER OF SOVEREIGN I}

Agency'’s failure to enforce any provisi
or any other.

Recipients agrees to indemnify and hol
officials for any loss, damages, judgme
alleged acts or omissions of Recipient «
including the inappropriate release or u

Recipient shall be responsible and liabl
damages and losses of third parties. Re
in reimbursing third parties damaged b’
limit third party losses resulting from R

Recipient agrees to accept liability for
Information when such damage is caus
agents of Recipient, whether or not the

If any provision of this Contract is helc
if such provision did not exist, and the
provisions of this Contract unenforceat

This Contract is the entire agreement b

The subject headings used in this Conti
limit meanings.

Attachments listed in the Table of Con’
this Contract.

The following provisions survive the e:
6.2,63,7.1,7.2,7.5,7.6,and 7.7 of th
3.3.5 of Attachment A; and Attachmen

Remainder .

Information Release Contract: September 2023
TWC Contract Number: 2924EDE065 — COLLIN
Page 6 of 7

ty-four (24) hours of the receipt of any subpoena, other
for testimony upon any matter concerning TWC Information.
ctate the handling of subpoenas for TWC Information.

the State of Texas, and shall be construed, interpreted, and
State of Texas, excluding its choice of law rules. Venue of
:itly by reason of this Contract shall be in a court of competent
HING IN THIS SECTION SHALL BE CONSTRUED
UNITY BY AGENCY.

of this Contract does not constitute a waiver of that provision
armless Agency, the State of Texas, and their employees and
,and costs arising or resulting from any acts or omissions or

s employees, agents, contractors, and subcontractors,

»f TWC Information.

yr any damages resulting from a breach by Recipient including
ient shall reimburse Agency for any costs incurred by Agency
ecipient’s breach and costs incurred in attempts by Agency to
pient’s breach.

damage to Agency’s hardware, software, or TWC

yy the actions of employees, contractors, subcontractors or
ividual was an authorized User under this Contract.

be unenforceable by a court, this Contract will be construed as
nforceability of such provision will not render any other

een the Parties.

are for convenience only and are not intended to expand or

s are incorporated in their entirety as terms and conditions of

-ation or earlier termination of this Contract: Sections 4.2, 5,
General Terms and Conditions; Sections 3.3.3, 3.3.4, and

iage intentionally left blank.

UNTY
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INFORMATION RELEASE CONTRA

COLLIN COUNTY FOR THE BE!

STATEMENT OF"

SECTION 1 - Project Abstract

1.1

1.2

1.3

Contract Purpose. The purpose of this
Agency data, to ensure that Recipient v
Recipient to reimburse Agency for cost

Authorized Use of TWC Information.
Contract, Recipient is authorized to use
for the Limited Purpose(s) listed in the
which is incorporated into this Contrac
and information in Exhibit 1, Request ¢
correct to the best of my knowledge an:
representations in Exhibit 1. Any other
Contract.

References. Section references are to s

SECTION 2 - Obligations of Agency

2.1

2.2

23

MNnnnwimtina ~ALTIMN T fnvian ntl mea l’\.',-,\l‘

the '1T'WC intormation requested and vie

Availability. Online access will routine
Central Time, excluding State holidays
periods. Agency may terminate or limi
event of an emergency.

- e B ~

/ ~~ncy will transf
Request and Sateguara Plan or by othes
Information Security Officer or his/her

SECTION 3 — Obligations of Recipient

3.1

Online Access.

Information Release Contract Attachments— February 2
TWC Contract Number: 2924EDE065 — COLLIN COU
Page 1 of 13

Attachment A

"BETWEEN TEXAS WORKFORCE COMMISSION
AND
FIT OF COLLIN COUNTY SHERIFF’S OFFICE

'RK - PROJECT OBLIGATIONS

atract is to provide Recipient with access to confidential
maintain the confidentiality of the data, and to require
f providing access at the rates set out in this Contract.

yject to the security and confidentiality provisions of this

VC Information, as defined in Attachment B, item 1, solely
juest and Safeguard Plan and associated correspondence

d marked as Exhibit 1. Recipient warrants that all statements
Safeguard Plan and associated correspondence true and
aderstands that their organization is bound by the

e of TWC Information by Recipient is a breach of this

lons of this Attachment A unless otherwise specified.

d and Method of .* -~~~ Agency agrees to provide access to
e method as described 1in Exhibit 1.

be available Monday through Friday, 8:00 a.m. to 5:00 p.m.
‘hough Agency does not guarantee access during these
'cess without notice based on business necessity or in the

[WC Information to Recipient only as specified in the
ethods approved in writing in advance by Agency Chief
iignee.
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3.1.1

3.13

EASE CONTRACT

Direct Oversight of Users. Rec
user TWC system log-in accow

A . 1T __ __.1n

ent. Rec
the access 1dentitied in Exhibit
covers the twelve (12) month p
subscription fee is due within tt
The annual subscription fee is r
termination of this Contract or
Safeguard Plan in Exhibit 1 is {
subscription fee for each subsec
beginning of each contract year
“local entity”, Recipient shall s
Trust Management, P.O. Box 3

Us~ Nocume=*~. All prospecti
User Agreement (“User Agreer
Awareness Training (“Security

Fregp ™= Sube--sion an

nt shall ensure that all individuals with online access through
“Users,”) are direct Recipient employees.

1t shall pay Agency the annual subscription fee applicable to
.equest and Safeguard Plan. The annual subscription fee

d that begins on the Begin Date. Payment of the annual

" (30) calendar days of Recipient’s execution of this Contract.
efundable and will not be prorated in case of early

)ension of services. If access identified in the Request and
ultiple years, the Recipient shall pay Agency the annual

1t contract year within thirty (30) calendar days of the

‘the contracting entity is a city or county, also known as a
payment to Texas Workforce Commission, Revenue and
Austin, TX 78767-0322.

»nline Users must execute a Texas Workforce Commission
””), Attachment C, and complete online TWC Cybersecurity

ining”).

aintenance. Before Agency EAGLE Administration will

invite a prospective User, Agen
Person (designated in Exhibit 1
Workforce Commission User A
Training certificate with a com)
Agency may deny access to any
on file all original Training Cer
desk review audits.

Annual User Renewal. For mu
replacing a prior contract with «
the anniversary of the Begin Ds¢
Agreements and the Security T
certificates shall be submitted v
first day following the annivers
Certificates shall be executed ai
submission. Failure by Recipie
shall result in Agency terminati

Notice of User Employment Ct
Administration within three (3)
reassignment into a position no
password can be immediately
Contract and may result in imm
Contract, and other penalties pr

Monthly Review. For contracts
review the list of current Users
changed job duties or otherwise
for comparing the current users

Information Release Contract Attachments— February 2
TWC Contract Number: 2924EDE065 — COLLIN COU

Page 2 of 13

AGLE Administration must receive from Recipient Contact
«quest and Safeguard Plan) a copy of the completed Texas
ement (“User Agreement”), Attachment C and the Security
:d Transmittal Cover Sheet (“Cover Sheet”), Attachment D.
yspective User on security grounds. Recipient must maintain
:ates and User Agreements, which are subject to on-site and

ear, extended, and new contracts continuing, extending, or
1€ access, each year, on the first day of the month following
he Recipient Contact Person shall provide new User

ing certificate. The User Agreements and Security Training
a completed Cover Sheet no earlier than 30 days before the
of the Begin Date. The User Agreements and Training
lated no more than thirty (30) calendar days before

“ontact Person to timely provide annual User Agreements,
Jser access.

€. Recipient Contact Person shall notify Agency EAGLE
>ndar days of a User’s termination, resignation, or

Juiring access tc .« +/C Information, so that the User’s
ced. Failure to provide such notice is a breach of this

ite suspension of all online access, termination of this

led by law and this Contract.

th over twenty-five (25 users), Recipient Contact Person shall
1thly to ensure that the Users have not left employment or
longer need access. Recipient shall document their process
with the list of employees needing access. The

4
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32

33

documentation of the review pr
request.

3.1.8 Notice of Suspected Violations
User violation of the confidenti
discovery and shall take approg

3.1.9 Changes to TWC Information [

ss should be maintained on file for review by Agency upon
ecipient shall notify Agency of any suspected or confirmed
y and security provisions within twenty-four (24) hours of

e corrective action.

iibited. Users shall not change or update any TWC

Information contained in Agen«
system or software to make mu

3.1.10 Instructions. Recipient shall be
provided by Agency regarding

Offline Access. If Offline access is sel
this section apply.

compensation claim benetit dat
performed by Agency staff, Rex
Commission Records, Attachm
Recipient shall submit the file e
Department contract listed on E
responsible for the confidential:
3.2.2 Offline Rates. Rates for Offlin
Exhibit 1, Request and Safegua

3.2.3 ™ ment. Recipient’s payment

information requested Offline.

Tracking of Offline Access. Ea
Contact a list of the data reques
information necessary for ident
data, a scheduled transfer, or a
April 15, July 15, and October

3.24.

Additional Requirements.

3.3.1 Security Safegi'~--'s. Recipient
and procedures to protect the cc
with the requirements in Safegu
with any requirement of Attach
3.3.2 Suspension. Agency may suspc
the security safeguard provisior
has fully investigated any suspe
services will not result in securi
Agency will notify Recipient as

Information Release Contract Attachments— February 2
TWC Contract Number: 2924EDE065 — COLLIN COU
Page 3 of 13

computer stored files. Users shall not use any automated
le queries of Agency's computer stored files.

ely responsible for disseminating to Users any instructions
igation of online access to TWC Information.

:d in Exhibit 1, Request and Safeguard Plan, the provisions of

natches of wage records to SSNs, unemployment

SSNs, or employer tax records to EIDs or FEINS, to be
ent shall submit a completed Request for Texas Workforce
E, with the file of SSNs, EIDs, or FEINSs to be matched.
tronically in compliance with the Information Technology
bit 1, Request and Safeguard Plan. Agency shall not be
>f any information submitted by Recipient.

quests are calculated on a per-request basis as specified in
’lan.

[ue within thirty (30) calendar days of receipt of invoice for

quarter, the Recipient shall submit to the Agency Point of
1ade and data received during the prior quarter including

ng each transfer of data, whether a match against Recipient
sfer upon request. The quarterly filing dates are January 15,

Ul establish, maintain, and comply with security safeguards
dentiality of all TWC Information. Recipient shall comply
Is for TWC Information, Attachment B. Failure to comply
it B is a breach of this Contract.

all services without notice if Agency suspects a violation of

1 Attachment B. Services will remain suspended until Agency
d security violations and is satisfied that resumption of
reaches. In the event of an extended suspension of services,
dn as possible.
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334

335

3.3.6

3.3.7

3.3.8

339

3.3.10

.EASE CONTRACT

Enduring Obligation. Terminat
responsibility to protect the cor
possession, under Recipient’s ¢
with Recipient.

Audit. Recipient’s security saf
of TWC Information, are subje

Inspections. Recipient shall co
activities of Agency. So that A
state and federal law and this C
containing TWC Information (i
workplaces used by personnel v

Self-Assessment Report. Recif
Assessment Report, Attachmen
Date, and on each quarterly fili
filing dates are January 15, Apr
after the end of the prior calend
preceding submission. Failure
Assessment Report may result i
Quarterly Self-Assessment Rep
Recipient to timely respond to 1
receiving a second late notice, 1

Identity Theft Protection. In ca
Recipient shall purchase identit
was disclosed without authoriz:
two-year period and must inclu

Sig—*“cant C*-~~ge. Recipient
of any significant change affect
to changes in its ownership or ¢
governing board, officeholders,

Computer Resources. Recipien
software to accomplish the necx

Tadn O nvian

3. Agency does not
Intormation includes data provi
employees.

SECTION 4 - Contact Persons

4.1
Plan.

Designation. The Parties designate the p

Agency Contact Person

Information Release Contract Attachments— February 2
TWC Contract Number: 2924EDE065 — COLLIN COU

Page 4 of 13

or expiration of this Contract will not end Recip 1it’s
:ntiality of TWC Information remaining in Recipient’s
-0l, or held by a third party subject to contract or agreement

ards and procedures, as well as Recipient’s access to and use
) monitoring, evaluation, and audit by Agency.

rate fully with any on-site inspections and monitoring

cy may audit Recipient’s compliance with the requirements of
-act, Recipient shall permit Agency access to all sites

1ding sites where data is maintained electronically), and to all
have access to TWC Information.

t shall submit to Agency a fully executed Quarterly Self-

on the next-occurring quarterly filing date after the Begin

late for as long as this Contract is in effect. The quarterly

5, July 15, and October 15. Each report must be completed
uarter and must have been signed within fifteen (15) days
Recipient to submit to Agency a timely Quarterly Self-

ie following consequences: the first instance of a late

shall result in a late notice being issued by TWC. A failure by
irst late notice by the time specified in the notice or Recipient
result in TWC terminating the Contract for cause.

f unauthorized disclosure of TWC Information by Recipient,
eft protection service for all individuals whose information
1. The protection service shall cover each individual for a

it a minimum, automatic fraud alerts to the individual.

:es to notify Agency in writing within ten (10) calendar days
Recipient and Recipient’s identity, including but not limited
-0l, name, governing board membership, authority of
vendor identification number.

all provide and maintain its own computer hardware and
ry computer communications linkages with Agency.

rant or guarantee the accuracy of TWC Information. TWC
to Agency by third parties, including employers and

ary liaisons as specified in Exhibit 1. Request and Safeguard
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Contract Management Team

External Data Exchange Contracts (EDE
Procurement and Contract Services Depe
Texas Workforce Commission

1117 Trinity Street, Room 342T

Austin, TX 78701

Phone: (737) 400-5482
Fax: (512)936-0219
Email:

4.2 Notice. Any notice required under this C
in Exhibit 1. Request and Safeguard Plarn

4.3 DM-“-eto Alternate. If Recipient designa
Sateguard Plan, written notification by A
notification requirement of this Contract.

44 ----¢. Recipient may request a change
Person a written request on organizationz
behalf of Recipient, or by a successor wi
include the TWC Contract Number, the 1
Recipient Contact Person, with job title, -
Recipient Contact Person is effective unt

4.5 Communications. Recipient shall includ

SECTION 5 — Parties Option for Extension

The Parties agree that this Contract supersedes
information release or data sharing as specifiec

In the event contract renewal negotiations are 1
agree that services shall be provided by the Ag
conditions of the contract, for a period not to e
date. During the holdover extension period, cc
expiration of the original contract period and a

Remaind

Information Release Contract Attachments— February 21
TWC Contract Number: 2924EDE065 — COLLIN COU
Page 5 of 13

1ent

rract must be given to the Recipient’s Contact Person specified
the Agency Contract Person.

an alternate Contact Person in Exhibit 1, Request and
icy to one (1) of the Recipient Contact Persons will satisfy any

Recipient Contact Person by submitting to Agency Contact
tterhead signed by the person who signed this Contract on
uthority to bind Recipient contractually. The request must
€ of the person being replaced, and the name of the new

k address, phone number, and email address. No change in
cknowledged in writing by Agency.

€ TWC Contract Number in all communications with Agency.

d Effect on Other Contracts

i replaces all prior contracts, if any, between them for
Exhibit 1. Request and Safeguard Plan.

completed prior to the contract expiration date, both parties
'y and accepted by Recipient, subject to all original terms and
ed ninety (90) days following the original contract expiration
shall remain at the rate in effect immediately prior to

ther terms and conditions shall remain in effect.

f page intentionally left blank.

Y
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10.

SAFEGUARI

“Recipient” in this Contract shall maintain su
access to or disclosure of TWC Information:

“TWC Information” means records mainta
Agency under this Contract, including (1)

online access or e-mail, (2) records and da
medium (such as handwritten or electronic
manner into Recipient’s records, files, or d

Monitoring. Recipient shall monitor its Users
Information is used only for the following “Li
Recipient shall also ensure that TWC Informa
with all other provisions of this Contract.

Storage. Recipient shall store TWC Informat

Protection. Recipient shall store and process '
as magnetic tapes or discs, in such a way that

Access. Recipient shall undertake precaution:
Information stored in computer systems.

Instruction. Recipient shall instruct all persor
requirements including the requirements of 2(
under state and federal law for unauthorized d
personnel who will have access to TWC Infor

Disposal. Recipient shall dispose of TWC Ini
achieved, except for TWC Information posses
Agency or destruction of TWC Information, a
identifiers in lieu of destruction. In any case,
calendar days after the termination, cancellati
Certificate of Destruction for Contractors anc
purposes.

System. Recipient shall establish and maintai
requirements of this Attachment B and the otl

No Disclosure or Release. Recipient shall not
this Contract, without prior written consent of

Unauthorized Disclosure. It is a breach of thi
written or printed form, or in any other manne

10.1 to any contract employee of Recipient
10.2  to another government entity, includin,
10.3  to Recipient employees who do not ha'

Information Release Contract Attachments— February 2!
TWC Contract Number: 2924EDE065 — COLLIN COU
Page 6 of 13

Attachment B
FOR TWC INFORMATION

ent safeguards over all TWC Information to prevent unauthorized

1by Agency (TWC), and records obtained by Recipient from

irds and data compilations provided electronically, on paper, or via
»mpilations that Recipient has converted into another format or
es), and (3) records and data compilations incorporated in any
compilations.

«cess to and use of TWC Information and shall ensure that TWC
ed Purpose” as set forth in Exhibit 1, Request and Safeguard Plan.
L is used only for purposes authorized by law and in compliance

in a place physically secure from access by unauthorized persons.

C Information, including that maintained in electronic format, such
uthorized persons cannot obtain TWC Information by any means.

ensure that only authorized personnel are given access to TWC

having access to TWC Information about all confidentiality

F.R. Part 603 as well as the sanctions specified in this Contract and
osure of TWC Information. Recipient acknowledges that all

ion have been instructed as required.

1ation and any copies thereof after the Limited Purpose(s) is

by any court. Disposal means return of TWC Information to
rected by Agency. Disposal includes deletion of personal
ipient shall dispose of all TWC Information within thirty (30)
or expiration of this Contract, in accordance with Attachment F,
ndors, which is attached to this Contract and incorporated for all

system sufficient to allow an audit of compliance with the
yrovisions of this Contract.

close or release any TWC Information other than as permitted in
ency.

mtract to disclose TWC Information orally, electronically, in
ithout the prior written consent of Agency:
ny individual not employed by Recipient;

law enforcement entity;

need to use TWC Information for the Limited Purpose.



DocuSign Envelope ID: FB5034C9-7837-4606-8312-4FB031729389

-_XAS WOR """ DRCE COMMISSION
INFOMRATION RELEASE CONTRACT

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22,

23.

24,

Authorized Disclosure. TWC Information m
11.1 to employees under the direct hiring-ai
Information for the Limited Purpose(s

11.2  ina criminal judicial proceeding if the
limited to the prosecutor, defendant, ju
Securit ~~ ° tion. Recipient shall monitor a

a security violation of this Contract is detecte:
Information has or may have been compromis

Format. TWC Information is subject to the r¢
by Recipient into another format or medium, «
compilations.

Access Limited. Recipient shall limit access
Limited Purpose.

Mobile Device -~ ™------' Recipient shall
devices, or remove storage media from Recip:

Public Information Act. Under Texas Labor (
purposes of the Public Information Act, Texas
Information in response to a request made un¢
ordinance addressing public access to govern

“-*-oena. Recipient shall notify Agency witl
request, or request for appearance for testimoi
dictate the handling of subpoenas for TWC In
§ 603.7 in responding to any subpoena, other
matter concerning TWC Information.

Federal Regulation. Recipient shall comply v
20 CFR Part 603 and this Contract relating tc

Unauthorized Lookup. A User shall not acces
worker, family member, or friend.

Screening — Online Users. Recipient shall scr
Recipient has determined pose no threat to the

Screening — All Handlers. Recipient shall per
determined pose no threat to the security of T

Internet. Recipient shall not transmit any TW
256-bit AES encryption and the current FIPS

Screen Dump. Recipient’s security guideline:
Information will be protected from unauthoriz

No Transfer. Recipient shall not transfer the ¢
Contract to any other person or entity.

Information Release Contract Attachments— February 2
TWC Contract Number: 2924EDE065 — COLLIN COU
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nly be disclosed:
iring control of Recipient who have a need to use the TWC
d

’C Information is introduced in court as a sealed record with access
, and jury.

is of Users and shall notify Agency within twenty-four (24) hours if
- if Recipient suspects that the security or integrity of TWC
n any way.

rements of this Contract even if the TWC Information is converted
1corporated in any manner into Recipient’s records, files, or data

WC Information to its employees who need access to achieve the

place TWC Information on mobile, remote, or portable storage
’s facility, without the prior written authorization of Agency.

e § 301.085, TWC Information is not “public information” for
wernment Code, Chapter 552. Recipient shall not release any TWC
he Public Information Act or under any other law, regulation, or

t records.

twenty-four (24) hours of the receipt of any subpoena, other judicial
pon any matter concerning TWC Information. Federal regulations

nation. Recipient shall comply with the requirements of 20 C.F.R.
cial request, or request for appearance for testimony upon any

all requirements of Safeguards for TWC Information as required by
‘eguarding TWC Information and ensuring its confidentiality.

WC Information listed under the User’s SSN or the SSN of a co-
potential Users and seek online access only for employees that
surity of TWC Information.

access to TWC Information only to employees that Recipient has
Information.

1formation over the Internet unless it is encrypted using at least
series encryption standards.

ill ensure that any screen dump or other extraction of TWC
1se or disclosure.

ority or ability to access or maintain TWC Information under this
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TEXAS WORKFORCE COMMISSION
INFOMRATION RELEASE CONTRACT

TEXAS WORKFOR(

Attachment C

OMMISSION USER AGREEMENT

(User’s Printed Name)

(User’s Social Security Number)

(user's work phone number)

(Print User’s work street address)

(Print User’s employer)

acknowledge that | will be assigned a personal User 1D
computer system. Under no circumstances will 1 allow
belonging to anyone else. As an online User with acce
held personally accountable for my actions and for any
Information is limited to the following “Limited Purpo
witnesses, and fugitives in criminal cases; to assist in ¢
absconders. I understand that TWC maintains a record
that [ am not allowed access to TWC Information abou
understand that I am not allowed access to TWC Inforr

1 will not enter any unauthorized data or make any chai
written or printed form, or in any other manner without
Information to other governmental entities, including li

I understand that under Texas Labor Code §301.085, al
it is a criminal offense to solicit, disclose, receive or us
TWC Information that reveals: (1) identifying informat
that foreseeably could be combined with other publicly
individual or past or present employer. This offense is

I understand that under Texas Penal Code §33.02(a), it
computer system without the effective consent of the o
confinement in jail for up to 180 days or up to 99 years

I have read and had explained to me the confidentiality
with TWC. T understand and agree to abide by these re
provision of this User Agreement, I will jeopardize my

(Print User’s work email)

assword to gain access to the Texas Workforce Commission (TWC)

ser 1D or password to be used by any other individual, nor will I use one
>nfidential TWC data (“TWC Information™), I understand that I will be
%y performed under my User ID. I understand that the use of TWC

only: To assist in criminal investigations; to assist in locating defendants,
: persons with outstanding warrants; to assist in locating probation
individuals and employers whose TWC Information I gain access to, and
ndividual or employer except as necessary for the Limited Purpose(s). I
about myself.

data. 1 will not disclose any TWC Information orally, electronically, in
written authorization from TWC. 1 will not disclose any TWC
Jrcement entities.

> Information I obtain under this User Agreement is confidential and that
» authorize, permit, participate in, or acquiesce in another person’s use of
sarding any individual or past or present employer; or (2) information
ble information to reveal identifying information regarding any

1able by as much as a year in jail, a fine up to $4,000, or both.

iminal offense to knowingly access a computer, computer network, or
Depending on the circumstances, the offense is punishable by
:in prison, a fine of up to $2,000 or up to $10,000, or both.

scurity requirements of 20 C.F.R. § 603.9 and of my employer’s contract
1ents. I understand that if I violate any of these requirements or any
yer’s contract with TWC.

Signature of User

Supervisor Approval: | have instructed the User listec
obtained under the contract with TWC, including the re
in state law for unauthorized disclosure of TWC Inforn

Date signed

: about all confidentiality requirements applicable to TWC Information
aents of 20 C.F.R. § 603.9 and the sanctions specified in the Contract and

Signature of Supervisor

Approval of Contract Signatory or Contact Person

Printed Name Date signed

{in Contract:

Signature of Contract Signatory or Recipient Contact P

All fields on this User Agreement are required. Employer must |
Agreement to TWC EAGLE Administration as specified on the 1
rejected.
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Printed Name Date signed

gned original and give a copy to User. Employer must send copy of executed User
| Cover Sheet, Attachment D to this Contract. An incomplete User Agreement will be


















